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Network verification is as good as the model !
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Model equivalence

Symbolic execution

SYMNET — Symbolic execution Engine?

Model\ SEFL (Symbolic-Execution Friendly Language)?

1 — SYMNET: Scalable Symbolic Execution for modern networks (SIGCOMM 2016)



SEFL models

Constrain

Constrain(IPSrc,>A)

Symbolic packet

? ? ?
IPSrc
@ Input
@ Output
? ? >A




SEFL mOdels Symbslicpac;et : T :

InstructionBlock IPSrc DstPort
@ Input

InstructionBlock (
Constrain(IPSrc,=A),
Constrain(DstPort,=53)

)
@ Output

? ? =A ?|? =53

Constrain(IPSrc,=
Constrain(DstPort,=53)



Symbolic packet

SEFL models S N EIEIEE

Ass J.gn IPSrc DstPort
@ Input
Constrain(IPSrc,=A);
Constrain(DstPort,=53);
Assign(DstPort,100)
? ? =A 21?2 =53
@ Output

? 20 =A | ?|? =100




SEFL models

Fork

Fork (
Constrain(IPSrc,=A),
Constrain(IPSrc,=B)

Symbolic packet

? ? ?
IPSrc
@ Input
Q Output
=A | ?]?]| »?
? ? ?




SEFL models

Allocate

Allocate(IPSrc);
Constrain(IPSrc,=B)

Deallocate(IPSrc)

Symbolic packet

2 |?] =A |2
IPSrc
@ Input
- ?
? . — ?
i =B
? e | ?
@ Output




Symbolic packet

SEFL models

? ? ? 27 ?
if (conditional) Pore DstPort
@ Input
if (IPSrc,<10.0.0.0)
Assign(DstPort,100) =100
if (IPSI’C,<10.2.0. | 2 PE ? | = " ST 5
Assign(DstPort v@ . 7a —
Assign(Dstport, [0® <10.0.0. >10.0.0.0
? ? FIEE
>10.0.0.0 && >10.0.0.0 &&
<10.2.0.0 10.2.0.0
Fork (
Constrain(IPSrc,<10.0.0.0 || 210.2.0.0);
Assign(DstPort,100),

Constrain(IPSrq,f—i‘().0.0 && <10.2.0.0);
Assign(DstPort '@




Model equivalence — Step 1. syntactic tr.

b

if (IPSrc,<10.0.0.0)
Assign(DstPort,100)
if (IPSrc,<10.2.0.0)
sign(DstPort,200)
ign(DstPort,100)

if (x,=e) e; e,

Fork(Constrain(x, =e); e,
Constrain(x,!=e); e

d

Fork(
Constrain(IPSrc,<10.0.0.0 || 210.2.0.0);

Assign(DstPort,100),

Constrain(IPSrc,=z10.0.0.0 && <10.2.0.0);
Assign(DstPort,200),



Model equivalence — rewriting if’s

b g
Fork ( Fork (

Constrain(IPSrc,<10.0.0.0); Constrain(IPSrc,<10.0.0.0 || 210.2.0.0);
Assign(DstPort,100), Assign(DstPort,100),
Constrain(IPSrc,=10.0.0.0); Constrain(IPSrc,=z10.0.0.0 && <10.2.0.0);
Fork ( Assign(DstPort,200),

Constrain(IPSrc,<10.2.0.0);

Assign(DstPort,200), )

Constrain(IPSrc,z10.2.0.0);
Assign(DstPort,100)

)
)



Model equivalence — flattening Fork

b g
Fork ( Fork (
Constrain(IPSrc,<10.0.0.0); Constrain(IPSrc,<10.0.0.0 || 210.2.0.0);
Assign(DstPort,100), Assign(DstPort,100),
Constrain(IPSrc,=z10.0.0.0); Constrain(IPSrc,=z10.0.0.0 && <10.2.0.0);
Constrain(IPSrc,<10.2.0.0); Assign(DstPort,200),
Assign(DstPort,200),

Constrain(IPSrc,=z10.0.0.0);
Constrain(IPSrc,=z10.2.0.0);
Assign(DstPort,100)



Model equivalence — removing Assign

p g
Fork ( Fork (
Constrain(IPSrc,<10.0.0.0); Constrain(IPSrc,<10.0.0.0 || 210.2.0.0);
Constrain(DstPort,=100), Constrain(DstPort,=100),
Constrain(IPSrc,=z10.0.0.0); Constrain(IPSrc,=z10.0.0.0 && <10.2.0.0);
Constrain(IPSrc,<10.2.0.0); Constrain(DstPort,=200),

Constrain(DstPort,=200),

Constrain(IPSrc,=z10.0.0.0);
Constrain(IPSrc,=z10.2.0.0);
Constrain(DstPort,=100)



Model equivalence - Step 2. complement

b g
Fork ( Fork(
Constrain(IPSrc,<10.0.0.0); Constrain(IPSrc,<10.0.0.0 || 210.2.0.0);
Constrain(DstPort,=100), Constrain(DstPort,=100),
Constrain(IPSrc,z10.0.0.0 && Constrain(IPSrc,=z10.0.0.0 && <10.2.0.0);
<10.2.0.0); Constrain(DstPort,=200),

Constrain(DstPort,=200),

Constrain(IPSrc,=z10.2.0.0);
Constrain(DstPort,=100)



Model equivalence — Step 2. complement

p —d
Fork ( Fork (
Constrain(IPSrc,<10.0.0.0); Constrain(IPSrc,=10.0.0.0 && <10.2.0.0);
Constrain(DstPort,=100), Constrain(IPSrc,<10.0.0.0 || 210.2.0.0),
Constrain(IPSrc,z10.0.0.0 && Constrain(IPSrc,=z10.0.0.0 && <10.2.0.0);
<10.2.0.0); Constrain(DstPort, !=200),

Constrain(DstPort,=200),
Constrain(DstPort, !=100);

Constrain(IPSrc,=210.2.0.0); Constrain(IPSrc,<10.0.0.0 || 210.2.0.0),

Constrain(DstPort,=100)
Constrain(DstPort, !=100);

) Constrain(DstPort, !=200)



Model equivalence — Step 3. SE

p =9
Fork ( Fork (
Constrain(IPSrc,<10.0.0.0); Constrain(IPSrc,= && <10.2.0.0);
Constrain(DstPort,=100), Constrain(IPSrc,< 0 || 210.2.0.0),
Constrain(IPSrc,=z10.0.0.0 && Constrain(IPSrc,=10.0.0.0 && <10.2.0.0);
<10.2.0.0); Constrain(DstPort, !=200),

Constrain(DstPort,=200),

Constrain(DstPort, !=100);
Constrain(IPSrc,=10.2.0.0); Constrain(IPSrc,<10.0.0.0 || 210.2.0.0),
Constrain(DstPort,=100)

Constrain(DstPort, !=100);
) Constrain(DstPort, !=200)



Conclusion

 Model equivalence for SEFL

* |dea in short:
1. Syntactic transformations to expose SEFL structure
2. Symbolic execution

Symbolic-execution Close to
friendy implementation

Behavior-invariant
transformation
space

Model \

Model

The “real thing”



Model equivalence

* Cannot rely solely on symbolic execution
e Context (in)dependence

P =49
P./PrP, = P17AIP, forallp,, p,

Allocate(x) Allocate(x)
Constrain(x,=1) Constrain(x,=2)
Allocate(x)

Constrain(x,=2)



