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class, it checks on which side of the hyper-plane it belongs. In
general, problems can be transformed into higher-dimensional
spaces if the data is not linearly separable, but this did not
prove necessary for any one of our classification problems.

Figure 1 shows an SMO diagram for Table I. We have not
included the phone number feature since it is unrelated to the
probability of an accident. The red line shows a projection
of the hyper-plane. In this example, the SMO detects that all
points above the line are positive examples (i.e., records of
accidents), and all points below are negative ones (i.e., no
accident). C2 would thus be classified as an accident, just as
with the simple rule-based classifier above, but C1 would now
definitely be classified as non-accident because it lies below
the line.

SMO is only capable of separating two classes. However, in
SUSI, we have three classes in the first problem (source/sink/nei-
ther) and a lot more in the second one (the categorization).
We solve the problem with a one-against-all classification,
a standard technique in which every possible class is tested
against all other classes packed together to find out whether
the instance corresponds to the current single class or whether
the classification must proceed recursively to decide between
the remaining classes.

We also evaluated other classification algorithms based on
different principles, for instance Weka’s J48 rule learner, which
implements a pruned C4.5 decision tree [27]. The main problem
with a rule set is its lack of flexibility. While many source-
method names, for instance, start with get, this is not the case
for all source methods. On the other hand, not all methods that
start with get are actually sources. Since this rule of thumb is
correct most of the time, however, a rule tree would usually
include a rule mapping all get methods to sources and only
perform further checks if the method name has a different
prefix. With an SVM, such aspects that are usually correct, but
not always, can be expressed more appropriately by shifting
the hyper-plane used for separation.

Probabilistic learning algorithms like Naive Bayes [28]
produced very imprecise results. This happens because our
classification problem is almost rule-based, i.e., has an almost
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fixed semantics. The variance is simply not large enough to
justify the imprecision introduced by probabilistic approaches
which are rather susceptible to outliers.

B. Design of the Approach

Figure 2 shows SUSI’s overall architecture. It includes four
different layers: input, preparation, classification, and output.
The square elements denote objects, while the round elements
represent actions. We run two rounds: One for classifying
methods as sources, sinks, or neither, and one for categorizing
them. Solid lines denote the data flow within SUSI. The two
dashed lines denote the initialization of the second round.
The general process is the same for both rounds. For the
categorization, SUSI just takes the outputs of the classification
as test data inputs. More precisely, SUSI categorizes separately
those methods it has previously identified as sources or sinks
and disregards those it classified as neither.

SUSI starts with the input data for the first classification
problem, i.e., for identifying sources and sinks. This data
consists of the Android API methods to analyze. These methods
can be separated into a set of training data (hand-annotated
training examples) and a set of test data for which we do not
know whether a method is a source, sink or neither. The set
of training data is much smaller than the set of unknown test
data, in our case only roughly 0.7% for the classification and
about 0.4% for the categorization. Beside the API methods
we need a database of features, both for the classification and
categorization. The features are different for classification and
categorization. See Section IV-C for details.

As described in in Section IV-A, a supervised learning
approach requires two matrices. The first one is built by
evaluating the features on the set of hand-annotated training
data, the second one by applying the same feature set as well
to the test data yet to be classified (preparation step). SUSI
then uses the first matrix to train the classifier (classification
step), which afterwards decides on the records in the test matrix
(output step).

5
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prove necessary for any one of our classification problems.

Figure 1 shows an SMO diagram for Table I. We have not
included the phone number feature since it is unrelated to the
probability of an accident. The red line shows a projection
of the hyper-plane. In this example, the SMO detects that all
points above the line are positive examples (i.e., records of
accidents), and all points below are negative ones (i.e., no
accident). C2 would thus be classified as an accident, just as
with the simple rule-based classifier above, but C1 would now
definitely be classified as non-accident because it lies below
the line.

SMO is only capable of separating two classes. However, in
SUSI, we have three classes in the first problem (source/sink/nei-
ther) and a lot more in the second one (the categorization).
We solve the problem with a one-against-all classification,
a standard technique in which every possible class is tested
against all other classes packed together to find out whether
the instance corresponds to the current single class or whether
the classification must proceed recursively to decide between
the remaining classes.

We also evaluated other classification algorithms based on
different principles, for instance Weka’s J48 rule learner, which
implements a pruned C4.5 decision tree [27]. The main problem
with a rule set is its lack of flexibility. While many source-
method names, for instance, start with get, this is not the case
for all source methods. On the other hand, not all methods that
start with get are actually sources. Since this rule of thumb is
correct most of the time, however, a rule tree would usually
include a rule mapping all get methods to sources and only
perform further checks if the method name has a different
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fixed semantics. The variance is simply not large enough to
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class, it checks on which side of the hyper-plane it belongs. In
general, problems can be transformed into higher-dimensional
spaces if the data is not linearly separable, but this did not
prove necessary for any one of our classification problems.

Figure 1 shows an SMO diagram for Table I. We have not
included the phone number feature since it is unrelated to the
probability of an accident. The red line shows a projection
of the hyper-plane. In this example, the SMO detects that all
points above the line are positive examples (i.e., records of
accidents), and all points below are negative ones (i.e., no
accident). C2 would thus be classified as an accident, just as
with the simple rule-based classifier above, but C1 would now
definitely be classified as non-accident because it lies below
the line.

SMO is only capable of separating two classes. However, in
SUSI, we have three classes in the first problem (source/sink/nei-
ther) and a lot more in the second one (the categorization).
We solve the problem with a one-against-all classification,
a standard technique in which every possible class is tested
against all other classes packed together to find out whether
the instance corresponds to the current single class or whether
the classification must proceed recursively to decide between
the remaining classes.

We also evaluated other classification algorithms based on
different principles, for instance Weka’s J48 rule learner, which
implements a pruned C4.5 decision tree [27]. The main problem
with a rule set is its lack of flexibility. While many source-
method names, for instance, start with get, this is not the case
for all source methods. On the other hand, not all methods that
start with get are actually sources. Since this rule of thumb is
correct most of the time, however, a rule tree would usually
include a rule mapping all get methods to sources and only
perform further checks if the method name has a different
prefix. With an SVM, such aspects that are usually correct, but
not always, can be expressed more appropriately by shifting
the hyper-plane used for separation.

Probabilistic learning algorithms like Naive Bayes [28]
produced very imprecise results. This happens because our
classification problem is almost rule-based, i.e., has an almost
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fixed semantics. The variance is simply not large enough to
justify the imprecision introduced by probabilistic approaches
which are rather susceptible to outliers.
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class, it checks on which side of the hyper-plane it belongs. In
general, problems can be transformed into higher-dimensional
spaces if the data is not linearly separable, but this did not
prove necessary for any one of our classification problems.

Figure 1 shows an SMO diagram for Table I. We have not
included the phone number feature since it is unrelated to the
probability of an accident. The red line shows a projection
of the hyper-plane. In this example, the SMO detects that all
points above the line are positive examples (i.e., records of
accidents), and all points below are negative ones (i.e., no
accident). C2 would thus be classified as an accident, just as
with the simple rule-based classifier above, but C1 would now
definitely be classified as non-accident because it lies below
the line.

SMO is only capable of separating two classes. However, in
SUSI, we have three classes in the first problem (source/sink/nei-
ther) and a lot more in the second one (the categorization).
We solve the problem with a one-against-all classification,
a standard technique in which every possible class is tested
against all other classes packed together to find out whether
the instance corresponds to the current single class or whether
the classification must proceed recursively to decide between
the remaining classes.

We also evaluated other classification algorithms based on
different principles, for instance Weka’s J48 rule learner, which
implements a pruned C4.5 decision tree [27]. The main problem
with a rule set is its lack of flexibility. While many source-
method names, for instance, start with get, this is not the case
for all source methods. On the other hand, not all methods that
start with get are actually sources. Since this rule of thumb is
correct most of the time, however, a rule tree would usually
include a rule mapping all get methods to sources and only
perform further checks if the method name has a different
prefix. With an SVM, such aspects that are usually correct, but
not always, can be expressed more appropriately by shifting
the hyper-plane used for separation.

Probabilistic learning algorithms like Naive Bayes [28]
produced very imprecise results. This happens because our
classification problem is almost rule-based, i.e., has an almost

Feature
Database

train classifier

Classifier

Sources Sinks

Input

Classification

Output

1st run (classification) 2nd run (categorization)

Training
Set

Test
Set

Training Matrix Testing Matrix
Preparation

Fig. 2. Machine learning approach

fixed semantics. The variance is simply not large enough to
justify the imprecision introduced by probabilistic approaches
which are rather susceptible to outliers.

B. Design of the Approach

Figure 2 shows SUSI’s overall architecture. It includes four
different layers: input, preparation, classification, and output.
The square elements denote objects, while the round elements
represent actions. We run two rounds: One for classifying
methods as sources, sinks, or neither, and one for categorizing
them. Solid lines denote the data flow within SUSI. The two
dashed lines denote the initialization of the second round.
The general process is the same for both rounds. For the
categorization, SUSI just takes the outputs of the classification
as test data inputs. More precisely, SUSI categorizes separately
those methods it has previously identified as sources or sinks
and disregards those it classified as neither.

SUSI starts with the input data for the first classification
problem, i.e., for identifying sources and sinks. This data
consists of the Android API methods to analyze. These methods
can be separated into a set of training data (hand-annotated
training examples) and a set of test data for which we do not
know whether a method is a source, sink or neither. The set
of training data is much smaller than the set of unknown test
data, in our case only roughly 0.7% for the classification and
about 0.4% for the categorization. Beside the API methods
we need a database of features, both for the classification and
categorization. The features are different for classification and
categorization. See Section IV-C for details.

As described in in Section IV-A, a supervised learning
approach requires two matrices. The first one is built by
evaluating the features on the set of hand-annotated training
data, the second one by applying the same feature set as well
to the test data yet to be classified (preparation step). SUSI
then uses the first matrix to train the classifier (classification
step), which afterwards decides on the records in the test matrix
(output step).

5

Machine-Learning Approach



Feature-Database: Classification



Feature-Database: Classification

returns a value „getter“
specific return-type

modifier



Feature-Database: Classification

returns a value „getter“
specific return-type

modifier



Feature-Database: Classification

returns a value „getter“
specific return-type

modifier

data flow to return



Feature-Categories:	

!
‣Method name	


‣Method has parameters	


‣Method’s return type	


‣Parameter type	


‣Method modifiers	


‣Modifiers of declaring class	


‣Name of declaring class	


!
‣Data flow to return value	


‣Data flow from parameter to (abstract) sink

Feature-Database: Classification



Feature-Database: Categorization

SMS/MMS Location Calendar Contact ...

SMS/MMS Bluetooth NFC Email Internet

...
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Results for categorization

Categorized Sources Categorized Sinks



Results for categorization

Categorized Sources Categorized Sinks



On untrained APIs

GoogleGlass 

Chromecast 

Manual validation:	


‣Google Glass API: 	



Precision: 98% and Recall: 100%	


‣Google Chromecast API: 	



Precision and Recall: 100%



Evolution
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in Android-Malware



Top Source/Sink Methods  
in Android-Malware

Method TaintDroid SCanDroid DeD
BluetoothAdapter.getAddress()

WifiInfo.getMacAddress()

Locale.getCountry() 

WifiInfo.getSSID()	



GsmCellLocation.getCid() 	



GsmCellLocation.getLac() 	



Location.getLongitude() 	



Location.getLatitude()	



Browser.getAllBookmarks() 	



SmsManager.sendTextMessage

Log.d() 	



URL.openConnection() 	





sources

sinks code analysis

report potential  
privacy leaks

FlowDroid

[Arzt et al.,  
PLDI 2014]
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FlowDroid

• Can analyze Android binaries or source	



• Built on top of Soot	



• Specialized to taint analysis but can be 
extended with other kinds of Android 
analyses

20
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Will it leak?

void foo( z ) {
x = z.g;
w = source(); 
x.f = w;

} 

void main() { 
a = new A();
b = a.g;
foo(a);
sink(b.f);

}



Two main requirements

minimize false warnings

maximize true warnings



and do it fast!

minimize false warnings

maximize true warnings



maximizing 
true warnings

Recall
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Activity lifecycle
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Activity starts 

onCreate() 

onResume() 

onStart() 

Activity is 
running 

onPause() 

onDestroy() 

onRestart() 

onStop() 

Activity is 
shut down 

Also:	


• services	


• broadcast receivers	


• content providers	


• fragments



minimize false warnings



Options for highly precise analysis
• Flow-sensitive: respect program order	



• Context-sensitive: re-analyze calls to the same 
methods but with different parameters	



• Field-sensitive: distinguish different fields of the 
same object	



• Object-sensitive: distinguish different “owner 
objects”	



• Optional: on-demand alias analysis with same 
level of precision

27



Intertwined analyses:  
forward taint analysis,  
backward alias analysis

void foo( z ) {
x = z.g;
w = source(); 
x.f = w;

} 

void main() { 
a = new A();
b = a.g;
foo(a);
sink(b.f);

}

Inspired by Tripp et al., FASE 2013: Andromeda: Accurate and scalable security analysis of web applications
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backward alias analysis

void foo( z ) {
x = z.g;
w = source(); 
x.f = w;

} 

void main() { 
a = new A();
b = a.g;
foo(a);
sink(b.f);

}

void foo( z ) {
x = z.g;
w = source(); 
x.f = w;

} 

void main() { 
a = new A();
b = a.g;
foo(a);
sink(b.f);

}

w

x.f

x.f

z.g.fa.g.f

b.f

1

2

3

4
5

6
7

Inspired by Tripp et al., FASE 2013: Andromeda: Accurate and scalable security analysis of web applications
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x = y;
a = source();

leak(y.f);
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Forward	


Taint Analysis

Backward	


Alias Analysis

Work Queue Work Queue

x.f=a

x.f

x=y

a
y.f

CountingThreadPoolExecutor

terminates not before both queues are empty

x.f = a;
x = y;
a = source();

leak(y.f);
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Demand-driven alias analysis
Devil in in the details:

• How exactly to coordinate the interplay 
between both analysis?

• How to maintain context- and flow sensitivity?	



Both analyses use different (value) contexts

• How to keep summaries concise? (important 
for performance and memory footprint)

Details: see PLDI’14 paper
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… and do it fast!
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or the ability to analyze a larger application which would
otherwise not fit in memory, we used the following FLOWDROID
settings [3]:

• No flow across intents. Android apps use special com-
ponents, called intents, to implement messaging between
components, in particular to start activities (mostly user
interactions) or provide services in the background. We
cannot track flows across intents; when sensitive data is
sent to an intent, it is marked with the INTENT category
as a sink;

• Explicit flow only. Our static taint analysis settings do not
consider conditionals controlling specific flows, nor the
flows leading to these conditionals. This is in contrast to
information flow analysis, which also takes such implicit
flow into account;

• Disabled flow-sensitive alias search, possibly generating
more false positives, but greatly reducing runtime for
large applications;

• Maximum access path length of 3, again possibly reduc-
ing precision with respect to the default setting of 5;

• No-layout mode, ignoring Android GUI components, such
as input fields, as data flow sources;

• No static fields, ignoring the tracking of static fields.
All these choices sacrifice some amount of precision for speed
and memory. As a result, the list of flows as determined by
MUDFLOW can have false positives (flows that are infeasible
during executions) as well as false negatives (missing flows
that actually might be possible); but still, FLOWDROID is much
more precise than, say, object- or context-insensitive data flow
analysis. As ever when applying precise static analysis on
real-world programs with finite time and resources, striking a
good balance between false positives and false negatives is an
important challenge. Let us remind at this point, that our goal
is to detect anomalies, not to prove the presence or absence
of flows; and thus, we can tolerate imprecision as long as the
overall results are fine.

Still, let us state what “finite time and resources” mean in
our setting, and why compromises are badly needed. The main
machine we used to run MUDFLOW was a compute server with
730 GB (seven hundred thirty Gigabytes) of RAM and 64 Intel
Xeon CPU cores, far exceeding the standard memory sizes of
today’s personal computers. Even with all the compromises
listed above, the server sometimes used all its memory, running
on all cores for more than 24 hours to analyze one single
Android app, as shown in Figure 4. Overall, we had this
machine run for two months without interruption to extract
data flows from Android applications.

C. Analysis Results
A small proportion of apps downloaded proved to be a

challenge for precise taint analysis. Of the remaining “benign”
apps, 84 (3%) were not analyzable: 16 apps exceeded the RAM
limit of 730 GB or the 24-hour timeout, and 68 apps caused
a Soot exception while transforming DEX bytecode to JIMPLE
representation. Of the “malicious” apps, 10,239 (40%) were
not analyzable because of corrupted or incomplete APKs; most

●

●

● ●

●

●

●

●●●●●

●

●

●

●

●●

●

●
●

●●●

●●
●

●

●

●

●

●

●

●

●●
●
●

●
●

●
●

●
●

●●

● ●

● ●
●

●●
●
●

●

●

●

●
● ●

●

●
●

●
●

●

● ●
●

●

●

●● ● ●●
●

●●

●

●
● ●

●

●

●

●
●●

●

●

●
●

●

●

●

●

●

●
●

●

●

●

●
●

●

●

●

●●●

●

●

●

●

●

●●

●●

●

●

●
●●●

●

●

●

●

●

●

●

●

●
● ●

●

●
●●

●●●

●

●

●
●

●

●●

●

●

●

●●

●●●

●
●

●
●

●

●
●●

●

●

●

●
●●

●

●

●

●●
●

●

●
●●

●

●
●

●

●
●●●●

●

●●●●
●

●
●

●
●

●●

●●● ●
●

●

● ●
●

●

●●

●
●

●

●

●

●

●

●
● ●

●

●

●

●

●

●

●

● ●
●●

●
●

●

●●
●

●

●
●

●

●

●

●●

●●
●

●
●

●

●

●

●

●
●

●

●

●

●
●

●

●
●

●●
● ●

●

●

●●●●●●

●

●

●
●

●

●

●

●

●

●
●

●●

●
● ●

●

●

●

● ●

●

●

●
●

●
●

●
●

●

● ●
●

●
●●

●
●●●

●

●

●

●
●

●●

●

●

● ●●
●

●●

●

●
●

●

●

●

●

●
●

●

●
●●

● ●

●

●

●

●●●

●

●●

●
●●●●

●

●

●

●

●

●

●

●

●

●

●

●

●

●
●

●

●

●●●

●●

●

●

●

●

●

●
●

●

●

●

●

●

●

●
●

●

● ●●
●

●

●
●

●

●

●

●

●

●

●●

●

●

●

●

●

●

●

●

●

●

●

●
●

●

●
●●

●
●

●

●

●

●

●

● ●
●

●●

●

●

●●●

●●

●●

●●

●●

●

●
●

●●

●
●

●

●

●●

●

●

●

●

●●●
●

●●

●
●

●
●

●

●

●

●

●

●

●
●●

●

●

●

●
●●

●

●
●
●●●

●●●
●

●
●

●●
●●

●

●●●

● ●

●

●

●

●

●

●
●

●

●●●

●

●

●

●

●

● ●

●

●
●

●●
●

●

●

●

●

●

●

●●●●●●●
●

●

●

●
●

●

●

●

●

●●●●●

●

●

●

●

●

●
●

●

●

●

●

●

●

●●

●

●

●●

● ●
●

●

●

●

●

●

●

●

●●

● ●

●

●

●
●●

● ●

●
●

●
●

●

●

●●

●

●
●

●

●

●

●

●

●

●

●

●
● ●

●

●

●

●

●●
●

●●

●
●

●

●

● ●

●

●

●

● ●

●

●

●

●●●

●
●

●●

●
●●●

●●

●●

●
●

●

●

●

●

●

●

●

●
●

●

●

●
● ●

●

●
●

●

●●

●
●

●●●

● ●

●

●
●●●

●

●

● ●

●

●

●

●

●

●
●●●

●●●

●● ●●●●●●●●●●●●●●●●

●

●

●

●

●

●

●

●

●●

●
●

●●

●

●

●
●

●

● ●●●

●

●

●●

●
●

●

●

●

●

●

●

●

●

●
● ●

●●
●

●
●

●

●

●

●

●
●

●

●
●

●●●

●
●

●●

●

●

●

●

●
●

●

●

●

●

●●●
● ●

●

●

●

●

●●

●
●

●
●

●

●

●

●

●
●

●
●

●

●

●

●

●

●

● ●

●
●

●

●

●

●

●

●●
●●

●

●

●●

●

●

●

●
●●

●●

●●

●
●

●
●

●
●

●

●

●

●

●

●

●

●
●

●
●

●

●
●

●●

●

●

●

●

●

●● ●●●●

●

●
●

●

●

●

●
●●

●
●

● ●

●

●

●

●

●

●●
●

●
● ●

●●●

●

●

●

●

●●

●

●

● ●●●
●●

●
●

●

●

●

●

●●●●●●●

●

●

●

●

●

●

●
●

●

●

●

●

●

● ●●
● ●

●

●

●

●
●

●●

●

● ●

●

●

●

●

●

●

●

●●
●●●

●

●

●

●

●

●

●

● ●
●

●

●

●●

●

●

● ●

●

●

●

●

●
●

●

●

●

●

●

● ●

●

●

●
●

●

●

●

●

●

●

●●

●

●

●

●

●

●●●

●

●

●

●

●●

●
●

●

●●
●

●●

●●

●

●●

●

●●

●

●

●
●

●

●
●

●●●

●

●

●

●

●

●

●
●

●

●●
●

●

●

●
●

●

●

●

●

●

●
●

●

●

●

●

●

●
● ●

●

●

●●●
●

●

●●

●

●

●

●

●
●

●
●

●

●

● ●
●●●

●

●

●

●

●

●

●

●
●

●

●

●

●

●

●

●
●

●

●

●
●

●●
●

●●
●

●

●

●

●

●● ●●●

●
●

●

●

●

●

●

●

● ●●
●

●

●

●

●

●

●

●

●

●
●

●

●
●

●●●

●●●●

●

●●●●●●●

●
● ●

● ●●

●

●

●

●

●●

●

●

●

●

●

●

●

●
●

●

●
●●

●
●●

●

●

●
●

●

●

●

● ●
●

●

●

●

●

●

●

●●

●●●

●

●

●
●

●

●
●

●

●

●
●

●

●

●

●

●●
●

●●

●
●

●

●●●●●
●●

●
●

●
●

●●●

●

●

●

●

●

●

●

●
●
●

●●

● ●
●

●

●

●

●

●
●

●

●

● ●

●●

●

●
●

●

●

●

●

●

●

●

●

●

●

●

●
●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●
●

●

● ●

●

●
●

●

●

●

●

●

●
●

●

●

●

●

●●

●●
●

●●

●

●

●●
●

●

●●●●

●

● ●

●

●

●

●
●

●
●

●

●●●
●●

●

●
●●●

●

●

● ●
●●

●

●

●

●
●●

●

●

●

●

●

●
●

●●
●

●

●

●

●
●●

●

●

●●

●

●
●

●●
●●

●

●

●●

●

●

●
●

●●

●

●

●●

●

●

●

●
●

●

●

●
●

●

●
●

●

●
●

●●

●

●
●

●

●

●
●

●

●

●

●
●

●

●

● ●
●

●●
●●●

●
●●

●

●

●

●

●

●
●

●

●

●

●

●

●
●

●
●●●

●

●●

●●

●

●
●

●

●
●

● ●

●

●
●

●
●●

●
●

●●

●●

●

●
●

● ●

●

●

●

●

●

●

●

●

●
●●●

●●
●

●●
●

●
● ●

●●

●

●

●
●

●
●

●●

●

●●●●

●

●

●●●

●

●

●

●
●

●

●●

●

●

●

●●●
●

●

●

●

●

●

●

●

●

● ●

●

●
●

●

●

●●●●●●

●

●

●●

●

●

●
●

●

●

●

●

●

●

●
●

●

●

●

●●●●●●

●

● ●

●

●
●

●

●

●
●

●

●

●
●● ●

●

● ●●

●

●
●

●
●●

●

●
●

●
●●●

●●
●

●
●●

●
●

●

●

●

●

●

●

●

●
●

●

●

●●●

●

●

●

● ●● ●

●●●

●
●

●

●
● ●●●

●

●

●

●

●
● ●

●

●

●

●●●●

●
●

●

●

●

●

●

●

●●

●

●●
●

●
●

●
●

●●
●

● ●

●

●
●
●

● ●●

●

●
●

●●

●
●

●

●

●

●
●●

●

●

●●●

●
●

●

●

●

● ●●

●

●

●

●

●
●

●

●●

●

●

●

● ●

●
●

●

●

●

●●●●
●

●

●

●

●

●

●
●● ●

●●●
●

●

●●●●
●

●●●●

●

● ●

●

●

●

●

●

●

●●● ●●●●

●
●

●

●

●
●
●

●●

●

●

●
●

●

●

●

●
●

●

●

●

●

●

●
●
●

●

●
●
●

●

●

●
●

●

●

●
●

●

●

●

●

●

●

●

●

●

●
●

● ●

●

●

●

●

●

●
●

●●●

●

●

●●●

●

●

●

● ●
●●

●

●

●

●

●

●

●
●●

●

●
●

●

●

●
●

●

●●●●

●

●

●

●●

● ●

●● ● ●

●

●

●

●
●●

● ●
●

●

●

●●●

●
●

●
●

●

●●●

●

●●

●

●●

●
● ●

●

●

●

●
●

●

●●

●

●
●

●●●● ● ●

●

● ●

●●

●

●

●

●

●

●

●

●
●●

●●
●

●

●

●
●

●● ●

●

●

●●●
●

● ●

●

●
●

●

●

●

●
●
●●

●

●

●

●

●

●

●

●

●

●

●
●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●●
●

●

●

●

●

●
●

●

●

●●
●●

●

●
●

●

●

● ●

●

●

●

●

●

●●

●

●

●●

●

●

●

●

●●

●

●

●

●

●
●

●●

●

●

●●●●

●
●

●

●

●

●

●

●

●

●

● ●
●

●
●

●

● ●●

●
●

●

●
●

●

●

●

●
●

●

●

●
●

●
● ●

●

●

●

●

●

●

●●

●●

● ●
●

●
●

●

●

●●●

● ●●

●

●●

●●

●

●

●

● ●●

●
●

●

●●●

●

●

●

●

●●●

●

●

●

●

● ●●● ●●
●

●

●

●

●

●

●

●

●

●

●

●

●

●●

●

●

●

●

● ●

●

● ●

●

●

●

●

●

●

●

●●

●
●

●●

●

●

●

●

●
●

●

●
●

●

●

●

●

●
●

●

●
●

●

●

●

●●

●

●
●

●

●

●

●

●

●
●

●

●
●

● ●
●

●●

●

● ●
●

●

●

●

●

●
●
●

●

●●

●

●
●

●

●
●

●

●

●
●●

●● ●
●

●
●
●

●●
●

●

●

●

●

●

●

●

●

●
●

●●

● ●

●
● ●

●
●

●

●

●

●
●

● ●

●

●

●●

●●

●

●

●● ●
●

●
●

●

●
●

●

●

●

●

●

●

●
●

●

●

●

●

●

●

●

●

●
●

●

●
●

●

●

●

●●

●

●●
●

●

●

●

●

●

●

●
●

●●●●●●

●

●

●

●

●

●

●
●

●

●

●
●

●

●●

●

●

●
●

●
●

●

●

●

●

●

●

●
●

●

●●

● ●

●

●

● ●

●
●

●
●

●

●

●

●
●

●

●

●●

●

●

●

●

●●●

●

●
●

●●

●

●●●
●

●

●●●●

●

●

●

●
●
●

●

●

●

●●●

●
●
●

●

●● ● ●

●
●●

●

●● ●●

●

●

●

●

●
●

●

●

●
●

● ●
● ●

●

●

●
●●●●

●

●

●
● ●

●

●
●

●●

●

●

●

●
●

●

●

●
●

●

●●
●

●

●●

●

●

●
●

●

●●
●

●
●

●

●

●

●

●

●
●

●

●

●

●

●

●
●

●
●●

●

●

●

●

●
●

●●

●

●
● ●

●

●

●

● ●

●

●

●

●

●●
●

●

●

●
●

●

●
●

●

●

● ●

●
●

●

●

●
●

● ●
●

●
●●

●●
●

●

●
●

●

●●

●

●

●●●●
●

●

●
●

●

●

●

●
●

● ●

●

●

● ●

●

●
●

● ●

●

●

●

●

●

● ●
● ●

●
●

●
●

●

●

●

●

●●

●

●
●

●

●

●

●

●

●
●

●●

●

●

●

●

●
●

●

●

●
●

●

●
●

●

●
●

●

●
●

●●
● ●●

●

●
●●

●

●
●

●

●●

●

●
●

●
●

●
●●

●
●

●

●

●

●

●

●

●

●

●

●

●

●
●

●

●

●●

●

●

●
●

●
●

●

●

●

●

●

●●

●

●

●

●

●

●
●

●

●

●

●

●● ●

●

●

●
●

●

●

●

●
●

●
●

● ●

●

●

●

●
●

●

●
●

●

●

●

●

●

● ●

●
●

●
●

50 100 500 5000 50000 500000

10
10

0
10

00
10

00
0

Callgraph size as # of edges (log scale)

Ti
m

e 
in

 s
ec

on
ds

 (l
og

 s
ca

le
)

Fig. 4. Analysis time of benign applications with respect to their call graph
sizes. All times obtained on an Intel 64-core machine with 730 GB RAM.

frequently, the required Android manifest was missing. We
also removed all such non-analyzable apps from our dataset.
This resulted in final datasets of 2,866 “benign” apps and
15,338 “malicious” apps.

D. Data Flow in Benign Apps
Table VI summarizes the data flows detected in our set of

“benign” apps. Most interesting, 81.3% of all most accesses to
sensitive data do not end in a sensitive sink. Across the sensi-
tive sinks, we detected 43,372 different data flows, i.e. 43,372
distinct pairs of code locations accessing a sensitive source
API and a sensitive sink API, linked by data flow between
them. The most important source is DATABASE INFORMATION,
followed by CALENDAR INFORMATION, NETWORK INFORMA-
TION, and LOCATION INFORMATION. This reflects what most
Android apps are doing: interacting with external services,
using information maintained in their own databases.

As it comes to the least frequently used sources, we find
results that reflect programming practices in Android. The
source EMAIL shows no flows at all, which might be surprising,
considering the number of apps that handle phone calls or e-
mails. This is because most e-mail accesses take place via URIs
and thus are reflected in the CONTENT RESOLVER category, as
discussed in Section II-B. The sources SYSTEM SETTINGS and
BROWSER INFORMATION rarely ever end in sensitive sinks.

The most important sinks are LOG and INTENT, which make
up more than 94% of all sinks in sensitive flows. As discussed
in Section IV-B, the INTENT category means that the data was
used by another activity in the app, a flow we currently cannot
analyze; LOG, however, is a true sink, as log files can only be
accessed by diagnostic and administrative tools.

The data set coming with this paper (Section VIII) contains
detailed information on all flows, showing the exact flows
between APIs for all of the benign applications.

In “benign” apps, 94% of all sensitive data flows are to
logging and Inter-Process-Communications (i.e. intents).

E. Data Flow in Malicious Apps
Table VII summarizes the data flows detected in our set

of “malicious” apps, showing similarities, but also important
differences to the “benign” apps from Table VI. The most im-
portant source here is NETWORK INFORMATION, almost twice

Chart from joint work with Gorla et al., under submission

64 cores	


730 GB RAM





Pay as you go…
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use flow-insensitive ahead-of-time alias analysis (Spark)
-­‐-­‐aliasflowins

-­‐-­‐aplength	
  n
restrict length of “access paths” (less object-sensitive)

-­‐-­‐nostatic
don’t track static fields

-­‐-­‐nocallbacks
don’t model callbacks in Android lifecycle

-­‐-­‐nopaths
don’t record path along which taint flows



Open question:  

How to enable  
full precision  

efficiently  
on all practical apps?



• Generalize concept of inter-connected 
flow-sensitive analyses	



• Fully automatic recovery of runtime values in 
obfuscated apps	



reflective calls, phone numbers, C&C commands, …	



!

• Effective visualization of data leaks	



• Tool-assisted “debugging” and reverse engineering 
on the binary level
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64 Test apps

•Complex data structures	


•Callbacks, Lifecycle	


•Field and Object Sensitivity

•Inter-app communication	


•Reflection	


•Implicit flows
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Other Static Approaches:	


ScanDroid [TR 09], DeD [SEC’11], CHEX [CCS’12], 
LeakMiner [WCSE’12], ScanDal [Most’12],  
AndroidLeaks [TRUST’12], SAAF [SAC’13],…
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(o) No NSF (p) Academic

(q) Joint (r) Industrial

Figure 9: Results for individual publications.

could be the result of a student’s summer internship, etc.
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void foo( z ) {
x = z.g;
w = source(); 
x.f = w;

} 

void main() { 
a = new A();
b = a.g;
foo(a);
sink(b.f);

}
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