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Programming in the Jurassic

Robert W. Floyd, Assigning Meanings to Programs, 1967



Automated Invariant Generation: A Modern Challenge

The classical approach to the verification of temporal
safety properties of programs requires the construction of
inductive invariants at each program point, that is,
assertions that are true on every program execution
reaching that point, and moreover, that are closed
under the strongest postcondition operator. Automation
of this construction is the main challenge in
program verification.

D. Beyer, T. Henzinger, R. Majumdar, and A. Rybelchenko
Invariant Synthesis for Combined Theories, 2007



Does This Loop Terminate?

x := 3;
y := 2;
while 2y − x ≥ −2 do(

x
y

)
:=

(
10 −8
6 −4

)(
x
y

)
;

Polynomial invariant: x − 9x2 − y + 24xy − 16y2 = 0
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Termination of Linear Loops

Linear-Loop Termination

Given a vector x ∈ Qd , a halfspace F ⊆ Qd and a matrix
A ∈ Qd×d , does there there exist n ∈ N such that Anx ∈ F?

Open for many decades!

“It is faintly outrageous that this
problem is still open; it is saying that we
do not know how to decide the Halting

Problem even for ‘linear’ automata!”

Terence Tao
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From Flowcharts to Affine Programs
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f5

Only ‘nondeterministic’ branching (no conditionals)

All assignments are affine

Also allow nondeterministic assignments x := ?

Affine programs:

can overapproximate more complex programs

already cover a range of existing formalisms, e.g.
probabilistic and quantum automata, . . .
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x , y , z range over Q
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A good invariant is worth a thousand reachability queries!R3〉



Generating Inductive Invariants

Choose the right abstract domain

Some domains always have ‘best’ (strongest, smallest)
invariants, others not

Compute an invariant!

Many eclectic methods: fixed-point computations, constraint
solving, interpolation, abduction, machine learning, . . .
Some approaches require ’widening’ to ensure termination
Other techniques invoke e.g. dimension or algebraic arguments
Trade-off between precision and tractability . . .
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Karr’s Algorithm, Acta Informatica 76

Theorem (Karr 76)

There is an algorithm which computes, for any given affine
program over Q, its strongest affine inductive invariant.



Polyhedral Invariants @ POPL 1978



Karr Goes Polynomial @ ICALP 2004
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s := 0;
x := 0;
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s =
x(x + 1)
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Or equivalently:

p(s, x) = 2s − x2 − x = 0
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[Rodŕıguez-Carbonell and Kapur 07b],
[Colón 07],
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Non-Linear Invariants @ POPL 2018
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Non-linear Reasoning for Invariant Synthesis

ZACHARY KINCAID, Princeton University, USA
JOHN CYPHERT and JASON BRECK, University of Wisconsin, USA
THOMAS REPS, University of Wisconsin, USA and GrammaTech, Inc., USA

Automatic generation of non-linear loop invariants is a long-standing challenge in program analysis, with
many applications. For instance, reasoning about exponentials provides a way to find invariants of digital-filter
programs, and reasoning about polynomials and/or logarithms is needed for establishing invariants that
describe the time or memory usage of many well-known algorithms. An appealing approach to this challenge
is to exploit the powerful recurrence-solving techniques that have been developed in the field of computer
algebra, which can compute exact characterizations of non-linear repetitive behavior. However, there is a gap
between the capabilities of recurrence solvers and the needs of program analysis: (1) loop bodies are not merely
systems of recurrence relations—they may contain conditional branches, nested loops, non-deterministic
assignments, etc., and (2) a client program analyzer must be able to reason about the closed-form solutions
produced by a recurrence solver (e.g., to prove assertions).

This paper presents a method for generating non-linear invariants of general loops based on analyzing
recurrence relations. The key components are an abstract domain for reasoning about non-linear arithmetic, a
semantics-based method for extracting recurrence relations from loop bodies, and a recurrence solver that
avoids closed forms that involve complex or irrational numbers. Our technique has been implemented in a
program analyzer that can analyze general loops and mutually recursive procedures. Our experiments show
that our technique shows promise for non-linear assertion-checking and resource-bound generation.

CCS Concepts: • Theory of computation → Program analysis; • Software and its engineering →
Automated static analysis;
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1 INTRODUCTION
Recurrence equations have a long history, and variety of techniques for solving them are known. A
natural question is to ask how these techniques can be put to work for invariant generation.
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Strongest Polynomial Invariants @ LICS 2018

Theorem (Hrushovski, Ouaknine, Pouly, W. 18)

There is an algorithm which computes, for any given affine
program over Q, its strongest polynomial inductive invariant.

strongest polynomial invariant ⇐⇒ smallest algebraic set

algebraic sets are defined by
conjunctions of polynomial equalities

Algorithm computes for each program location the set of all
polynomial relations that hold among program variables at
whenever control reaches that location

We represent this set of relations using a finite basis of
polynomial equalities
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Computing Strongest Inductive Polynomial Invariants
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Algebraic sets are closed under:

finite unions (by taking products of polynomials)

finite intersections (by definition)

arbitrary intersections (by Hilbert Basis Theorem)

V(P) = V(p1, . . . , pk) for some p1, . . . , pk ∈ P

=⇒

algebraic sets ≡ closed sets in the Zariski topology

S = ‘smallest algebraic set containing S ’
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such that:

〈M1, . . . ,Mk〉 = V(p1, . . . , pm)
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〈M1, . . . ,Mk〉 is finite

⇐⇒

〈M1, . . . ,Mk〉 is finite!



Some Hard Problems for Linear Semigroups

Theorem (Markov 1947)

There is a fixed set of 6× 6 integer matrices
M1, . . . ,Mk such that the membership problem
“M ∈ 〈M1, . . . ,Mk〉?” is undecidable.

Mortality: Is the zero matrix contained in the semigroup
generated by a given set of n × n matrices with integer entries?

Theorem (Paterson 1970)

The mortality problem is undecidable for
3× 3 matrices.
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Ingredients

Theorem (Masser 1988)

Given algebraic numbers λ1, . . . , λk , there is a
procedure to compute the set of
multiplicative relations

{(n1, . . . , nk) ∈ Zk : λn11 · · ·λ
nk
k = 1} .

Theorem (Schur 1911)

Every finitely generated periodic subgroup of
GLn(C) is finite.
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From Groups to Semigroups

Define G := 〈S ,T ,E 〉, where

S :=

(
0 −1
1 0

)
, T :=

(
1 1
0 1

)
, E :=

(
1 0
0 0

)
.

Then G = {M ∈ M2(R) : det(M) ∈ {0, 1}}.

Indeed, since

{M ∈ G : rank(M) = 2} = 〈S ,T 〉 = SL2(Z) = SL2(R) ,

we have that {M ∈ G : rank(M) < 2} is generated by the
definable set

{MEM ′,ME ,EM : M,M ′ ∈ SL2(R)} .
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Main Technical Lemma

Lemma

Given a definable set A ⊆ Mn(C) of rank-r matrices, there is a
procedure to compute

S = {A ∈ 〈A〉 : rank(A) = r} .
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Properties of C(S):

Each non-trivial SCC is a groupoid.

The number of non-trivial SCCs is at most
(n
r

)
.

The depth of the dag of SCCs is at most 2
(n
r

)2
.

Every two objects are connected by a path of arrows from A
of length at most

(n
r

)
+ 1.

To obtain S we generalise the algorithm Derken, Jeandel, and
Koiran from finitely generated groups to constructibly generated

groupoids.
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Polynomial Invariants for Affine Programs, LICS 2018

Theorem

Given a finite set of rational square matrices of the same
dimension, we can compute the Zariski closure of the semigroup
that they generate.

Corollary

Given an affine program, we can compute for each location the
ideal of all polynomial relations that hold at that location.


