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Gate Level Description of Synchronous Hardware andAutomatic Veri�cation Based on Theorem ProvingPer BjesseComputing ScienceChalmers University of Technology and G�oteborg University
AbstractToday's hardware development industry faces enormous problems. The primary reasonfor this is that the complexity of state-of-the-art hardware devices is growing fasterthan the capacity of the tools that are used to check that they are correct. Thisproblematic situation is further aggravated by an increasing pressure to make thedevelopment time as short as possible. As a consequence, components under designare more likely to contain errors, while less time can be spent making sure that �nishedproducts are correct.In this thesis, we contribute to improved hardware design methods in two ways.First, we present Lava, a hardware description and veri�cation platform that is embed-ded in the functional language Haskell. Lava uses the capabilities of the host languageto express synchronous circuits in a mathematically precise way, and allows easy con-nection to external veri�cation tools. Lava also uses the capabilities of Haskell toallow the designer to devise interconnection patterns, and to write parametrised cir-cuit descriptions. We illustrate the power of Lava by describing and verifying hardwarecomponents for computing the Fast Fourier Transform (FFT).Second, we present a number of techniques and case studies that demonstrate how au-tomatic theorem proving can be used to prove correctness and �nd bugs in synchronoushardware. We show how veri�cation can be done both at the level of complex arith-metic, and at the boolean level. In the case of the veri�cation at the arithmetic level,we use Lava to construct special purpose proof strategies that interface with a �rstorder logic theorem prover. In the case of the veri�cation at the boolean level, weconvert a number of standard �nite state veri�cation methods to use propositionallogic theorem provers. The resulting converted methods are shown to give order ofmagnitude speedups compared to current state-of-the art veri�cation techniques.Keywords: hardware description, hardware veri�cation, model checking, reachabil-ity analysis, symbolic trajectory evaluation, theorem proving, satis�ability, induction,signal processing, functional languages.





This thesis collects together �ve articles that are published or accepted forpublication, which appear as Chapters 2, 3, 5, 6, and 7:� Lava: Hardware Design in Haskell, written together with Koen Claessen,Mary Sheeran and Satnam Singh, published in 1998 [11]� Automatic Veri�cation of Combinational and Pipelined FFT Circuits, pub-lished in 1999 [25]� Symbolic Reachability Analysis Based on SAT-Solvers, written togetherwith Parosh Aziz Abdulla and Niklas E�en, published in 2000 [2]� SAT-based Veri�cation without State Space Traversal, written togetherwith Koen Claessen, published in 2000 [10]� Finding Bugs in an Alpha Microprocessor Using Satis�ability Solvers,written together with Tim Leonard and Abdel Mokkedem, accepted forpublication in 2001 [12]The thesis also contains a technical report, Chapter 4, and a journal papersubmitted for publication, Chapter 8:� Symbolic Model Checking with Sets of States Represented as Formulas,published in 1999 [9]� SAT-based Model Checking: A Tutorial and Overview, written during 2000together with Mary Sheeran and Gunnar St�almarck [13]

5



The following outlines my participation on the articles in this thesis that havemore than one author:Lava: Hardware Design in Haskell, written together with Claessen, Sheeran,and Singh: I participated in discussions, did the FFT modelling and ver-i�cation, and wrote Section 4 of the paper.Symbolic Reachability Analysis Based on SAT-Solvers, written together withAbdulla and E�en: I participated in discussions, did some of the experi-mental work, and wrote Sections 1-3 and 6-8 of the paper.SAT-based Veri�cation without State Space Traversal, written together withClaessen: I participated in discussions, implemented the core algorithms,and wrote half the paper.Finding Bugs in an Alpha Microprocessor Using Satis�ability Solvers, writ-ten together with Leonard and Mokkedem: I participated in discussions,implemented the SAT-based veri�cation algorithms, and wrote the wholepaper.SAT-based Model Checking: A Tutorial and Overview, written together withSheeran: I participated in discussions and wrote the whole paper with theexception of Section 3 and Section 4.3.



Contents
1 Introduction 11.1 The Hardware Development Crisis . . . . . . . . . . . . . . . . . 11.2 Formal Methods . . . . . . . . . . . . . . . . . . . . . . . . . . . 21.2.1 Formal Methods|What are they? . . . . . . . . . . . . . 21.2.2 A Brief History of Formal Methods . . . . . . . . . . . . . 31.2.3 Formal Hardware Veri�cation Methods . . . . . . . . . . . 51.3 Aim of the Thesis . . . . . . . . . . . . . . . . . . . . . . . . . . . 71.4 Synopsis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72 Lava: Hardware Design in Haskell 132.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 142.2 Overview of the System . . . . . . . . . . . . . . . . . . . . . . . 152.2.1 Monads . . . . . . . . . . . . . . . . . . . . . . . . . . . . 152.2.2 Type Classes . . . . . . . . . . . . . . . . . . . . . . . . . 162.2.3 Primitive Data Types . . . . . . . . . . . . . . . . . . . . 172.2.4 Combinators . . . . . . . . . . . . . . . . . . . . . . . . . 182.3 Interpretations . . . . . . . . . . . . . . . . . . . . . . . . . . . . 192.3.1 Standard Interpretation . . . . . . . . . . . . . . . . . . . 192.3.2 Symbolic Interpretation . . . . . . . . . . . . . . . . . . . 202.3.3 Using a Symbolic Circuit . . . . . . . . . . . . . . . . . . 212.3.4 Veri�cation . . . . . . . . . . . . . . . . . . . . . . . . . . 222.3.5 Other Interpretations . . . . . . . . . . . . . . . . . . . . 232.4 An Example: FFT . . . . . . . . . . . . . . . . . . . . . . . . . . 242.4.1 Complex Numbers . . . . . . . . . . . . . . . . . . . . . . 24i



2.4.2 Discrete Fourier Transform . . . . . . . . . . . . . . . . . 252.4.3 Two FFT Circuits . . . . . . . . . . . . . . . . . . . . . . 252.4.4 Components . . . . . . . . . . . . . . . . . . . . . . . . . 272.4.5 The Circuit Descriptions in Lava . . . . . . . . . . . . . . 292.4.6 Running Interpretations . . . . . . . . . . . . . . . . . . . 302.4.7 Related Work on FFT Description and Veri�cation . . . . 312.5 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 312.6 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 332.7 Future Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 333 Automatic Veri�cation of Combinational and Pipelined FFTCircuits 373.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 383.2 The Lava Hardware Development Platform . . . . . . . . . . . . 383.3 The Fast Fourier Transforms . . . . . . . . . . . . . . . . . . . . 393.4 FFT Low-level Descriptions . . . . . . . . . . . . . . . . . . . . . 403.5 Veri�cation of Components . . . . . . . . . . . . . . . . . . . . . 413.5.1 Theoretical Basis of the Veri�cations . . . . . . . . . . . . 413.5.2 Combinational FFT Veri�cation . . . . . . . . . . . . . . 423.5.3 Pipelined FFT Veri�cation . . . . . . . . . . . . . . . . . 443.5.4 Manual Preparation . . . . . . . . . . . . . . . . . . . . . 473.6 Lessons Learned . . . . . . . . . . . . . . . . . . . . . . . . . . . 473.7 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 483.8 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 493.9 Future Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 493.10 Appendix . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 503.10.1 The Radix-2 FFT description . . . . . . . . . . . . . . . . 504 Symbolic Model Checking with Sets of States Represented asFormulas 534.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 544.2 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 544.3 Conventions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 544.4 CTL Model Checking . . . . . . . . . . . . . . . . . . . . . . . . 55ii



4.4.1 Syntax and Semantics . . . . . . . . . . . . . . . . . . . . 554.4.2 Computing Models of CTL Formulas . . . . . . . . . . . . 564.5 Requirements on a Representation for Sets of States . . . . . . . 574.6 Encodings Sets of States in Propositional Logic . . . . . . . . . . 584.7 Model Checking using St�almarck's Method . . . . . . . . . . . . 614.7.1 Formula Representation . . . . . . . . . . . . . . . . . . . 614.7.2 Equivalence Checking . . . . . . . . . . . . . . . . . . . . 624.7.3 Formula Minimisation . . . . . . . . . . . . . . . . . . . . 634.7.4 The Connective Operators m#, m: . . . . . . . . . . . . 644.7.5 Boolean Quanti�cation for mAX ,mEX . . . . . . . . . . . 644.7.6 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . 654.8 Other Logics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 664.8.1 Quanti�ed Boolean Formulas . . . . . . . . . . . . . . . . 664.8.2 A Simple Use of First Order Logic . . . . . . . . . . . . . 674.8.3 And More.... . . . . . . . . . . . . . . . . . . . . . . . . . 684.9 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 685 Symbolic Reachability Analysis Based on SAT-Solvers 715.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 725.2 Preliminaries . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 745.3 Reachability Analysis . . . . . . . . . . . . . . . . . . . . . . . . 755.4 Representation of Formulas . . . . . . . . . . . . . . . . . . . . . 765.5 Quanti�cation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 785.6 Satis�ability . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 795.7 Experimental Results . . . . . . . . . . . . . . . . . . . . . . . . . 815.8 Conclusions and Future Work . . . . . . . . . . . . . . . . . . . . 846 SAT-based Veri�cation without State Space Traversal 876.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 886.2 Van Eijk's Method . . . . . . . . . . . . . . . . . . . . . . . . . . 896.3 St�almarck's Method Instead of BDDs . . . . . . . . . . . . . . . 936.4 Induction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 956.5 Stronger Induction in van Eijk's Method . . . . . . . . . . . . . . 96iii



6.6 Approximations . . . . . . . . . . . . . . . . . . . . . . . . . . . . 986.7 Experimental Results . . . . . . . . . . . . . . . . . . . . . . . . . 996.8 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1016.9 Conclusions and Future Work . . . . . . . . . . . . . . . . . . . . 1027 Finding Bugs in an Alpha Microprocessor Using Satis�abilitySolvers 1057.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1067.2 Preliminaries . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1077.3 Bounded Model Checking . . . . . . . . . . . . . . . . . . . . . . 1087.4 Symbolic Trajectory Evaluation . . . . . . . . . . . . . . . . . . . 1097.5 The Merge Bu�er . . . . . . . . . . . . . . . . . . . . . . . . . . . 1097.6 Analysis Cycle . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1107.7 Veri�cation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1117.7.1 BDD-based Symbolic Model Checking . . . . . . . . . . . 1127.7.2 Bounded Model Checking . . . . . . . . . . . . . . . . . . 1127.7.3 SAT-based Symbolic Trajectory Evaluation . . . . . . . . 1137.8 A Proposal for a Methodology . . . . . . . . . . . . . . . . . . . . 1147.9 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1158 SAT-based Model Checking: A Tutorial and Overview 1178.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1188.2 Preliminaries . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1198.3 Modelling Systems in Propositional Logic . . . . . . . . . . . . . 1208.3.1 Expressing Properties of Systems in Propositional Logic . 1258.4 Using SAT-solvers to Verify Reachable State Invariants . . . . . 1268.4.1 Reachability Analysis . . . . . . . . . . . . . . . . . . . . 1268.4.2 Bounded Model Checking . . . . . . . . . . . . . . . . . . 1318.4.3 Induction . . . . . . . . . . . . . . . . . . . . . . . . . . . 1338.5 Implementing the Analyses . . . . . . . . . . . . . . . . . . . . . 1388.5.1 Formula Representation . . . . . . . . . . . . . . . . . . . 1388.5.2 QBF Translation . . . . . . . . . . . . . . . . . . . . . . . 1408.6 Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1428.6.1 Comparison Between the SAT-based Methods . . . . . . . 142iv



8.6.2 A Comparison to BDD-based Model Checking . . . . . . 1458.7 Interesting Future Questions . . . . . . . . . . . . . . . . . . . . 147Bibliography 149

v



vi



Chapter 1Introduction
1.1 The Hardware Development CrisisIn 1965, Gordon Moore gave a talk where he predicted that the complexityof hardware devices would double every 18 months. Moore's prediction hasturned out to be very accurate, and as a consequence, the current complexityof hardware is staggering.The resulting constantly increasing pressure on designers is further aggravatedby the fact that today's industry-standard hardware description languages areverbose and complex languages that do not have a well-de�ned semantics. Thismeans that the interpretation of a given language di�ers signi�cantly betweentools from di�erent vendors. The interpretation might even di�er between dif-ferent versions of the same tool; what worked two weeks ago may very wellresult in nonsense after an upgrade. The learning time to be able to produceusable designs with a language is also very long, and e�cient use of a languagerelies heavily on intimate knowledge of the quirks of a particular tool suite.Moreover, today's designers must not only cope with very complex designs usingless than perfect languages; the development time for a given device must alsobe kept to an absolute minimum to reduce the time-to-market. This has ledto a paradoxical situation, where the frequency of errors constantly goes up aslarger designs have to be produced in shorter time, while less time can be spenton validation|making sure that what has been built indeed corresponds to theintended design.The standard way of making sure that hardware is correct is to run a �nisheddesign, or a model of it, on a set of test vectors. This is a simple, natural,way of making sure that the correct design has been built. Unfortunately thisvalidation method has a major drawback: Only extremely simple designs canbe simulated exhaustively so that the full functionality of the chip is tested. Torealise this, consider that a simple combinational gate with n inputs has to be1



tested on 2n input patterns. This means that in order to check that an integermultiplier correctly multiplies two 32-bit words, we have to test it on 264 inputvectors. Assuming that we can test a million patterns a second, we would needmore than half a million years to test the full functionality of the multiplier.Exhaustive testing of realistic combinational circuits is hence intractable, andthe general case of testing sequential circuits is harder by far.Unfortunately, failing behaviour even on a small number of vectors can be dis-astrous, as illustrated by the failure of Intel's Pentium chip to correctly dividea handful of 
oating point numbers. The cost of recalling the faulty chips was475 million dollars.Today's hardware development industry is thus in a bothersome situation, whichneeds to be addressed in at least two ways. First, it is vital that hardwaredescription languages are improved so that they do not hinder the designer.The most urgent of the necessary improvements is to construct languages thathave a mathematically precise meaning. Second, the support for verifying thatwhat has been designed is correct must be improved signi�cantly. It is importantto �nd alternative ways of increasing the con�dence in designs other than carefulengineering together with simulation. The question is how this can be done.1.2 Formal MethodsIn this thesis, we will consider formal methods as a complement to today'sindustry-standard development methods.1.2.1 Formal Methods|What are they?A formal method ideally consists of three components: (1) A formal language;that is, a language where every well-formed statement has a mathematicallyde�ned meaning; (2) tools that help the user describe systems and requirementsin the formal language; and (3) a proof system that allows the user to reasonabout statements in the formal language. In practice, not all of these need tobe present.The purpose of the three components of the formal method are as follows: Thelanguage, together with the tools, should let the designer write or translate amodel of the system, and optionally also construct a speci�cation. When thisis done, the proof system should be used to do a system analysis. Hopefully,this process will allow the designer to predict whether the underlying systemhas unintended properties that will cost money, or put humans at risk.There are two main approaches to formal methods: (1) speci�cation oriented,and (2) veri�cation oriented.A speci�cation oriented formal method provides a rich and mathematically pre-cise language that is used to write down a speci�cation for a given system. The2



process of writing down formal speci�cations can bring bene�ts to a project, asit forces the speci�er to think through the system carefully in order to make aprecise description. Furthermore, as the speci�cation is written in a languagethat has a formally de�ned meaning, it is possible to reason about the speci�-cation. The purpose of this is to validate the speci�cation|to make sure thespeci�cation matches the intention of the designer. This can for example bedone by simulating the speci�cation, by proving that the speci�cation is con-sistent, or by deriving consequences of the speci�cation that can be checked fortheir reasonableness.A veri�cation oriented method, in contrast, has the goal of making sure thatan implementation conforms to some speci�cation. In order to do this, thedesigner writes a speci�cation of the system, and a model of an implementationat a lower level of abstraction. Veri�cation tools are then used to try to establishconformance. This can be done in a number of ways, a few of which we willconsider in Section 1.2.3. If necessary, the process can then be reiterated bywriting a new speci�cation at an even lower level and establishing conformancebetween the old implementation-level and the new lower level. If the veri�cationis post-hoc, meaning that the system already has been built, the goal is to reachthe level of the existing system model. On the other hand, if the system hasnot been built yet, the lowest level of speci�cation can be used as a templatefor automatic or manual implementation.It is important to realise that formal methods are concerned with models ofsystems. The analysis tools can only be applied to these models, not to thereal systems themselves. This means, for example, that a proof that the modelconforms to the speci�cation implies precisely this, and nothing else. If themodel does not adequately describe the real system, or if we have written aspeci�cation that is di�erent from our intended speci�cation, then the proof isworthless. If we model a circuit at the level of boolean gates, we can clearly notaccount for errors at the transistor level.1.2.2 A Brief History of Formal MethodsFormal methods are intimately connected with logic, as logics are particularformal languages that are used to model and reason about problems. The �rstrecorded thoughts about logic date back to Aristotle's time. Aristotle modelledsituations as a collection of informal statements, and applied what is known assyllogistic reasoning to analyse the problem at hand.The �rst modern proponent of formal methods was Leibnitz (1646-1716), whodreamt of constructing a language rich enough to model any kind of phenomena:the characteristica universalis. Any kind of question that a human could enquireabout should be possible to formulate in this language. A given question shouldthen be decided using a device Leibnitz called the calculus ratiocinator. Inthis way everyday questions would be decided in a scienti�c manner by theapplication of algorithmic techniques. 3



Leibnitz' dream was never appreciated by his contemporaries; it would takealmost two hundred years before similar ideas resurfaced. However, at the endof the 19th century, many logicians started to think along the lines of Leibnitz.Foremost of these early pioneers was Gottlob Frege, who made what wouldbe the �rst characterisation of a general purpose formal language rich enoughto devise a theory of sets and elementary arithmetic [37]. That Frege wasinterested in this was not very surprising; his overall goal was to show thatall mathematical reasoning could be reduced to logic. Unfortunately, in 1931Kurt G�odel delivered a crushing blow to this hope by proving that no �nitesystem of axioms and inference rules could be devised that would generate allthe theorems of elementary arithmetic, and no non-theorems [39].G�odel's result sparked a lot of research into the limits of automated proceduresfor deciding whether formal language statements were theorems or not. A wholesequence of similar results showed that the power of completely automatedprocedures was severely restricted. For example, in 1953 Rice proved that everynon-trivial (in a precise, technical sense) property of programs is impossible todecide by automated analyses [80]. Much of the computation-oriented researchduring the 1950s and 1960s was hence centered around deriving \impossibilityresults", and few researchers were interested in pursuing Leibnitz' dream.It was not until the late 1960s and early 1970s that researchers once again gotseriously interested in applying formal techniques to reasoning and the researchtook o�. It was about this time that programmable computers started to be-come interesting to industry, and many researchers were involved in creatingdi�erent kinds of formal languages: programming languages. With this came anew upsurge of interest in rigour; many research languages were given mathe-matically de�ned semantics, and this allowed proofs about the languages, andabout individual programs.The newfound interest in rigour led to the establishment of many new research�elds, and it was during this time the foundations for much of today's formalmethods were laid, both in the domain of mathematical models of softwareand hardware systems, and the domain of computer aided reasoning about themodels.Some of the �rst attempts to reason formally about programs were undertakenby Floyd, Hoare, and Dijkstra [36, 52, 31]. These researchers were interested incorrectness proofs for imperative programs, and developed methods based onprogram annotations with assertions about the program state. They then usedinformal reasoning in �rst order logic to prove that the state before the executionof a program fragment guaranteed the asserted state after the execution.The techniques for imperative program veri�cation were extended by Owickiand Gries to the more general case of parallel programs [73]. Totally di�erentapproaches were taken by Hoare and Milner, who developed special purposecalculi for specifying and reasoning about concurrent processes [53, 70]; Misraand Chandy, who invented the UNITY logic [71]; and Lamport, who inventedthe Temporal Logic of Actions [61]. 4



While some researchers were focusing on program veri�cation, others were de-veloping powerful speci�cation methods like Z, VDM, and Larch [91, 58, 44].These methods were used successfully to specify and perform analysis on largesoftware systems. Early success stories include IBM's use of VDM to de�ne theprogramming language ALGOL 60 [19].The e�orts on program speci�cation and veri�cation also inspired research intothe modelling and veri�cation of hardware. Some researchers attempted to useextensions of the techniques devised for program veri�cation [30, 88], while oth-ers developed new formalisms aimed speci�cally at hardware and hardware-likesystem. Early attempts to model and reason about circuits include Sheeran'swork on �FP [83], Johnson's work on circuit derivation [57], Daeche and Hanna'swork on Veritas [49], Wagner's work on transformational correctness proofs forcircuits [98], and Milne's work on CIRCAL [69]. In the mid-eighties, hardwareveri�cation techniques were starting to be applied to systems of industrial rele-vance and size. Examples includes Hunt's modelling and veri�cation of the FM8501 microprocessor [55] and Cohns' correspondence proof between di�erentlevels of descriptions of the VIPER microprocessor [23].1.2.3 Formal Hardware Veri�cation MethodsToday's hardware veri�cation methods can be divided into interactive, and au-tomatic methods.In interactive methods, the user guides the veri�cation process. Often the spec-i�cation language is rich enough to be undecidable; fully automatic veri�cationis therefore not even attainable in theory.A prime example of an interactive method is hardware veri�cation by theoremproving in higher order logic [40]. In this approach, the model of the circuit, andthe speci�cation is expressed as statements in a very powerful logic. The goal ofthe process is to establish that the compound statement that expresses that themodel implements the speci�cation is a logical truth in the system. This is doneby starting from axioms of the logic, and applying inference rules to generatenew, logically true, statements. The nature of the inference rules guarantees thatif the correctness statement is derivable by a �nite chain of applications of rules,starting from axioms only, then the model must implement the speci�cation.Even between di�erent interactive methods, the level of interactiveness can varysubstantially. For example, certain higher order logic theorem provers, suchas PVS [29], contains automatic decision procedures that can be applied tostatements of particular forms. Such automated decision procedures exist forexample for Presburger arithmetic [76] (arithmetic statements using additionbut not multiplication). Other interactive theorem provers, such as Isabelle [75],provide much less automation; they mainly help the user with the bookkeepingby making sure that every application of an inference rule is valid, and thatonly axioms are used as starting points for proofs.5



Automatic methods, in contrast, attempt to separate the user from the individ-ual veri�cation steps. This means that designers, whose area of expertise is theconstruction of the circuits themselves, can do their own veri�cation withoutspending a long period of time learning about the theory underlying the method,much like designers do not need to fully understand how a hardware synthesiserworks to use it. However, to continue the analogy with circuit synthesis, theuser must still know something about the tool to get su�ciently good results.In order to achieve full automation, it is necessary to restrict the checking torelatively weak properties. For example, full higher order logic will probablynever be used successfully as a speci�cation language aimed at automatic proofs,as it is too complex. There exists a clear tradeo� between the complexity of themodelling language and the properties to check, and the degree of automationthat can be achieved. For example, due to Rice's theorem, if the modelling andspeci�cation language is strong enough to model programs and properties ofprograms, then there are many questions that cannot be decided automatically.One of the most widely used automatic methods of verifying hardware is modelchecking [21, 79]. The aim of this veri�cation method is to take a description of ahardware component as a �nite state machine, and establish whether propertiesexpressed in a weak logic hold by exhaustively searching through the state spaceof the model. Examples of properties that can be checked are \at all times, signalx is true", \if signal x is true, then signal y must be false after some �nite periodof time". The speci�cation language is called a temporal logic, as it can expressproperties of systems that change over time. However, the properties that canbe expressed are still so limited that the logic itself can be decided (there existsa procedure that always is able to tell whether a statement is a logical truth ornot).Independent of the veri�cation method itself, circuits can be modelled at di�er-ent levels. The level of electron 
ow is beyond the reach of today's veri�cationtechnology, as the mathematics that is involved is too complicated. However, itis important to realise that this also is true on the design side of hardware devel-opment. When individual components are designed from transistors, idealisedmodels are used for the transistors in order to facilitate speedy analysis.The lowest level of modelling that is routinely processed today is transistor leveldescriptions. Models at this level are still often simpli�ed by describing thetransistors as devices that propagate either of the values 0, 1, or X (unknown)according to a \truth table", without considering any other possibilities. Veri�-cation at this level may consist in establishing that simple temporal propertieshold.The next level up in the hierarchy is the level of gate level designs. Here theindividual building blocks are logical gates such as and-gates and or-gates. Atthis level, veri�cation may consist of establishing that a transistor level imple-mentation implements a gate network, or checking that a temporal speci�cationholds. 6



From the gate level up, there exists a multitude of levels that circuits can bemodelled at. For example, at the level of arithmetic, an addition of two numbersfrom an in�nite domain is a monolithic operation. Just as G�odel's theorempredicts, this is the level where automation starts to become troublesome, andusers often turn to methods such as interactive theorem proving.1.3 Aim of the ThesisIn this thesis, we contribute to better methods for designing hardware in twoways.First, we present a hardware description and veri�cation platform, Lava, embed-ded in the functional language Haskell. This platform supports mathematicallyprecise descriptions of synchronous hardware, and allows the user to interface toveri�cation tools through a programmable interface. The thesis of this work isthat functional languages o�er a clean way of describing synchronous hardware,and that modern programming language features are useful tools also for hard-ware designers. We also show how useful it is that Lava is a programmable veri�-cation platform, which allows us to devise special purpose veri�cation strategiesfor particular families of hardware components.Second, we focus on how automatic theorem proving can be used as a toolfor the veri�cation of sequential hardware at di�erent levels on abstraction.The major thesis of this part of the work is that automatic theorem provingcan be used as an e�cient vehicle for proving correctness and �nding bugs inhardware. We illustrate this by presenting case studies and new techniquesthat give order of magnitude speedups compared to state-of-the-art automaticveri�cation methods.1.4 SynopsisPaper AThe �rst paper in this thesis is called \Lava: Hardware design in Haskell". Thepaper appeared in the International Conference on Functional Programming1998, and is joint work with Koen Claessen, Mary Sheeran, and Satnam Singh.The paper contains an overview of the Lava hardware description and veri�-cation platform, which is specially designed for describing, and analysing syn-chronous hardware at the gate level.Key elements of the Lava approach is a clean way of describing circuits thatallows the designer to easily construct parametrised circuits, and de�ne inter-connection patterns|meta-circuits that given a number of other circuits gener-ate a new circuit by plugging the building blocks together. A crucial feature of7



Lava is the possibility to interpret hardware descriptions in multiple ways. Forexample, the same description can be simulated by interpreting it in one way,and veri�ed by interpreting it in another way that produces formulas that canbe sent o� to external theorem provers.The presentation includes a case study: The speci�cation and veri�cation of aparametrised combinational circuit for performing the Fast Fourier Transform(FFT). The FFT is a particular weighted sum of complex numbers that forinstance can be used to do quick multiplication of polynomials, and to extractfrequency information from sampled signals. The fact that the circuit operateson the level of complex numbers means that automatic veri�cation is trouble-some, as many standard techniques are unable to cope with arithmetic.The case study is joint work with Ericsson Cadlab, who wanted to study howLava could be used to model and verify the kinds of components they wereinterested in.Paper BPaper B is called \Automatic Veri�cation of Combinational and Pipelined FFTs",and it appeared in the International Conference on Computer Aided Veri�cation1999.In this paper we continue the work on describing and verifying FFT circuitry,by using Lava to implement a sequential, pipelined, version of the combinationalFFT we proved correct in paper A.In order to verify the pipelined implementation, we devise a special purposeproof technique for establishing correspondence between a combinational anda pipelined circuit implementation. This proof technique relies on symbolicsimulation and induction, in addition to the theorem proving techniques weapplied in order to verify the combinational FFT component.We take advantage of the ease with which Lava can be extended with customanalyses, and implement the proof technique as an analysis parametrised by asequential and a combinational circuit.Paper CPaper C is called \Symbolic Model Checking with Sets of States Representedas Formulas". This paper is a revised version of technical report CS-1999-103,Chalmers University of Technology.Here, inspired by the work we did on verifying sequential circuits by theoremproving in Paper B, we present an idea for how standard symbolic model check-ing can be converted to use propositional logic theorem proving rather than themore standard choice of Binary Decision Diagrams (BDDs).8



The paper presents a conversion of the standard symbolic model checking al-gorithms to use formulas as a symbolic representation for the system that isanalysed. We remove boolean quanti�ers that arise during state space traversalby applying a naive unfolding rule. In order to make sure that the representa-tions do not grow too much, we suggest an algorithm for minimising formulasthat uses St�almarck's method of propositional proof to detect equivalent sub-formulas.We conclude the paper by discussing how the idea to use propositional formulasas a representation, and theorem proving to implement operations on the repre-sentation can be extended to stronger logics, and the possible bene�ts thereof.Paper DThis paper is called \Symbolic Reachability Analysis based on SAT-solvers". Itappeared in the International Conference on Tools and Algorithms for the Con-struction and Analysis of Systems 2000, and is joint work with Parosh Abdullaand Niklas E�en.In this paper we present FIXIT, a practical implementation of the idea of con-verting standard model checking algorithms to use formulas and propositionallogic theorem proving. Here, we restrict the presentation to the case of symbolicreachability analysis (a single operator from the temporal logic that was coveredin Paper C), but our implementation handles the full logic.Key elements of our approach are to use a special purpose representation forformulas that does simple reductions automatically, and to use some extra rulesin the quanti�er translator instead of the single rule we suggested in Paper C.We illustrate that the resulting, fairly naive, model checker can still cope withsome examples that are very hard for two mature BDD-based model checkers.Paper EThis paper, \SAT-based Veri�cation without State Space Traversal", is jointwork with Koen Claessen. It appeared in the International Conference on For-mal Methods in Computer Aided Design 2000.The translation of boolean quanti�ers necessary for state space traversal in thealgorithms we presented in Paper D works very poorly for certain examples.Algorithms that avoid the boolean quanti�cation, but still use propositionallogic theorem proving, are therefore very interesting.In this paper we convert Van Eijk's algorithm, a previously presented methodfor doing sequential equivalence checking without state space traversal, to useSt�almarck's algorithm rather than BDDs. We also strengthen the algorithmso that it can �nd more information, and make it complete. Furthermore, by9



examining the connection between the algorithm and overapproximative sym-bolic reachability analysis, we devise an analogous dual algorithm and a mutualimprovement algorithm.We illustrate the power of the resulting analyses on some benchmarks, andcompare results with two related methods based on propositional logic theoremproving, and a mature BDD-based model checker.Paper FPaper F, \Finding Bugs in an Alpha Microprocessor using Satis�ability Solvers",is joint work with Tim Leonard and Abdel Mokkedem. It is accepted for pub-lication at the International Conference on Computer Aided Veri�cation 2001.Here we present the results of using a combination of two model checking tech-niques based on satis�ability solvers to �nd bugs in the memory subsystem ofa next-generation microprocessor.The �rst of these techniques is called bounded model checking. We comparethe performance of bounded model checking to BDD-based model checking,and demonstrate that it can be used to reduce the runtime necessary for �ndingcertain bugs in real designs from days to minutes.The second technique is symbolic trajectory evaluation based on SAT-solving.This analysis is a version of model checking that consists of a blend of abstractinterpretation and symbolic simulation. We demonstrate that SAT-based sym-bolic trajectory evaluation can be used to �nd very complex bugs, in termsof the length of minimum failure traces, using negligible runtimes. The trade-o� compared to bounded model checking is that we have to spend more timedeveloping speci�cations.We conclude the paper by presenting some advice on using a combination of thetwo model checking techniques for industrial-strength veri�cation.Paper GThis paper is called \Symbolic Model Checking based on SAT-solvers: Anoverview and Tutorial". It is joint work with Mary Sheeran and Gunnar St�almarck,and is submitted for publication.Here we give an overview of the �eld of model checking based on propositionallogic theorem proving by presenting three di�erent approaches that have ap-peared in the literature.Our presentation is given in a tutorial style, and we put emphasis on demon-strating how the methods are related. We present some techniques that are usedto implement the analyses in the research model checker FIXIT we presented inPaper D, and some conclusions we have come to while working with the three10



analyses. Finally, we outline what we think might be interesting directions forfurther research into the area.
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Chapter 2Lava: Hardware Design inHaskellLava is a tool to assist circuit designers in specifying, designing, verifying andimplementing hardware. It is a collection of Haskell modules. The system de-sign exploits functional programming language features, such as monads andtype classes, to provide multiple interpretations of circuit descriptions. Theseinterpretations implement standard circuit analyses such as simulation, formalveri�cation and the generation of code for the production of real circuits.Lava also uses polymorphism and higher order functions to provide more abstractand general descriptions than are possible in traditional hardware descriptionlanguages. Two Fast Fourier Transform circuit examples illustrate this.This chapter was written together with Koen Claessen, Mary Sheeran and Satnam Singh. Itwas published at the International Conference on Functional Programming 1998 [11].
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2.1 IntroductionThe productivity of hardware designers has increased dramatically over the last20 years, almost keeping pace with the phenomenal development in chip tech-nology. The key to this increase in productivity has been a steady climb upthrough levels of abstraction. In the late seventies, designers sat with `colouredrectangles' and laid out individual transistors. Then came the move throughgate-level to register-transfer level descriptions, and the important step fromschematic capture to the use of programming languages to describe circuits.Standard Hardware Description Languages like VHDL and Verilog have revolu-tionised hardware design.However, problems remain. VHDL was designed as a simulation language, butnow subsets of it are used as input to many kinds of tools, from synthesis enginesto equivalence checkers. VHDL is poorly suited to some tasks, for exampleformal veri�cation.Ideally, we would like to be able to describe hardware at a variety of levels ofabstraction, and to analyse circuit descriptions in many di�erent ways. Theanalyses (or interpretations) that we consider to be essential are simulation(checking the behaviour of a circuit by giving it some inputs and studyingthe resulting outputs), veri�cation (proving properties of the circuit), and thegeneration of code that allows a physical circuit to be produced. We want to beable to perform all of these tasks on one and the same circuit description.The temptation to go away and design yet another hardware description lan-guage is strong, but we have resisted it. Instead, we would like to see how far wecan get using the functional programming language Haskell. We call our designsystem Lava. The idea of using a functional hardware description langauge is,of course, not new, and the work described here builds on our earlier work on�FP [84] and Ruby [60], and on the use of non-standard interpretation in circuitanalysis [90].What is new about Lava is that we have built a complete system in which realcircuits can be described, veri�ed, and implemented. An earlier version of thesystem was used to generate �lters and Bezier curve drawing circuits for imple-mentation in a Field Programmable Gate Array based PostScript accelerator.Using the current system, very large combinational multipliers have been ver-i�ed [85]. The largest formula produced so far from a circuit description hadalmost a million connectives. The system is constructed in a way that sys-tematically makes use of important features of Haskell: monads, type classes,polymorphism and higher order functions.We use ideas from Ruby, for example the use of combinators to build circuits, butin using Haskell, we gain access to a fully 
edged programming language, witha rich type system and higher order functions. Having higher order functionsavailable has greatly eased circuit description in real circuit examples. Circuitsthemselves still correspond to �rst order functions, but we use higher order14



functions to construct circuit descriptions. Although we knew in theory that itis a good idea to have circuits as �rst class objects, we were surprised by howuseful it is in practice. For example, higher order functions make it very easy todescribe circuits containing look-up-tables. VHDL descriptions of such circuitstend to be long and hard to read, precisely because of the absence of suitablecombinators. And even in Ruby, it is hard to deal with circuits that have aregular structure but components that vary according to their position in thestructure.Although we have moved from a relational to a functional programming lan-guage, we can retain as much of the generality of relations as we need, becausethe logical interpretation described later produces formulas that are relational,in that they do not distinguish between input and output. What we have lost,in moving away from Ruby, is machine support for high level design [82].After choosing to use Haskell for hardware description, we again had two op-tions: to make a Haskell variant and write specialised tools (compilers, synthesisengines and so on) to process it, or to make use of existing Haskell compilersby embedding a hardware description language in Haskell. Launchbury and hisgroup are investigating the �rst option [24]. We chose the second.2.2 Overview of the SystemThis section presents the types and abstractions used in the Lava system.2.2.1 MonadsDealing with an embedded language in a functional language requires a signi�-cant amount of information plumbing. A good way to hide this is to use mon-ads [97]. De�ning a monad means de�ning the language's features; a monadicexpression is a program in the embedded language. Moreover, Haskell providessyntactic support and general combinator libraries for monads.Let us take a look at a small example, and see how we can de�ne a half addercircuit (�gure 2.1):halfAdd :: Circuit m => (Bit, Bit) -> m (Bit, Bit)halfAdd (a, b) =do carry <- and2 (a, b)sum <- xor2 (a, b)return (carry, sum)This circuit has two input wires (bits) and two output wires. By convention,wires are grouped together so that a circuit always has one input value, and oneoutput value. The halfAdd circuit consists of an and gate and an xor gate.15
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Figure 2.2: Type Class structure for InterpretationsNote that the type of a circuit description contains a type variable m, indicatingthat it is overloaded in the underlying monad. This means that we can laterdecide how to interpret the description by choosing an appropriate implementa-tion of m. The same description can be interpreted in many ways, giving variousdi�erent semantics to the embedded language. Examples of such interpretationsare simulation (where we run the circuit on speci�c values), and the symbolicevaluation that is used to produce VHDL code.2.2.2 Type ClassesSome circuit operations are meaningful only to certain interpretations; Lava istherefore structured with type classes (see �gure 2.2). For example, a higher-level abstract circuit can deal with arithmetic operators, such as plus andtimes, where a physical circuit has no notion of numbers at all. We can pointout groups of operations, which are supported by some interpretations but notby others, thus forming a hierarchy of classes.The base class of the hierarchy is called Circuit. To be a Circuit, means tobe a Monad, and to support basic operations like and and or.class Monad m => Circuit m whereand2, or2 :: (Bit, Bit) -> m Bit... 16



Subclasses of Circuit are for example the Arithmetic class, for higher-level in-terpretations supporting numbers, and the Sequential class, for interpretationscontaining delay operations.class Circuit m => Arithmetic m whereplus, times :: (NumSig, NumSig) -> m NumSig...class Circuit m => Sequential m wheredelay :: Bit -> Bit -> m Bitloop :: (Bit -> m Bit) -> m Bit...A circuit description will typically be constrained in the type to indicate whatinterpretations are allowed to run the description. The following circuit canonly be run by interpretations supporting arithmetic:square :: Arithmetic m => NumSig -> m NumSigsquare x = times (x, x)The architecture of the system makes it easy for the user to add new classesof operations to the hierarchy, and new interpretations that give semantics tothem (see section 2.4.1).2.2.3 Primitive Data TypesWe use the datatype Bit to represent a bit. For now, this datatype can beregarded as just a boolean value, but we will slightly extend the datatype later(see section 2.3.2). We provide two constant values of this type:data Bit = Bool Bool | ...low, high :: Bitlow = Bool Falsehigh = Bool TrueTo describe circuits at a higher level, we add another primitive datatype, aNumSig, which represents an abstract wire through which numbers (integers)can 
ow. The NumSig wires will of course never appear in a physical circuitas an interpretation needs to be in the type class Arithmetic to handle thisdatatype.data NumSig = Int Int | ...int :: Int -> NumSigint n = Int nIt is possible for the user to add other datatypes to Lava (see section 2.4.1).17
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f

Figure 2.4: one f2.2.4 CombinatorsCommon circuit patterns are captured using combinators which allow the de-signer to describe regular circuits compactly and in a way that makes the pat-terns explicit. This section describes some simple combinators that will be usefullater.The composition combinator >-> passes the output of the �rst circuit as inputto the second circuit. We also provide a version that works on lists (�gure 2.3).(>->) :: Circuit m=> (a -> m b) -> (b -> m c) -> (a -> m c)compose :: Circuit m => [a -> m a] -> (a -> m a)compose = foldr (>->) returnThe combinators one and two build circuits operating on 2n-lists from circuitsoperating on n-lists. While one f applies the circuit f to one half of the wiresand leaves the rest untouched, two f maps it to both halves (see �gure 2.4 and2.5).one :: Circuit m=> ([a] -> m [a]) -> ([a] -> m [a])two :: Circuit m=> ([a] -> m [b]) -> ([a] -> m [b])Repeated application of a function is captured by raised: The expressionraised 3 two f results in 8 copies of the f circuit, each applied to one eighthof the input wires.raised :: Int -> (a -> a) -> (a -> a)raised n f = (!! n) . iterate f18
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 f  0Figure 2.6: decmap 3 fThe circuit decmap n f processes an n-list of inputs by applying f (n-1), f(n-2), .. , f 0 consecutively to each element (see �gure 2.6).decmap :: Circuit m=> Int -> (Int -> a -> m b) -> ([a] -> m [b])decmap n f = zipWithM f [n-1,n-2 .. 0]The user can de�ne new combinators as needed.2.3 InterpretationsIn this section, we present some interpretations dealing with concrete circuitfunctionality. Standard interpretations calculate outputs of a circuit, given inputvalues. Symbolic interpretations connect Lava to external tools, by generatingsuitable circuit descriptions.2.3.1 Standard InterpretationThe standard interpretation we present here is one that can only deal withcombinational circuits, which have no notion of time or internal state. In thiscase, it su�ces to use the identity monad since no side e�ects are needed.data Std a = Std a 19



simulate :: Std a -> asimulate (Std a) = ainstance Monad Std where ...The resulting Std interpretation is integrated into the system by specifying theCircuit operations.instance Circuit Std whereand2 (Bool x, Bool y) = return (Bool (x && y))...instance Arithmetic Std whereplus (Int x, Int y) = return (Int (x + y))...We can now simulate the example of section 2.2.1.Hugs> simulate (halfAdd (high, high))(high, low)To deal with time and state, we can lift a combinational circuit interpretationinto a sequential one. How this is done is beyond the scope of this paper.2.3.2 Symbolic InterpretationLava provides connection to external tools through the symbolic interpreta-tions. These generate descriptions of circuits, rather than computing outputs.External tools process these descriptions, and in turn give feedback to the Lavasystem. The tools we focus on in this paper are theorem provers. We brie
ysketch other possibilities in section 2.3.5.A circuit description is symbolically evaluated by providing abstract variablesas input. The result of running the circuit is a symbolic expression representingthe circuit. To implement this idea, we need some extra machinery. First of all,the signal datatypes are modi�ed by adding a constructor for a variable, sincea signal in this context can be both a value and a variable:type Var = Stringdata Bit data NumSig= Bool Bool = Int Int| BitVar Var | NumVar VarIt is important to keep the constructors of these datatypes abstract as the Stdinterpretation is unable to handle variables. By introducing the class Symbolic,we ensure that functions for variable creation are only available in interpreta-tions which recognise variables. 20



class Circuit m => Symbolic m wherenewBitVar :: m BitnewNumVar :: m NumSigWhen a circuit operation is applied to symbolic inputs, we create a fresh vari-able, and remember internally in the monad how this variable is related to theparameters of the operation.An implementation for this interpretation is a state monad in an (in�nite)list of unique variables, and a writer monad in a list of assertions. The typeExpression is left abstract here.type Sym a = [Var] -> (a, [Var], [Assertion])data Assertion = Var := Expressiontype Expression = ...The instance declaration for Circuit Sym is:instance Circuit Sym whereand2 (a, b) =do v <- newSymboladdAssertion (v := And [a,b])return (BitVar v)...When this interpretation is run on the half adder from section 2.2.1, the followinginternal assertion list is generated:[ "b3" := And [ BitVar "b1", BitVar "b2" ], "b4" := Xor [ BitVar "b1", BitVar "b2" ]]The inputs to the circuit are called "b1" and "b2".2.3.3 Using a Symbolic CircuitHow can we now prove properties of circuits? We need to be able to formulatethe circuit properties we want to verify. To do this, we create an abstract circuitthat contains both the circuit and the property we want to prove.To show a full adder with its leftmost bit set to False equivalent to a half adder,we write the question:type Form = Bitquestion :: Symbolic m => m Formquestion = 21



do a <- newBitVar -- free variablesb <- newBitVarout1 <- halfAdd (a, b)out2 <- fullAdd (low, a, b)equals (out1, out2)Two fresh variables a and b are given as inputs to both the half adder and therestricted full adder. The resulting formula (of type Form) is true if the outputsof these circuits are the same. The type Form is the same as Bit, so that wecan use the logical operators (and2, or2, etc.) on both types.The function question is polymorphic in the underlying interpretation; anysymbolic interpretation is applicable. Here, we shall instantiate m with Sym.2.3.4 Veri�cationThe Sym interpretation is not very interesting on its own; it needs to be con-nected to the outside world in some way. The function verify takes a descrip-tion of a question (which is of type m Form) and generates a �le containing a(possibly very large) logical formula. This �le is then processed by one of theautomatic theorem provers that is connected to Lava by means of the IO monad.verify :: Sym Form -> IO ProofResultdata ProofResult= Valid| Indeterminate| Falsifiable ModelThe result from the theorem prover interaction has type ProofResult and in-dicates whether the desired formula was valid or not. If a countermodel (avaluation making the formulas false) can be found, it is also returned.Using Hugs, the user of Lava can run proofs from inside the interpreter.Hugs> verify question >>= printValidThis invocation generates input for a theorem prover, containing the variablede�nitions and the question, separated by an implication arrow:AND( b3 <-> b1 & b2, b4 <-> (b1 #! b2), b5 <-> FALSE & b1, b6 <-> (FALSE #! b1), b7 <-> b6 & b2, b8 <-> (b6 #! b2), b9 <-> b5 # b7, b10 <-> (b3 <-> b9)22



, b11 <-> (b4 <-> b8), b12 <-> b10 & b11) -> b12Currently Lava interfaces to the propositional tautology checker Prover [92] andthe �rst order logic theorem provers Otter [66] and Gandalf [95].2.3.5 Other InterpretationsUsing the same idea, we can generate input for other tools as well. An interest-ing target format is VHDL, which is one of the standard hardware descriptionlanguages used in industry. There are many tools that can process VHDL, forpurposes such as synthesis and e�cient simulation.Running the Vhdl interpretation on the half adder circuit (section 2.2.1) pro-duces structural VHDL:-- Automatically generated by Lava --library circuit; use circuit.all;entity halfadd isport ( b1, b2 : in std_logic;b3, b4 : out std_logic );end halfadd;library circuit; use circuit.all;architecture structural of halfadd isbegincomp1 : and2 port map (b3, b1, b2);comp2 : xor2 port map (b4, b1, b2);end structural;An extended form of symbolic evaluation generates layout information. This isdone by not only keeping track of how the components of a circuit are func-tionally composed, but also how they can be laid out on a gate array. A >->B in this interpretation also indicates that A should be laid out to the left ofB. Similarly, row 5 fa makes 5 full adders and lays them out horizontally withleft to right data-
ow.The layout interpretation can generate VHDL and EDIF (another standardformat) containing layout attributes that give the location of each primitivecomponent.Combining layout and behaviour in this way allows us to give economical andelegant descriptions of circuits, which in VHDL would require the user to attachcomplicated arithmetic expressions to instances.23



2.4 An Example: FFTThis section illustrates how Lava is extended for signal-processing applicationsby the introduction of a complex number datatype and new combinators thatallow two FFT circuits to be described.The work presented here builds on previous work on deriving the FFT withinRuby [59] and specifying signal processing software in Haskell [8].2.4.1 Complex NumbersTwo 
avours of complex numbers are needed for simulation and veri�cation:concrete values and variables representing complex numbers. The implementa-tion datatype CmplxSig re
ects this:data CmplxSig= Abstract NumSig| Concrete (Complex Double)A complex datatype has to support operations like addition and multiplication.The FFT circuits also need twiddle factors, constants computed by w (see section2.4.2). The appropriate operations are grouped together into a class.class Arithmetic m => CmplxArithmetic m wherecplus :: (CmplxSig, CmplxSig) -> m CmplxSigctimes :: (CmplxSig, CmplxSig) -> m CmplxSig...w :: (Int,Int) -> m CmplxSigcplus = clift plus (+)ctimes = clift times (*)...instance CmplxArithmetic Std where ...instance CmplxArithmetic Sym where ...To extend the existing interpretations with the complex datatype, we must writeappropriate instance implementations. In this case it is simple, as the complexarithmetic operations can be implemented by lifting the existing arithmeticoperations on symbolic NumSig variables and concrete Complex Double values.The twiddle factors have di�erent meanings for di�erent interpretations: theStd interpretation will get constant complex values, while Sym expects symbolicvalues. 24



2.4.2 Discrete Fourier TransformThe Discrete Fourier Transform (DFT) computes a sequence of complex num-bers X , given an initial sequence x:X(k) = N�1Xn=0 x(n)�W knN ; k 2 f0 : : :N � 1gwhere the constant WN is de�ned as e�j2�=N .Each signal in the transformed sequence X(k) depends on every input signalx(n); the DFT operation is therefore expensive to implement directly.The Fast Fourier Transforms (FFTs) are e�cient algorithms for computing theDFT that exploit symmetries in the twiddle factors W kN . The laws that statethese symmetries are: W 0N = 1WNN = 1W kn �Wmn = W k+mnW kn = W 2k2n ; (n; k � N)We will later use the fact that W 14 equals �j.These laws, together with a restriction of sequence length (for example to powersof two), simplify the computations. An FFT implementation has fewer gatesthan the original direct DFT implementation, which reduces circuit area andpower consumption. FFTs are key building blocks in most signal processingapplications.We discuss the description of circuits for two di�erent FFT algorithms: theRadix-2 FFT and the Radix-22 FFT [51].2.4.3 Two FFT CircuitsThe decimation in time Radix-2 FFT is a standard algorithm, which operates oninput sequences of which the length is a power of two [77]. This restriction makesit possible to divide the input into smaller sequences by repeated halving untilsequences of length two are reached. A DFT of length two can be computedby a simple butter
y circuit. Then, at each stage, the smaller sequences arecombined to form bigger transformed sequences until the complete DFT hasbeen produced.The Radix-2 FFT algorithm can be mapped onto a combinational network asin �gure 2.7, which shows a size 16 implementation. In this diagram, digits andtwiddle factors on a wire indicate constant multiplication and the merging oftwo arrows means addition. The bounding boxes contain two FFTs of size 8.25
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A less well-known algorithm for computation of the DFT is the decimation infrequency Radix-22 FFT, which assumes that the input length N is a power offour.The corresponding circuit implementation (in �gure 2.8) is also very regular andmight be mistaken for a reversed Radix-2 circuit at a passing glance. However,it di�ers substantially in that two di�erent butter
y networks are used in eachstage, the twiddle factor multiplications are modi�ed, and �j multiplicationstages have been inserted.2.4.4 ComponentsWe need three main components to implement FFT circuits. The �rst is abutter
y circuit, which takes two inputs x1 and x2 to two outputs x1 + x2 andx1�x2 (see �gure 2.9). It is the heart of FFT implementations since it computesthe 2-point DFT. Systems of such components will be applied to the in-signalsin many stages (�gures 2.7 and 2.8).The FFT butter
y stages are constructed by ri�ing together two halves of asequence of length k, processing them by a column of k=2 butter
y circuits, andunri�ing the result (see �gure 2.10). Here riffle is the shu�e of a card sharpwho perfectly interleaves the cards of two half decks.bfly :: CmplxArithmetic m=> [CmplxSig] -> m [CmplxSig]bfly [i1, i2] =do o1 <- csubtract (i1, i2)o2 <- cplus (i1, i2)return [o1, o2]bflys :: CmplxArithmetic m=> Int -> [CmplxSig] -> m [CmplxSig]bflys n =riffle >-> raised n two bfly >-> unriffleAnother important component of an FFT algorithm is multiplication by a com-plex constant, which can be implemented using a primitive component called atwiddle factor multiplier. This circuit maps a single complex input x to x�W kNfor some N and k. The circuit w n k computes W kN .wMult :: CmplxArithmetic m=> Int -> Int -> CmplxSig -> m CmplxSigwMult n k a =do twd <- w (n, k)ctimes (twd, a)The multiplication of complete buses with �j is de�ned as follows, using thefact that W 14 equals �j. 27
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y stage of size 8 expressed with ri�ingminusJ :: CmplxArithmetic m=> [CmplxSig] -> m [CmplxSig]minusJ = mapM (wMult 4 1)Another useful component is the bit reversal permutation, used in the �rst orlast stage of the FFT circuits. A new wire position is the reversed binaryrepresentation of the old position [77]. The permutation can be expressed usingriffle:bitRev :: Monad m => Int -> [a] -> m [a]bitRev n =compose [ raised (n-i) two riffle| i <- [1..n]]Note that these components are not shown in the diagrams; either the in-datais permuted from the start, or the out-sequence needs to be rearranged.2.4.5 The Circuit Descriptions in LavaInspired by the circuit diagrams we describe the two FFT circuits in Lava usinghigher-order combinators.We begin by de�ning the type of an FFT parameterised by the interpretationmonad m. A circuit description takes the exponent of the size of the circuit, andthe list of inputs, and returns the outputs.type Fft m = Int -> [CmplxSig] -> m [CmplxSig]The Radix-2 FFT is a bit reversal composed with the di�erent stages.29



radix2 :: CmplxArithmetic m => Fft mradix2 n =bitRev n >-> compose [ stage i | i <- [1..n] ]wherestage i = raised (n-i) two$ twid i>-> bflys (i-1)twid i = one (decmap (2^(i-1)) (wMult (2^i)))The Radix-22 FFT is the sequence of stages composed with the �nal bit reversal.radix22 :: CmplxArithmetic m => Fft mradix22 m =compose [ stage i | i <- [m,m-1..1] ]>-> bitRev (2*m)wherestage i = raised (m-i) (two.two)$ bflys (2*i-1)>-> one (one minusJ)>-> two (bflys (2*i-2))>-> twid itwid i = column[ decmap (4^(i-1))(wMult (4^i) . (wt *))| wt <- [3,1,2,0]]The corresponding VHDL descriptions would be several times longer.2.4.6 Running InterpretationsWe can now run some interpretations on our FFT circuits. Simulation is possiblein the standard interpretation, if we provide an exponent and speci�c inputs tothe circuit.input :: [CmplxSig]input = map cmplx [1:+4,2:+(-2),3:+2,1:+2]Hugs> simulate (radix2 2 input)[1.0:+6.0,(-1.0):+(-6.0),(-3.0):+2.0,7.0:+6.0]The symbolic interpretation can be applied to verify that two circuit instancesare equivalent, using the �rst order theorem prover Otter [66]. We create anabstract circuit stating the equivalence:30



fftSame :: (Symbolic m, CmplxArithmetic m)=> Int -> m FormfftSame n =do inp <- newCmplxVector (4^n)out1 <- radix2 (n*2) inpout2 <- radix22 n inpequals (out1, out2)The newCmplxVector function generates a list of complex symbolic variables.After applying both of the circuits to these inputs, we ask if the outputs are thesame.Before we can verify this equation, we have to add some knowledge to Otter:laws about complex arithmetic, and in particular the laws about twiddle factors.This information is added in the form of theories, which are de�ned by the userin Lava, and given to the prover as a proof option. Otter now shows circuitequivalence for size 4 FFTs (we have proven circuits of size 16 and 64 equivalentas well).options :: [ProofOptions]options = [ Prover otter, Theory arithmetic, Theory (twiddle 4)]Hugs> verify' options (fftSame 1) >>= printValidFigure 2.11 shows the formula that is generated as input to Otter (notice thearithmetic and twiddle factor theory).2.4.7 Related Work on FFT Description and Veri�cationThe equivalence of a Radix-2 FFT algorithm and the DFT has been shown usingACL2, a descendant of the Boyer-Moore theorem prover [38]. Our approach inthe example is slightly di�erent in that we want to show automatically gener-ated logical descriptions of circuits of a �xed size equivalent, rather than provingmathematical theorems about the algorithms. The veri�cations are similar how-ever, in that both methods use relationships between abstract twiddle factors.2.5 Related WorkIn this section, we discuss related work on the use of functional languages forhardware description and analysis. 31



The work described here has its basis in our earlier work on �FP, an exten-sion of Backus' FP language to synchronous streams, designed particularly fordescribing and reasoning about regular circuits [84]. We continue to use combi-nators for describing the ways in which circuits are built. What we have gainedthrough the embedding in Haskell, is the availability of a full-blown program-ming language. The synchronous programming languages Lustre, Esterel andSignal can all be used to describe hardware in much the style used here. Furtherexperiments in this direction are being carried out in the EU project SYRF.A source of inspiration has been John O'Donnell's Hydra system [72]. In Hy-dra, circuit descriptions are more direct because they are written in `ordinary'Haskell. There are no monads cluttering up the types, and this must be anadvantage. It is our use of monads, however, that makes Lava easily extensible,while Hydra is less so. The Hydra system has not, as far as we know, been usedto generate formulas from circuit descriptions, for input to theorem provers,although the idea of having multiple interpretations has been a recurring themein O'Donnell's work.Launchbury and his group are experimenting with a di�erent approach to usingHaskell for hardware description [24]. In Hawk, a type of signals and Lustre-like functions to manipulate it are provided. Circuits are modelled as functionson signals, and the lazy state monad is used locally to express sequencing andmutable state. The main application so far has been to give clear and concisespeci�cations of superscalar microprocessors. Simulation at a high level of ab-straction has been the main circuit analysis method. Work on using Isabelleto support formal proof is under way, however. Also, it seems likely that Lavainput could be generated from Hawk circuit descriptions. We plan to explorethis possibility in a joint project. Hawk has, at present, no means of producingcode for the production of real circuits, although work on circuit synthesis is inprogress.Keith Hanna has long argued for the use of a functional language with depen-dent types in hardware description and veri�cation [49]. Hanna's work inspiredmuch research on using Higher Order Logic for hardware veri�cation. The PVStheorem prover, which is increasingly used in hardware veri�cation [28], is alsobased on a functional language with dependent types. We do not know of workin which circuit descriptions written in this language are used for anything otherthan proof in PVS.HML is a hardware description language based on ML, developed by Leeserand her group [62]. The language bene�ts from having higher order functions,a strong type system and polymorphism, just as ours does. The emphasis inHML is on simulation and synthesis, and not on formal veri�cation.32



2.6 ConclusionsThe Lava system is an easily extensible tool to assist hardware designers bothin the initial stages of a design and in the �nal construction of a working cir-cuit. The system allows a single circuit description to be interpreted in manydi�erent ways, so that analyses such as simulation, formal veri�cation and lay-out on a Field Programmable Gate Array are supported. Furthermore, newinterpretations can be added with relatively little disturbance to the existingsystem, allowing us to use Lava as the main workbench for our research inhardware veri�cation methods for combinational and sequential circuits. To beable to provide these features, we rely heavily on advanced features of Haskell'stype system: monads for language embedding, polymorphism and type classesto support di�erent interpretations, and higher order functions for capturingregularity.The system is an interesting practical application of Haskell, which has provedto be an ideal tool, both as a hardware description language and as an im-plementation language. As demonstrated in the FFT examples, our circuitdescriptions are short and sweet, when one can �nd a suitable set of combina-tors. Our experience with Ruby indicates that each domain of application (suchas signal processing, pipelined circuits or state machines) gives rise to a smalland manageable set of combinators.The largest circuit that has been tackled so far is a 128 bit by 128 bit combina-tional multiplier. To deal with this circuit, we needed to use a Haskell compiler(HBC) rather than Hugs.Writing the Lava system has been an educational exercise in software engineer-ing. More than once, we have thrown everything away and started again. Thelatest version exploits Haskell's type system to impose a clear structure on theentire program, in a way that we �nd appealing. We have all been taught tothink about types very early in the design of a system. Lava demonstrates theadvantages of doing so.2.7 Future WorkWe are continuing to develop the Lava system; this paper is a report of work inprogress rather than a description of a �nished project. Until recently, we hadseveral specialised versions of Lava, each concentrating on a particular aspectof design such as veri�cation or the production of VHDL. The work of mergingthese versions has only just begun; it was really the need for fusion that pushedus towards the current system design. Incorporating the interpretation thattakes care of layout production is a non-trivial task, as this code is necessarilylarge and complicated. This may lead to further changes to the top level designof Lava. 33



To make the system more usable, we need to add many new interpretations.For example, we would like to work on test pattern generation and testabilityanalysis, using earlier work by Singh as a basis [90]. All of these interpretationsmust be tested on real case studies.We would be able to generalise our system further if multiple parameter typeclasses were provided in Haskell. At present, all of the interpretations sharethe same primitive datatypes. Using multiple parameter type classes, eachinterpretation could support its own data types, with the required features.In the area of veri�cation, we are working on interpretations involving sequen-tial operations, such as delay, and on related methods to automatically proveproperties of sequential circuits. We are working on a case study of a sequen-tial FFT implementation provided by Ericsson CadLab. Inspired by the Hawkgroup, we �nd it hard to resist investigating veri�cation of the next generationof complex microprocessors. In particular, we are interested in the question ofhow to design processors to enable veri�cation to proceed smoothly.

34



%% Automatically generated by Lava %%%% THEORY Arithmetic %%list(demodulators).eq(tim(x, plus(y, z)), plus(tim(x, y), tim(x, z))).eq(tim(x, sub(y, z)), sub(tim(x, y), tim(x, z))).eq(tim(1, x), x).eq(tim(x, tim(y, z)), tim(tim(x, y), z)).end_of_list.%% THEORY Twiddle Factors size 4 %%list(demodulators).eq(W(x, 0), 1).eq(W(x, x), 1).$LE(x, 4) -> eq(W(x, y), W($PROD(2,x), $PROD(2,y))).eq(tim(W(x,y),W(x,z)),W(x,$SUM(y,z))).end_of_list.%% SYSTEM + QUESTION %%list(sos).eq(x,x).-eq(sub(sub(a4, tim(W(2,0), a2)), tim(W(4,1),sub(a3,tim(W(2,0), a1)))), tim(W(4,0),sub(sub(a4, a2),tim(W(4, 1), sub(a3, a1))))) |-eq(sub(plus(a4, tim(W(2,0), a2)), tim(W(4,0),plus(a3, tim(W(2,0), a1)))), tim(W(4, 0),sub(plus(a4,a2), plus(a3, a1)))) |-eq(plus(sub(a4, tim(W(2,0), a2)), tim(W(4,1),sub(a3,tim(W(2,0), a1)))), tim(W(4,0),plus(sub(a4, a2),tim(W(4,1), sub(a3, a1))))) |-eq(plus(plus(a4, tim(W(2,0), a2)), tim(W(4,0),plus(a3, tim(W(2,0), a1)))), tim(W(4, 0),plus(plus(a4,a2), plus(a3, a1)))).end_of_list.Figure 2.11: Otter input for size 4 FFT comparison
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Chapter 3Automatic Veri�cation ofCombinational andPipelined FFT CircuitsWe describe how three hardware components (two combinational circuits and onepipelined) for computing the Fast Fourier Transform have been proved equivalentusing an automatic combination of symbolic simulation, rewriting techniques,induction and theorem proving. We also give some advice on how to verifycircuits operating on complex data, and present a general purpose proof strategyfor equivalence checking between combinational and pipelined circuits.This chapter was published at the International Conference on Computer Aided Veri�cation1999 [25].
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3.1 IntroductionFFT components are a challenge to verify as they compute complex functionsinvolving many arithmetic operations. Bit-level correctness proofs for such cir-cuits are not within the reach of today's technology; an appropriate level ofmodelling is therefore on the level of individual arithmetic operations on signalscarrying numerical data.In order to make veri�cation techniques industrially interesting, it is generallyagreed that a high degree of automation is desirable. Unfortunately classi-cal automatic methods such as propositional logic tautology checking or modelchecking can not be immediately applied at this level of abstraction. Di�erentextensions of model checking with uninterpreted functions encoded in BDDshave been proposed [96]; we instead use theorem proving, but in such a waythat no user guidance is needed during the proofs.As we aim for veri�cation at the arithmetic level, it is imperative to structurethe proofs to be as simple as possible; we therefore devise heuristics for theparticular class of circuits we verify and apply automatic analyses that aim toreduce the work that has to be done in the theorem prover. For this end we usethe Lava hardware development platform that has a powerful language in whichwe can implement our analyses and write parametrisable scripts that controlcomplex theorem prover interactions [11].The work described is an industrial case study with Ericsson Cadlab, Stockholm.3.2 The Lava Hardware Development PlatformLava is a hardware description language and a framework for hardware veri�ca-tion developed at Chalmers and Xilinx [11]. One of the principal uses of Lavais as a platform for hardware veri�cation experiments.Lava is embedded in the functional language Haskell; all aspects of the develop-ment of hardware from descriptions down to the interfacing to layout tools areexpressed in the same language. The use of a polymorphic high level languagethat supports higher order functions gives very concise hardware descriptionsand allows us to devise combinators that capture common design patterns.The circuit descriptions can be interpreted by symbolic evaluation in a numberof di�erent ways; examples of built in standard analyses are circuit simulation,generation of logical formulas in formats suitable for external theorem proversand generation of VHDL. The veri�cation interpretation is parametrised overthe proof procedure and allows the passing of optional proof parameters; a usercan therefore quickly retarget from one proof procedure to another withoutlosing �ne grain control. 38



3.3 The Fast Fourier TransformsThe Fast Fourier Transforms (FFTs) are e�cient algorithms for computing alength N sequence of complex numbers X given an initial sequence x and aconstant WN de�ned as e�j2�=N :X(k) = N�1Xn=0 x(n) �W knN ; k 2 f0 : : :N�1gThe FFTs exploit symmetries in the twiddle factors W kN together with restric-tions of sequence lengths (for example to powers of two) to reduce the numberof necessary computations. Examples of twiddle factor laws that express usefulsymmetries are W 0N = 1WNN = 1W kn �Wmn = W k+mnW kn = W 2k2n ; (n; k � N)The FFT algorithms are often implemented in combinational hardware, and arekey building blocks in signal processing applications; the FFTs are rumoured tobe the worlds most implemented algorithms in hardware.The reference FFT is the decimation in time Radix-2 algorithm, which op-erates on input sequences whose length is a power of two [77]. If the inputlength also is a power of four, the decimation in frequency Radix-22 FFT canbe applied [51]. From a designer's point of view the question is whether thecombinational circuits that implement these algorithms are equivalent. As thenetworks are fundamentally di�erent, veri�cation of equivalence is a non-trivialundertaking.Combinational implementations are not the only ones possible; pipelined se-quential designs can use less circuit area by trading space for time. A pipelinedimplementation of a size 2n Radix-22 FFT (see �gure 3.1) consists of two simplekinds of combinational components (C1 and C2) that together form a stage; awhole circuit consists of n=2 stages. Each primitive block is controlled by syn-chronisation signals generated by an n-bit counter. This counter also addressesa multi port memory that outputs streams of twiddle factors that are multipliedtogether with the outputs of each stage.Figure 3.2 shows how the pipelined FFT circuit simulates the correspondingcombinational circuit over time by reading the inputs in the �rst sequence ofinput values IF (0) while spitting out unde�ned outputs until time lag (2n � 1for a size 2n FFT) when the �rst element of the output sequence OF (0) isgenerated; the lag time is always constant. At the same time as the outputsare produced, inputs from a new input sequence are read so that the circuitcontinuously processes data. 39
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l mFigure 3.1: Structure of pipelined implementation of a size 64 Radix-22 FFT3.4 FFT Low-level DescriptionsThe FFT descriptions are parameterised by the circuit size and are formulatedusing a number of simple circuits and combinators that are useful for signalprocessing applications.A key point is that the regularity of the combinational networks makes the cir-cuits very easy to describe in Lava; the description of the Radix-2 FFT in termsof the signal processing combinators is just 3 lines long (see appendix 3.10).The Lava circuit descriptions can be used to automatically generate structuralVHDL for all parts of the implementations with the exception of the multi portmemory component.
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3.5 Veri�cation of ComponentsAs we want automatic proofs, we will only be concerned with equivalence check-ing for �xed size circuits. We will also exploit designer knowledge and use Lavaanalyses in order to make the proofs tractable for the external proof procedure.The circuits are modelled on the level of operations on in�nite precision com-plex numbers; this modelling is appropriate as �nite representations of complexnumbers only can be used for approximate calculation of the FFT. A reason-able notion of implementation equivalence must therefore be de�ned in termsof in�nite precision complex arithmetic.As a shorthand, we adopt the convention thatF (x; y) � F (x(0)::x(i�1); y(0)::y(i�1))if F 2 Form (the set of �rst order logic formulas) and x; y 2 Si where S is anynon-empty set.3.5.1 Theoretical Basis of the Veri�cationsCombinational circuits can be viewed as functions f from input to output.Lava's symbolic evaluation can generate formulas �f that de�ne the functionswe are concerned with in the sense that T ` �f (I; O) ) f(I) = O if T is atheory containing theorems that are true in a standard interpretation of complexarithmetic.The formulas that are constructed in the following veri�cations are expressedin �rst order logic with equality, and contain variables and two-place functionsymbols plus, sub, tim and W . The circuit equivalence checking problem isreduced to showing that certain formulas that capture implementation equiva-lence are members of the theory T which we give axioms for. The axioms arewell-known properties of complex arithmetic and some twiddle factor identities.We know that the axioms hold in the interpretation I that complies with thefollowing conditions� The domain is the set of complex numbers� plus designates complex addition� sub designates complex subtraction� tim designates complex multiplication� W designates the function fw(k;N) = e�j2�k=NAll formulas that are derivable from the axioms in a sound proof system aretherefore also true in I. 41



3.5.2 Combinational FFT Veri�cationAre the abstract implementations of the Radix-2 and the Radix-22 FFT equiv-alent for sizes that are an exponent of four?The �xed size FFT circuits are functions F1(I) and F2(I) from complex inputsequences to complex output sequences. Lava's symbolic evaluation can generateformulas �1 and �2 that de�ne these functions. Our criterion for equivalence ofthe combinational FFT is that�1(I; O1) ^ �2(I; O2) ! O1 = O2Instead of generating the two de�ning formulas individually and then combiningthem together to a resulting formula, we can construct a test bench circuit thatdirectly generates the correctness formula when interpreted symbolically:fftSame n =do inp <- newCmplxVector (4^n)out1 <- radix2 (2*n) inpout2 <- radix22 n inpequals (out1,out2)The test bench builds a vector of unrestricted complex variables, which aregiven to both FFT implementations. The resulting output sequences are thenpoint-wise compared to each other for equality. If the formula describing thissystem is derivable by the theorem prover using the axioms for the theory T ,then it is true in the model I and the implementations are equivalent.Lava's veri�cation interpretation takes a test bench circuit and a proof procedurewith some arguments, and automatically generates formulas and runs the proof.The manual step that has to be taken is to choose a prover and possibly giveproof options. In this case, we have to choose a �rst order logic theorem prover,and specify some axioms. These include some simple algebraic laws for thearithmetic operators, such as distributivity of multiplication over addition andthat 1 is a unit element for multiplication. The twiddle factor identities fromsection 3.3 are also necessary.Although these axioms with any �rst order logic prover are in theory su�cientto prove the circuits equivalent, the number of consequences grows very quicklyif the rules are applied mindlessly. This combined with the fact that the FFTcircuits generate formulas that for larger sizes grow to be megabytes big meansthat we must give extra proof options in order to make the proofs tractable.Symbolic evaluation of the FFTs for 4 abstract inputs reveals some interestingcircuit properties (the input and output vectors are indexed backwards):Lava> symbolic_eval (radix2 2)[(x3 - W(2, 0) * x1) - W(4, 1) * (x2 - W(2, 0) * x0),(W(2, 0) * x1 + x3) - W(4, 0) * (W(2, 0) * x0 + x2),42



W(4, 1) * (x2 - W(2, 0) * x0) + (x3 - W(2, 0) * x1),W(4, 0) * (W(2, 0) * x0 + x2) + (W(2, 0) * x1 + x3)]Lava> symbolic_eval (radix22 1)[W(4, 0) * ((x3 - x1) - W(4, 1) * (x2 - x0)),W(4, 0) * ((x1 + x3) - (x0 + x2)),W(4, 0) * (W(4, 1) * (x2 - x0) + (x3 - x1)),W(4, 0) * ((x0 + x2) + (x1 + x3))]The lack of control logic in the combinational FFT components causes the circuitoutputs to be polynomials in the inputs and twiddle factors only. Rewriting ofthe expressions by simplifying away twiddle factors that are equal to 0 or 1,conversion of the remaining twiddle factors to the form W xN and restructuringof arithmetic expressions to sum of products form makes it possible to show thetwo results equal by syntactic equality alone.The rewriting has to be done in a particular way for it to be applicable to thelarger circuits. If the axioms are given as standard equalities, they can be usedin both directions. This is not how the most e�cient proof would proceed, as itsu�ces to use all the rules in one direction only: expand out the polynomials,take away trivial twiddle factors and rewrite the others.Unidirectional rules are therefore more suitable for our purposes. The theo-rem prover Otter has e�cient such rules that are called demodulators [66]; theuse of a demodulation rule can be unconditional or restricted by predicates onterms. An important property of these rules is that they are used as often aspossible without accumulating intermediate results. This reduces the number ofconsequences and makes normalisation of large expressions tractable.The demodulation proof rules are speci�ed inside Lava and passed to Otter astwo theories. The actual proofs are done by calling the veri�cation interpretationon the test bench and the proof con�guration:options = [Prover otter, Theory arithmetic, Theory (twiddle 4)]Lava> verify options (fftSame 1)ValidIn this way the equivalence of circuits up to size 256 is proven automatically.Statistics for the resulting proofs and some system formula measures such asthe number of primitive logical and arithmetic operations are given in table 3.1.The running times are measured on a 300 MHz Sun Enterprise 450.43



FFT size Veri�cation time Formula size # of variables # of formula operations(sec) (bytes)4 0.09 1179 33 5916 0.39 10 761 233 43364 10.31 172 088 1334 2529256 827.01 2 886 561 6939 13 313Table 3.1: Statistics for veri�cation of equivalence between combinational FFTs3.5.3 Pipelined FFT Veri�cationWe would now like to verify that the sequential pipelined implementation ofthe Radix-22 is equivalent to the combinational circuit. We employ a strategythat is optimised for equivalence checking of combinational and constant delay(\lag") pipelined circuits.The presentation is divided into two parts: The �rst part describes the strategyand the second demonstrates how it applies to the particular case of our FFTveri�cation.A Strategy for Pipeline Equivalence Proofs. If we observe the pipelinedcircuit for a single clock period, it is a function from a starting state S andinput I to a �nishing state S0 and a resulting output O.(O;S0) = ppl(I; S)We use the term \frame" to refer to a complete in- or output data sequencefor the combinational or pipelined circuit. Lava can generate a de�ning formula�ppl(I; S;O; S0) for the ppl(I; S) transition function that captures how the circuitbehaves over a single clock tick. The objective is to show equivalence betweenthe two implementations for any number of successive frames starting from a(partially) speci�ed initial state, using the following veri�cation strategy whichwe refer to as Equiv! :1. Generate the de�ning formula �ppl(I; S;O; S0) of the pipelined circuit.2. De�ne l to be the number of inputs that the pipelined circuit has toconsume before it can read the �rst input of the second frame.3. De�ne m as the least number of time steps that the pipelined circuit hasto run to allow an observer to deduce that the output from the sequentialcircuit matches a single frame of output from the combinational imple-mentation.4. Let k = max(l;m). 44



5. Let �kppl be the following formula that expresses what behaviour a lengthk trace of the sequential circuit exhibits�ppl(I0; S0; O0; S1) ^ �ppl(I1; S1; O1; S2) ^ : : : ^ �ppl(Ik�1; Sk�1; Ok�1; Sk)This is the k-step unrolling of the pipelined transition function.We refer to a trace that is a model for �kppl as a T trace, and observe thefollowing:� If we de�ne an initialisation state as a state that immediately pre-cedes the processing of a new frame, both S0 and Sl are initialisationstates on all T traces. Furthermore, Sl is the closest initialisationstate to S0.� Any in�nite trace of the system is made up from in�nitely manyconcatenated T traces; given that l < k successive traces trn andtrn+1 also overlap with trn(l : : : k�1) = trn+1(0 : : : k�l�1).6. Generate a de�ning formula for the combinational circuit, �cmb(I; O).7. From �kppl and �cmb, construct a formula � that expresses implementationequivalence for a single frame of inputs8. A proof of � without any assumptions at all on the initialisation stateS0 implies 8S0:�. This corresponds to equivalence for any number oftime frames as the circuits will behave in the same way regardless of theinitialisation state values before a new frame is processed; a direct proofof � is hence not realistic. Therefore strengthen the assumptions on S0by a formula � that restricts some of the S0 variables to the initial valuesgiven in the pipelined circuit description. If now�(S0) ! �is provable, the circuits are equivalent for any number of time frames underthe assumption that � is always true in initialisation states. Refer to thisassumption as assumption A9. Try to prove assumption A valid by a proof of�(S0) ^ �kppl ! �(Sl)As � holds in the initial state of the circuit, this formula implies A as itasserts that � will hold in the state Sl (that is reached immediately beforea new processing cycle is initiated) if � is true in S0 (that was reachedimmediately before this frame was processed); A is therefore entailed byinduction.10. If step 8 and step 9 were successful, deduce multi frame equivalence45



A valid question is, of course, \Why is it reasonable to assume that a part ofthe pipelined circuit always is in a state where � holds before a new frame isread?". This is probable as the pipelined circuit is supposed to repeat the frameprocessing behaviour again; the registers in the control logic should thereforehave similar contents in the initialisation states as in the speci�ed initial circuitstate.By having reduced the problem to two simple proofs we have devised a simplestrategy for showing pipelined circuits with a �xed lag equivalent to combina-tional implementations. This strategy is implemented in an automatic Lavaproof script that is parameterised over circuit descriptions, frame length, theconstant lag and a proof con�guration for the frame equivalence proof. Thisscript automatically generates and reduces all formulas as much as possible be-fore calling the theorem prover speci�ed in the proof con�guration; the onlymanual steps are to choose which state variables to restrict and to select a proofprocedure. Any prover and extra proof options can be speci�ed in the proofcon�guration; the pipelined circuit description can also have as many or as fewinitial values given as desired.Application to the Pipelined Radix-22 FFT. The script that implementsEquiv! proves pipeline equivalence for the FFT circuits with the automaticallygenerated equivalence formula � de�ned as�kppl(I0::Ik�1; S0::Sk; O0::Ok�1)^�cmb(I0::Ii�1; O00::O0i�1)! Olag ::Ok�1 = O00::O0i�1where lag = 2N � 1, i = 2N and k = 2N + lag.A su�cient restriction � on the initial state of the pipelined FFT circuit isthat the n-bit counter is initialised to 0. The reason why this simple assertionis strong enough to prove the FFT implementations equivalent is that at re-initialisation the rest of the pipeline state is unimportant, new values haveto be read for processing anyway. This is likely to hold for most pipelinedimplementations of combinational circuits.The initialisation information � is always used by the Lava script to reduce thegenerated formulas as much as possible while they are produced. This reductioncomputes the values of logical expressions whenever possible and propagatesthe resulting new information. As a consequence, the formulas that specify thebehaviour of the control logic inside the pipelined FFT are evaluated away andthe re-initialisation invariant in step 9 of Equiv! is proved by syntactic equality.The equivalence checking problem for the pipelined FFT is therefore reducedback to a proof of an equivalence formula that turns out to be amenable tonormalisation with the theories used for the combinational equivalence checking.The complexity of the resulting proofs are indicated in table 3.2.46



FFT size Veri�cation time Formula size(sec) (bytes)4 0.05 122716 0.61 10 04564 22.26 162 862256 1361 2 797 617Table 3.2: Statistics for veri�cation of pipelined equivalence3.5.4 Manual PreparationApproximately two weeks was spent on studying the FFT implementations,devising signal processing combinators and writing circuit descriptions. Theaddition of support in Lava's interpretations for complex numbers and the writ-ing of the symbolic simulation interpretation with automatic formula reductiontook one week of work each.Finding the proof procedure was the creative step for the combinational FFTveri�cation. Two other theorem provers, Prover [92] and Gandalf [95], wastried before Otter. Prover lacked crucial arithmetic laws, and Gandalf did notsupport the unidirectional rules that were needed to make the proofs scale up.A correct set of rewrite rules took some hours work by two users, Koen Claessenand Tanel Tammet, who were unfamiliar with the FFT but knew Otter well.Any other applicable proof procedure would also have needed rewrite rules forthe twiddle factors, so we believe that this degree of manual work is unavoidable.Once the symbolic simulation interpretation with formula reduction was writ-ten, a �rst (more involved) pipeline proof script could be constructed in half anhour. This strategy was successful the �rst time it was tried; we later simpli�edthe heuristic to the presented form. The only non-reusable steps of the com-binational and pipelined veri�cations were to choose Otter with rewrite rulesas the proof procedure and to restrict the synchronisation counter state to theinitial state 0.3.6 Lessons LearnedThe FFT circuits are representatives for a general class of circuits that computecomplex functions without using a large amount of boolean control logic. Ingeneral, a few guidelines for proofs of circuit equivalence for such circuits canbe drawn out of the FFT work:� For each problem domain, it might be possible to �nd a small numberof generalised proof scripts that can be powerful enough for a particularclass of problems to make proofs automatic in most cases. These scriptsshould be parametrisable by proof options so that they not are too blunt47



to be reusable.� As the proofs that have to be done when operations like arithmetic are in-volved are relatively complex, the prover's job must be simpli�ed as muchas possible. The use of automatic partial evaluation and formula reduc-tion can in some cases lessen the need for prover inferences drastically.A tool like Lava that supports analyses like simpli�cation of formulas bypropositional reasoning and cone-of-in
uence analysis can help the de-signer simplify the problem at hand.� It is not always necessary to explore the state space of a design. Ordinaryinduction can sometimes avoid very complex or intractable computations,and make for uncomplicated proofs.� Normal form rewriting is a powerful technique that can be implementedvery e�ciently using modern rewrite engines. However, the use of unidi-rectional rules is crucial to make the strategy applicable to larger circuits.3.7 Related WorkThe Radix-2 FFT algorithm has previously been veri�ed against the DFT usingthe ACL2 theorem prover [38]. The level of abstraction in this veri�cation washigh and the proof thus required substantial user interaction. In contrast, wehave aimed for fully automatic proofs, and veri�ed the hardware FFTs at thenetlist level. Our proofs are only for equivalence of �xed size circuits, but arenot reliant on circuit regularity.The pipeline proof principle bears some resemblance to the re�nement mappingapproach to pipelined microprocessor control veri�cation [17, 27]. However, aswe are comparing a pipelined circuit against a combinational one, we cannotdirectly associate a single sequential step with the combinational implementa-tion; we instead correlate whole frames. We also exploit the fact that constantlag pipelined circuits are targeted.There are alternatives to Otter as a proof procedure: the Stanford validitychecker decides quanti�er free �rst order logic with linear arithmetic and unin-terpreted functions by boolean case splitting (backtracking), rewrites and con-gruence closure [4]. SVC has been used extensively in hardware veri�cation,and is used as the decision procedure in the Burch and Dill approach to mi-croprocessor veri�cation [17]. Multiway decision graphs are a variation on theROBDD theme that accommodates abstract data types, uninterpreted functionsymbols and rewrite rules [101]; this data structure has been used to verifynon-pipelined microprocessors and an ATM switch [94]. MDGs give a canonicalrepresentation for a fragment of quanti�er free �rst-order formulas and supportexploration of abstract state spaces (but do not guarantee convergence of �x-point computations). As we have demonstrated, it is not always necessary to do48



such expensive computations; induction and normalising can be both su�cientand e�cient.Both MDGs and SVC need the user to provide rewrite rules or a normaliser fornew theories. This means that the manual step of �nding a normal form fortwiddle factors is also necessary with these proof procedures.3.8 ConclusionsThis paper has shown how some FFT circuits have been veri�ed from withinthe hardware development tool Lava after the existing system was extendedwith complex numbers and a general purpose strategy for equivalence checkingof combinational and �xed lag pipelined circuits. The veri�cation has beenautomatic in the sense that the only manual proof steps has been to select theproof procedure, rewrite rules and the initial state variables to restrict. Theproofs are at a relatively low level, which should give a high con�dence in thecorrectness of the modelled circuits; the logical formulas has been generated bysymbolic evaluation of the hardware descriptions. No part of the veri�cationhas relied on the speci�c way that the arithmetic operators are implemented,or the representation of complex numbers. However, the proofs are not generalin the size of the FFT; di�erent instances have to be proved separately.We have also presented an induction principle that exploits the problem struc-ture of equivalence checking between a pipelined circuit and a combinationalreference circuit, and contributed some suggestions for veri�cation of circuitsthat contain little control logic but do complicated computations expressed inabstract operations.3.9 Future WorkLava is optimised for developing and verifying hardware. We pay for the strengthwe gain by limiting the problem domain, however, by presently being unable toreason internally about the proof strategies. Instead we have to go outside thesystem to a general purpose interactive theorem prover and do high level proofsthere. We would like to have Lava integrated with a proof system that wouldallow us to do this kind of reasoning.The counter examples that are produced by proof procedures are formatted andpassed back to the user by Lava; unfortunately many �rst order logic theoremprovers (including Otter) lack such capabilities. For veri�cation with normalform rewriting to be smooth, it must be easy to �nd a rewriting theory quickly.It is therefore imperative to have some tool that analyses the output of a failedproof and allows the user to deduce what rules are missing, or gives the usergood clues to why the two formulas are not equivalent. This is something thatshould (and will) be implemented in Lava as a proof analysis.49



3.10 Appendix3.10.1 The Radix-2 FFT descriptionFigure 3.3 shows a size 16 Radix-2 FFT network, where merging arrows indicateaddition and constants under a wire indicate multiplication. The Lava descrip-tion of the size 2n Radix-2 FFT circuit follows the network structure closely,and is parametrised by n:radix2 n =bitRev n >-> compose [ stage i | i <- [1..n] ]wherestage i = raised (n-i) two (twid i >-> bflys (i-1))twid i = one (decmap (2^(i-1)) (wMult (2^i)))The FFT circuit is made up from the sequential composition of an initial bitreversal permutation network (not shown in the picture) and n circuit stages.Stage i is a column of 2n�i components that each contains a twiddle factormultiplication stage sequentially composed with a butter
y network. Given thatx = 2i�1, a size imultiplication stage performs multiplications withW 02i :::W x�12ion the respective wires of one half of a bus, while passing the other half throughunchanged.More information on the signal processing building blocks and the descriptionsof the combinational circuits can be found in [11].AcknowledgementsThanks to Koen Claessen and Tanel Tammet for �nding the Otter rewritingtheory, and to Mary Sheeran and Byron Cook for careful readings of earlierdrafts.
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Chapter 4Symbolic Model Checkingwith Sets of StatesRepresented as FormulasWe analyse traditional symbolic model checking to isolate the operations that arepresentation for sets of states need to support and present a di�erent view,where sets of states are represented by propositional logic formulas. High levelalgorithms for symbolic model checking based on St�almarck's method are thenpresented, which results in a model checking procedure closely related to boundedmodel checking. Our method lifts the requirement on �nding bounds and allowsintermediate minimisations of state set representations. We also sketch how togeneralise the approach to stronger logics.This chapter is a revised version of technical report CS-1999-103, Chalmers University ofTechnology, 1999 [9].
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4.1 IntroductionPropositional temporal logic theorem proving is PSPACE-complete, and ofteninfeasible for industrial-size systems. Model checking is a reduction of this com-plex problem to a possibly exponential number of subproblems that hopefullyhave better characteristics.Di�erent model checking approaches achieve success with di�erent classes ofsystems; the suitability of a particular method is governed by the tradeo� be-tween space complexity and the time complexity of the operations. One of themost important determining factors for the time/space ratio is the choice of setrepresentation.We will present a new view of states and sets of states where the veri�cationproblem is reduced to formula minimisation and tautology checking on a se-quence of propositional logic formulas. This approach has the advantage thatthe representation can be made very compact; some of the operations are on theother hand complex since tautology checking is coNP-complete. The time/spaceratio will therefore be very di�erent from that of many traditional model check-ing methods.The logical view of set representation has the bene�t of allowing generalisationsto richer logics, which for instance makes direct model checking of in�nite statespaces possible. Our purpose in this paper is to present a di�erent angle onmodel checking, introduce the new family of representations, and demonstratesome of the possibilities.4.2 OverviewThe presentation is organised as follows: In section 4.4 and 4.5 we analyseCTL model checking and extract requirements on representations for sets ofstates, section 4.6 introduces the idea of encoding sets of states as propositionallogic formulas and relates it to BDDs. Section 4.7 presents algorithms that useSt�almarck's method to implement the ideas in practice, and relates the approachto bounded model checking. Section 4.8 �nally sketches how to extend theideas to two other logics and the paper is concluded by some remarks abouttime/space tradeo�s.4.3 ConventionsIn�nite composition of a function f is denoted f!, where the value of f!(x)is equal to fk(x) if there is a k such that fk(x) = fk+1(x) and otherwise isunde�ned. The notation g : x 7�! e(x) means that g is a function that mapsevery x to e(x). 54



We presume basic knowledge of �rst order logic (FOL) and propositional logic(PROP). The propositional constants (true,false) are denoted (>;?) and sub-stitution of e for every occurrence of p in � is written as �[e=p]. The size of aformula �, j�j, is the sum of the number of variable occurrences and the numberof connectives in � (> and ? therefore have size 0).We also make some use of an extension of propositional logic called quanti�edboolean formulas, QBF. This logic is propositional logic enriched with quan-ti�ers that range over propositions, with the semantics of quanti�ers de�nedby 9p:� � �[>=p] _ �[?=p]8p:� � �[>=p] ^ �[?=p]These identities make it possible to map any QBF formula to an equivalentpropositional logic formula.4.4 CTL Model CheckingModel checking is the process of determining the set of states in a Kripke struc-ture that satis�es a temporal logic formula. For simplicity, our investigationsare based on computational tree logic (CTL) model checking by �xpoint com-putations.4.4.1 Syntax and SemanticsThe language of CTL (LCTL) is freely generated from a �nite set of atomic statepropositions, AP , according to the following rules:x 2 LCTL if x 2 AP:x 2 LCTL if x 2 LCTLx#y 2 LCTL if # is one of the connectives _, ^ or ! and x; y 2 LCTL�x 2 LCTL if � is one of the operators AX , EX , AG or EGand x 2 LCTL�[x; y] 2 LCTL if � is one of the operators AU or EU and x; y 2 LCTLThe semantics of temporal formulas are de�ned with respect to a Kripke struc-ture that contains a set of states State, a mapping Label that takes a stateto the set of atomic propositions that label the state and a transition relationTrans � State� State.That a state s0 in a Kripke structure M satis�es the temporal formula 
 ishenceforth written as M; s0 j= 
. An atomic proposition p is true in a state55



exactly when it is in the labelling set of the state; the semantics of compoundformulas are de�ned recursively:M; s0 j= p i� p 2 AP and p 2 Label(s0)M; s0 j= :� i� not M; s0 j= �M; s0 j= � ^  i� M; s0 j= � and M; s0 j=  M; s0 j= AX � i� for all states t such that Trans(s0; t) M; t j= �M; s0 j= EX � i� for some state t such that Trans(s0; t) M; t j= �M; s0 j= AU [�;  ] i� for all paths (s0; s1; :::);9i�0: M; si j=  ^ 8j:(0�j<i! M; si j= �)M; s0 j= EU [�;  ] i� for some path (s0; s1; :::);9i�0: M; si j=  ^ 8j:(0�j<i! M; si j= �)Disjunction, implication and the remaining temporal operators are regarded asabbreviations:� _  � :(:� ^ : )�!  � :(� ^ : )AF � � AU [>; �] \� is true in the future along all paths from s0"EF � � EU [>; �] \� is true in the future along some path from s0"AG� � :EF (:�) \� holds in all future states along all paths from s0"EG� � :AF (:�) \� holds in all future states along some path from s0"4.4.2 Computing Models of CTL FormulasWe are interested in determining the set of models � of a temporal formula �relative to a particular Kripke structure M :� = fs :M; s j= �gThe set of models for an atomic proposition is directly computable; the connec-tives correspond to set operations:� = State n�� _  = � [  � ^  = � \  �!  = (State n�) [  Given the models for a formula �, the set of models for AX � and EX � can beconstructed by inspecting neighbouring statesEX � = fx : 9s:T rans(x; s) ^ s 2 �gAX � = fx : 8s:T rans(x; s)! s 2 �g56



All of the remaining temporal operators have well-known �xpoint characterisa-tions [35]: AF 
 = �Y:
 _ AX YEF 
 = �Y:
 _ EX YAG
 = �Y:
 ^ AX YEG
 = �Y:
 ^ EX YAU [
1 ; 
2] = �Y:
2 _ (
1 ^ AX Y )EU [
1 ; 
2] = �Y:
2 _ (
1 ^ EX Y )The �xpoint operators �Y:�(Y ) and �Y:�(Y ) takes a temporal transition formula�(Y ) to a set of states. A temporal transition formula can be thought of as atemporal formula schema, i.e. a formula that is parameterised with a variableranging over other formulas. The denotation of a temporal transition formulais hence a set transformer: If Y is the only free variable in �(Y ), then� : � 7�! �[�=Y ]The �xpoint operators themselves are implicitly de�ned by�Y:�(Y ) = S i� S is the least set satisfying the equation �(S) = S�Y:�(Y ) = S i� S is the largest set satisfying the equation �(S) = SAll temporal transition formulas in the �xpoint characterisations denote mono-tone set transformers [35]; the equations are therefore well-de�ned.Symbolic Model Checking. The basic algorithms for �nding models forCTL formulas are uncomplicated; the tricky part is to make them scale up toindustrial size systems. A major obstacle is that the algorithms will requirespace linear in the number of states if sets are represented by a straightforwardenumeration. This means that systems with several hundreds of variables willhave a slight chance of being veri�able. Symbolic model checking tries to getaround this problem by instead representing sets by a necessary and su�cientcriterion for being a member of the set. The choice of criterion and how it isencoded has great impact on the class of veri�able systems.4.5 Requirements on a Representation for Setsof StatesPrimitive Model Checking Operations. A representation for sets of statesmust support all the operations that are needed to compute the set of models ofarbitrary CTL formulas. The description of CTL model checking indicates thatthe following operations, that we refer to as primitive model checking operations,are necessary: 57



1. Atomic proposition model-�nding. matom(p) = p for p 2 AP2. Compound formula model construction� Unary connective. m: : � 7�! :�� Binary connectives. m# : (�;  ) 7�! �# for # arbitrary proposi-tional connective3. Transitions operations� mEX : � 7�! EX �� mAX : � 7�! AX �4. Fixpoint operations. m�, m�Example 1 Given that msg and safe are atomic propositions, the �xpoint char-acterisation of AG implies that the set of models of the temporal formula msg!AG(safe) is computed bym!(matom(msg);m�(�x:m^(matom(safe);mAX(x))))E�ciency Requirements. A representation for sets of states must also satisfya number of other requirements in order to make model checking computation-ally feasible.Let us use the term \suitable" to mean \has a representation that should notbe too expensive to compute nor be too large for the sets of states that arise".Assuming p 2 AP , it is clear that a representation for sets of states must havethe following characteristics relative to a particular veri�cation problem:1. matom(p) is suitable2. m:;m#;mAX and mEX preserve suitability3. Set equality can be decided e�ciently to allow �xpoint stabilisation check-ing.4. Set membership can be decided e�ciently.Di�erent representations therefore have di�erent suitability for each problem.4.6 Encodings Sets of States in PropositionalLogicAs the Kripke modelM is only labelled with �nitely many propositions, we canenumerate AP as fpi : i < jAP jg and in each state de�nevalsn = (pn if M; s j= pn:pn otherwise58



We presume that each state is uniquely labelled (it is simple to modify theencodings to suit structures where this is not the case). This convenientlyallows us to identify each state s with the set of literals fvalsn : n < jAP jg; setsof states S are represented by a propositional logic formula � that has AP aspropositions and ful�ls that s j= � i� s 2 S (4.1)Set equality and set membership testing corresponds to tautology checking.We assume a syntactic set transforming operator next(S) that takes a set ofpropositional logic formulas and \primes" every propositional variable. Binaryrelations on states R � State�State are de�ned by propositional logic formulas� for which it holds that their propositions come from AP [next(AP ) and thats1 [ next(s2) j= � i� R(s1; s2) (4.2)When we say that a set S or relation R is \de�ned by �", we mean that � is aformula that ful�ls equation 4.1 or 4.2.Given that the Kripke model M has a transition relation de�ned by � , theprimitive model checking operations for a propositional logic set representationhave very simple de�nitions: matom(p) = pm:(�) = :�m#(�;  ) = �# mEX(�) = 9t:�(s; t) ^ �(t)mAX(�) = 8t:�(s; t)! �(t)m�(f) = f!(?)m�(f) = f!(>)The next state operations mAX and mEX need to compute propositional logicformulas � that is the result of quantifying over a state s in a de�ning formula.This translates to nested boolean quanti�cations over the atomic propositionsp0; p1 : : : in AP 9s:�(s) � 9p0:9p1 : : : 9pn:�8s:�(s) � 8p0:8p1 : : :8pn:�These QBF formulas can in turn be mapped to pure propositional logic formulasas described in section 4.3. A quanti�cation of a state variable is thereforeequivalent to jAP j boolean quanti�er eliminations on the de�ning formulas.Both the �xpoint operations m� and m� take a formula transformer f as anargument, and use it to compute the �xpoint f!(�) of a sequence of formulas59



�n with �0 = � and �n+1 = f(�n). The equality under consideration here islogical equivalence, which means thatf!(�) = �k i� k is the smallest number such that j= �k+1 $ �kAll sets that are generated during the model checking can therefore be encodedas formulas. There are two essentially di�erent ways of representing sets sym-bolically, both bearing simple relations to the de�ning formulas. Each of theserepresentations have special strengths and weaknesses.Semantic Representation. A simple representation for the de�ned sets isto encode the truth table of the propositional logic formulas. The encodingmust be clever as the size of a truth table is exponential in the number ofatomic propositions; representation size can therefore be lowered signi�cantlyby opting for a decision graph rather than a table.Binary decision diagrams(BDDs) [16] are examples of such an encoding thatalso demand canonicity in order to turn equivalence checking of representedformulas into an O(1) operation. The canonicity requirement consists of �xingan ordering of the variables; which particular ordering that is chosen has a largeimpact on the representation size.BDDs have many good characteristics, and often allow model checking of statespaces that are surprisingly large. A design with 100 boolean variables (2100states) has a good chance of being within the reach of the technology. However,it is not hard to �nd problems where the BDD representations grow too largeeven for relatively small circuits; for example, multipliers of greater width than16 bits seem impossible to verify monolithically with BDDs.Direct Formula Representation. Canonicity makes equivalence checkingcheap, but can cause representations to explode. For certain systems non-canonical representations are therefore preferable.An obvious, non-canonical representation for the sets de�ned by propositionallogic formulas are the formulas themselves. Basing the representation on theactual formulas means that we choose a syntactic theorem-proving inspired ap-proach to set encoding. There are many possible bene�ts to this view:� Many sets with enormous BDD representations for any variable orderinghave tractable formula representations� Variable ordering is unnecessary� The number of variables is less critical than for BDDs as tautology checkersroutinely handle formulas with thousands of variables� We can draw from the experience of the propositional logic theorem prov-ing community 60



The naive implementations of the primitive model checking operations will how-ever be space ine�cient as jm#(�;  )j � j�j+ j jjmAX;EX(�)j � j�j � 2jAP jSpecial algorithms that select su�ciently small formula representatives are clearlyneeded.It is also necessary to be able to decide set equality e�ciently; any set can berepresented by in�nitely many equivalent formulas which means that set equal-ity checking must be done by propositional logic theorem proving. This is acoNP complete problem, so it is unlikely that equality can be e�ciently decidedfor any two sets. However, the choice of theorem prover and the particular for-mulas will govern the tractability of each case.To summarise, we will at a bare minimum need the following operations for theimplementation of practical propositional-logic based model checking:� A tautology checker that is e�cient for many of the formulas that arise inpractice.� A mechanism for minimising formulas.4.7 Model Checking using St�almarck's MethodSt�almarck's method [92] is a proof procedure for propositional logic, that hasbeen industrially successful. It is remarkably pro�cient at tautology checkingfor many very large formulas that arise in practice.We will in this section present how St�almarck's method can be used to imple-ment the necessary operations on the formula representation e�ciently. Onlythe parts of the proof system that are necessary for understanding the algo-rithms will be presented; readers interested in further information are referredto Sheeran and St�almarck's tutorial [87].4.7.1 Formula RepresentationSt�almarck's method represents a propositional logic formula as a set of triplesand a set of literal identi�ers. Each triple in : r1 # r2 is formed from anidenti�er, a connective and two references; each literal identi�er in : l is formedfrom an identi�er and a negated or unnegated formula variable. References arenegated or unnegated identi�ers.The triple set that represents a given formula can be seen as the abstract syntaxtree (AST) of the formula, with an identi�er allocated to each internal node and61



formula literal; each subformula is hence denoted by a unique identi�er. TheAST root itop is called the top identi�er.Given that we denote the set of triples that correspond to a given formula Tripleand the set of literals Lit, the set of entities under considerations in the proofis Entity = Triple [ Lit [ Bool (special use is made of the two propositionalconstants ?;>). Each entity corresponds to a truth constant or a subformula.The size ordering on subformulas induce an ordering on entities; this allowsde�nition of min(e1; e2) and max(e1; e2).4.7.2 Equivalence CheckingAt any stage of a proof, each e 2 Entity is in a unique equivalence class [e] whichcan be considered to be the set of entities that at the moment are assumed tohave the same truth value as e. We refer to the equivalence classes and the set ofentities under consideration as the system. A singular system is a system where[e] = feg for all entities e; the representing system for �, repr(�), is the singularsystem that results from triplifying � according to some reasonable strategy.All proofs proceed by refutation; the proof procedure tries to derive a contradic-tion from an representing system which has been augmented by merging [itop]and [?].Example 1 The system that is used to prove the formula :a^b! b_c containsthe set of entitiesfi1 : :a; i2 : b; i3 : c; i4 : i1 ^ i2; i5 : i2 _ i3; i6 : i4 ! i5; >; ?gand the following equivalence classes:ffi1g; fi2g; fi3g; fi4g; fi5g; fi6;?g; f>ggInference rules are applied to the given system in order to propagate semanticinformation; every successful rule application merges at least two equivalenceclasses. A proof has been reached when [?] = [>]; a system that satis�es thiscondition is called explicitly contradictory.The inference rules comes in two varieties:� Simple rules, that use information on the equivalence classes of ii, ij andik for a triple ii : ij # ik to derive new information according to thesemantics of the connective #. As an example, if [ij ] = [>] and # is thedisjunction operator, one of the simple rules will merge [ii] and [>].� The Dilemma rule, that case splits over the truth value of a triple andadds the information that was derivable under both the assumption thatthe triple was false and under the assumption that the triple was true tothe original system. 62



Exhaustive application of simple rules to a set of triples until no new equivalenceclasses can be merged is called 0-saturation. This operation is linear in thenumber of entities, and is therefore very cheap.1-saturation is the process of in turn applying the Dilemma rule to each entityin a set with an internal 0-saturation in each branch. Only one assumptionhas been made at all times; hence the name 1-saturation. Analogously (n+1)-saturation can be de�ned in terms of n-saturation.Every tautology can be shown to have a degree of hardness, a minimum satura-tion level that is needed to arrive at an explicitly contradictory system from theaugmented representing system. The complexity of n-saturation is exponentialin n. However, a very large class of formulas that arise in formal veri�cationturn out to have a hardness degree of 0 or 1. The power of St�almarck's methodis that the proof search is done in such a way that a proof for a formula with alow degree of hardness is found quickly.4.7.3 Formula MinimisationSo, St�almarck's method is in practice very e�cient when it comes to �ndingproofs for large formulas. But can the proof procedure also do formula minimi-sation?A completed k-saturation without any initial assumptions on the truth value ofitop results in a system where the equivalence classes contain entities that musthave the same truth value in all interpretations. This information can be usedto simplify the system by removing entities.We de�ne two entities e1 and e2 in a system sys to be k-discoverable as equiva-lent, denoted equiv(k; sys; e1; e2), if k-saturation without assumptions results ina system that not is explicitly contradictory and that also ful�ls that fe1; e2g �eq for some equivalence class eq. We also assume the existence of an operationsubst(sys; e1; e2) that overwrites all the systems references to max(e1; e2) withreferences to min(e1; e2).We refer to the following minimisation algorithm as k-reduce:1. Find all pairs of k-equivalent entities in the system.2. If the system was discovered to be explicitly contradictory during thesearch for k-equivalent entities, the system is equivalent to ?. Stop.3. Otherwise use the subst operator to iteratively reduce the system usingthe k-equivalent entity pairs (ei; ej) in an order that respects decreasingabsolute value of jeij � jej j. Remove unconnected triples and literals, andthen stop.The resulting equivalent system will be smaller if at least one of the k-equivalentpairs contained entities of di�ering size. It is furthermore clear that the propo-63



sitions of the resulting formula are a subset of the propositions of the originalformula.By choosing an appropriate notion of equivalence in step 1, we choose howmuch work we want to spend on compacting the representation. 0-saturation isa linear algorithm, which makes propagation equivalences easy to �nd. Whenthe resulting compaction not is enough, the algorithms that use higher degreesof saturation can be applied; they have higher complexity but can �nd moreremovable subformulas. 1-saturation is for example guaranteed to �nd all sharedsubformulas [50].4.7.4 The Connective Operators m#, m:It is su�cient to consider the binary connectives (:� � � ! ? and ? can beencoded as a system only containing ?).We refer to the following algorithm that takes two given systems S1 and S2 andbuilds a composite system under an operator # as the k-fuse algorithm:1. k-reduce S1 and S22. Build a new system S with the following characteristics� Lit contains the literals that occur in the formulas represented by S1and S2.� Triple is the union of the sets of triples in S1 and S2 after triple iden-ti�ers have been changed to preserve uniqueness and literal referenceshave been adjusted to be consistent with Lit.� The top triple of S is itop : i1# i2, where i1 and i2 are the triplesthat correspond to the old top triples of S1 and S2.� [e] = feg for all entities e in S.4.7.5 Boolean Quanti�cation for mAX,mEXWe implement boolean quanti�cation by using the identity �p:� � �[>=p] @ �[?=p]for � quanti�er and @ either the disjunction and conjunction operator (see sec-tion 4.3). The substitution operations is simple to express using subst; theoperator application is implemented by k-fusing.We refer to the following algorithm as k-quantify :1. Make two copies, sys1 and sys2, of the current formula system.2. Construct res1 = subst(sys1;>; p) and res2 = subst(sys2;?; p)3. k-fuse res1 and res2 under @ 64



Our main concern is to stop the representation from growing too much as eachboolean quanti�cation without minimisation potentially doubles the formulasize. The use of k-fuse will guarantee k-minimisation, and the systems will bein good position for reductions as at least two formula leaves are propositionalconstants.4.7.6 DiscussionE�ciency. The presented algorithms will work well when the representationsize can be kept within bounds using low degrees of saturation, and the formulasthat arise during a veri�cation are easy so that �xpoint termination can bedetermined.However, if it is too hard to detect that a �xpoint has been reached, the modelchecker can just continue iterating and building new formulas (logically equiva-lent to the old); paradoxically the hardness degree of a formula can sometimesbe reduced by building another, more redundant representation. Hardness of aformula can also be decreased by adding special subformulas that preserves thesemantics [85]. Which formulas to add seems to be hard to deduce in general,but some heuristic could be possible as we are interested in formulas that arisein a particular way.One indication that formula hardness not should be a general problem is the factthat experiments with bounded model checking using St�almarck's method (seebelow) have generated formulas that are tractable even though the investigatedsystems have been very hard to verify with traditional methods.The algorithms that have been presented in this section are primitive and can bere�ned and optimised. Minimisations can for example be done more often thanthe algorithms suggest (we have here minimised at least once in each primitiveoperation), or only when strictly needed. Algorithm complexity will howeveralways be dominated by the cost of k-saturating, an algorithm that is O(n2k+1)for n formula size; the remaining parts of the presented algorithms are linear.Bounded Model Checking. Embedding model checking in propositionallogic is not a novel idea; a very promising approach to linear time temporallogic (LTL) model checking is that taken by Ed Clarke and his colleagues [6] intheir work on bounded model checking.The main idea of bounded model checking (BMC) is to generate a single propo-sitional logic formula that de�nes the set of length k paths that satis�es thetemporal formula according to a suitably modi�ed semantics. A test for PROPsatis�ability is therefore enough to prove temporal satisfaction for boundedlength paths. It turns out that there is always a �nite k such that satis�a-bility for length k paths is necessary and su�cient to infer that there exists anin�nite path that satis�es the temporal formula. A troublesome aspect of the65



bounded model checking approach is that a bound on k must be determined toguarantee that bounded satis�ability is equivalent to general satis�ability.We, on the other hand, generate a sequence of formulas �k that analogouslyde�nes the set of states that satis�es a CTL temporal formula for k steps for-ward. The logical �xpoint of this sequence de�nes the set of states that satis�esthe temporal property with respect to the standard semantics. Rather thanproducing a single, monolithic formula, however, we have the opportunity ofminimising and using domain speci�c knowledge to guide the process inbetweeneach step. We can also avoid the issue of �nding bounds on k since theoremproving is used to detect that a �xpoint has been reached.Bounded model checking is closely related to our approach. We have howeverarrived at a similar solution by considering how sets rather than paths can berepresented using logical formulas, which among other things means that wecould avoid having to prove that a bound k really exists (we have only changedthe representation of sets).The experimental data presented for bounded model checking is encouraging,and suggests that embeddings into propositional logic can be very good forsystems that are hard for BDDs. We believe that the fact that our approachcan avoid reasoning about bounds, and that we have the possibility to do internalminimisation when the formulas grow too much could be very useful.4.8 Other LogicsUp to now, we have been considering a representation that encodes a set as apropositional logic formula. But we are not forced to use propositional logic;any other logic of equal or greater strength is a possible candidate.For stronger logics it is actually often possible to embed a model checking prob-lem as a single formula that directly expresses the temporal property accordingto the normal formula semantics. We maintain that there are many bene�tsto solving a number of smaller subproblems generated by �xpoint calculationsrather than approaching the problem monolithically and relinquishing all con-trol to the theorem prover. If a �xpoint approach is taken, the model checkingprocess is divided up into many steps; inbetween each step the process can beguided and the formulas transformed.We will brie
y illustrate the bene�ts of some other logics by discussing howe�ciency could be improved by using QBF, and by indicating how FOL couldallow model checking of more complex state spaces.4.8.1 Quanti�ed Boolean FormulasSet representation in QBF might at �rst not seem any di�erent from set repre-sentation in PROP as there exists a simple translation between the two logics.66



The translation is however superpolynomial, so we can gain e�ciency by al-lowing boolean quanti�ers at the formula level throughout the process: Forexample, we can sidestep having to immediately fold out the quanti�ers, whichin some cases avoids generation of huge formulas.Consider a formula �$ �, where � contains a large number of boolean quanti-�ers. Syntactic comparison on the QBF level alone is enough to deduce that theformula is a tautology. However, if we are �rst obliged to transform the QBF for-mula into an equivalent PROP formula, a large amount of simpli�cation wouldbe necessary to keep the formula size under control.QBF-level reasoning can also be used to move quanti�ers around before a map-ping to PROP is done. One example of this would be to push in quanti�ers asfar as possible by an anti-prenex transformation, or to reduce quanti�ers in adi�erent order than inside out. In this way existing PROP provers can be usedas back-ends for QBF theorem proving.We do not know of any dedicated QBF theorem provers, but any FOL proverthat has special support for quanti�cations over �nite domains is also capableof QBF level reasoning: Given that � is a quanti�er and that x not is free in�, the QBF formula �p:� can be mapped to an equivalent �nite domain FOLformula �x 2 f0; 1g:�[(x = 1)=p].4.8.2 A Simple Use of First Order LogicFirst order logic, in contrast to propositional logic, is expressible enough tode�ne many interesting in�nite sets of states. Given that k 2 Z and ix is anelement of a �nite set of integer variables IVar, this makes it possible to modelcheck Kripke structures labelled with both ordinary atomic propositions andstatements of the form ix = k. We de�ne an extension to CTL, called iCTL,based on such extended Kripke structures:In each state s, each p 2 AP is true or false and each i 2 IVar has an integervalue. The atoms of iCTL, AP 0, areAP [ fin = k : n < jIVarj ; k 2 Zg [ fin = im : n;m < jIVarjgCompound iCTL formula semantics are de�ned by a straight forward extensionof the CTL semantics.Given an extended Kripke structure M , we de�ne in each state sivalsn = (in = k) i� M; s j= in = kFor convenience we again assume that the states are uniquely labelled, andidentify the state s with the setfvalsn : n < jAPjg [ fivalsn : n < jIVarjg67



Under the assumption that � is a standard theory of �rst order arithmetic,recursive sets of states S are now representable by �rst order logic formulas �that have propositions from AP 0, variables from IVar and for which it holdsthat s 2 S i� s;� j= �Recursive binary relations can analogously be represented with formulas, justas in section 4.6.No new operations are needed for iCTL model checking; matom, m:, m#, mAX ,mEX , m� and m� su�ce. All of the operations, with the exception of thetransition operators, can be de�ned in the same spirit as for CTL.The problem with the transition operators is now that quanti�cation over astate will result in quanti�ers that both range over propositions and variables.Boolean quanti�ers can be handled as before but the quanti�ers that range overinteger variables are not expandable as their domains are in�nite. However, aswe will use a �rst order logic theorem prover, these quanti�ers can be left in tobe removed by uni�cation.To implement iCTL in practice, both a minimiser and theorem prover for FOLis needed. One candidate for such a system would be the FOL extension toSt�almarck's method [64], with the algorithms of section 4.7 lifted to �rst orderlogic.4.8.3 And More....There is no need to stop at simple equalities as we did in the case of iCTL. Oncethe step has been taken to �rst order logic for set representation, any operationsthat are needed can be axiomatised.Special logics such as monadic �rst order logic, Presburger arithmetic and PROP+ �nite domain arithmetic can also be the foundations for model checking toolswith di�erent characteristics, applicable to yet other kinds of systems. Thee�ciency of the underlying theorem prover and minimiser is really the onlylimiting factor.4.9 ConclusionsMany di�erent trade-o�s can be made between representation size and the com-plexity of primitive model checking operations. Table 4.1 contains a numberof approaches to veri�cation of temporal logic speci�cations together with thecomplexity of operations relative to the size of the generated problem(s). Eachof the veri�cation methods has its own time/space complexity characteristic,and is therefore preferable for certain systems. For example, enumeration-basedmodel checking has very simple primitive model checking operations but re-quires a linear amount of memory in the size of the represented sets. BDD68



Veri�cation approach Complexity of operationsEnumeration PolynomialBDD �xpoint calculations Variable ordering NP-completeBMC Single NP/coNP-complete problemPROP �xpoint calculations coNP-complete subproblemsQBF �xpoint calculations PSPACE-complete subproblemsFOL �xpoint calculations Possibly undecidable subproblemsTemporal logic theorem proving Single PSPACE-complete problemTable 4.1: Some approaches to veri�cation of temporal logic speci�cationsbased symbolic model checking require operations of medium complexity, butcan represent many sets compactly.The aim of this paper has been to present a new family of model checking algo-rithms with di�erent tradeo�s, and to demonstrate some bene�ts of a theoremproving approach to an e�cient method of temporal logic theorem proving.Our next step will be to implement the algorithms we have described insideProver, a commercial tool based on St�almarcks method, and investigate whatsystems the approach is suitable for. We are eager to compare results withbounded model checking and investigate how the generalisations to other logicswork out in practice.
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Chapter 5Symbolic ReachabilityAnalysis Based onSAT-SolversThe introduction of symbolic model checking using Binary Decision Diagrams(BDDs) has led to a substantial extension of the class of systems that can be al-gorithmically veri�ed. Although BDDs have played a crucial role in this success,they have some well-known drawbacks, such as requiring an externally suppliedvariable ordering and causing space blowups in certain applications. In a paralleldevelopment, SAT-solving procedures, such as St�almarck's method or the Davis-Putnam procedure, have been used successfully in verifying very large industrialsystems. These e�orts have recently attracted the attention of the model check-ing community resulting in the notion of bounded model checking. In this paper,we show how to adapt standard algorithms for symbolic reachability analysis towork with SAT-solvers. The key element of our contribution is the combinationof an algorithm that removes quanti�ers over propositional variables and a sim-ple representation that allows reuse of subformulas. The result will in principleallow many existing BDD-based algorithms to work with SAT-solvers. We showthat even with our relatively simple techniques it is possible to verify systemsthat are known to be hard for BDD-based model checkers.This chapter was written together with Parosh Aziz Abdulla and Niklas E�en. It was pub-lished at the International Conference on Tools and Constructions for the Analysis of Systems2000 [2].
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5.1 IntroductionIn recent years model checking [21, 79] has been widely used for algorithmicveri�cation of �nite-state systems such as hardware circuits and communicationprotocols. In model checking, the speci�cation of the system is formulated asa temporal logical formula, while the implementation is described as a �nite-state transition system. Early model-checking algorithms su�ered from stateexplosion, as the size of the state space grows exponentially with the number ofcomponents in the system. One way to reduce state explosion is to use symbolicmodel checking [18, 67], where the transition relation is coded symbolically asa boolean expression, rather than explicitly as the edges of a graph. Symbolicmodel checking achieved its major breakthrough after the introduction of BinaryDecision Diagrams (BDDs) [16] as a data structure for representing booleanexpressions in the model checking procedure. An important property of BDDsis that they are canonical. This allows for substantial sub-expression sharing,often resulting in a compact representation. In addition, canonicity impliesthat satis�ability and validity of boolean expressions can be checked in constanttime. However, the restrictions imposed by canonicity can in some cases lead toa space blowup, making memory a bottleneck in the application of BDD-basedalgorithms. There are examples of functions, for example multiplication, whichdo not allow sub-exponential BDD representations. Furthermore, the size ofa BDD is dependent on the variable ordering which in many cases is hard tooptimize, both automatically and by hand. BDD-based methods can typicallyhandle systems with hundreds of boolean variables.A related approach is to use satis�ability solvers, such as implementations ofSt�almarck's method [92] and the Davis-Putnam procedure [100]. These methodshave already been used successfully for verifying industrial systems [87, 14,15, 93, 42]. SAT-solvers enjoy several properties which make them attractiveas a complement to BDDs in symbolic model checking. For instance, theirperformance is less sensitive to the size of the formulas, and they can in somecases handle propositional formulas with thousands of variables. Furthermore,SAT-solvers do not su�er from space explosion, and do not require an externalvariable ordering to be supplied. Finally, satis�ability solving is an NP-completeproblem, whereas BDD-construction solves a #P-complete problem [74] as it ispossible to determine the number of models of a BDD in polynomial time. #P-complete problems are widely believed to be harder than NP-complete problems.The aim of this work is to exploit the strength of SAT-solving procedures in orderto increase the class of systems amenable to veri�cation via the traditional sym-bolic methods. We consider modi�cations of two standard algorithms|forwardand backward reachability analysis|where formulas are used to characterizesets of reachable states [9]. In these algorithms we replace BDDs by satis�a-bility checkers such as the PROVER implementation of St�almarck's method [92]or SATO [100]. We also use a data structure which we call Reduced BooleanCircuits (RBCs) to represent formulas. RBCs avoid unnecessarily large repre-72



sentations through the reuse of subformulas, and allow for e�cient storage andmanipulation of formulas. The only operation of the reachability algorithmsthat does not carry over straightforwardly to this representation is quanti�ca-tion over propositional variables. Therefore, we provide a simple procedure forthe removal of quanti�ers, which gives adequate performance for the exampleswe have tried so far.We have implemented a tool FIXIT [32] based on our approach, and carriedout a number of experiments. The performance of the tool indicates that eventhough we use simple techniques, our method can perform well in comparisonto existing ones.Related Work. Bounded Model Checking (BMC) [5, 6, 7] is the �rst ap-proach in the literature to perform model checking using SAT-solvers. To checkreachability, the BMC procedure searches for counterexamples (paths to un-desirable states) by \unrolling" the transition relation k steps. The unrollingis described by a (quanti�er-free) formula which characterizes the set of feasi-ble paths through the transition relation with lengths smaller than or equal tok. The search can be terminated when the value of k is equal to the diam-eter of the system|the maximum length of all shortest path between statesin the system. Although the diameter can be speci�ed by a logical formula,its satis�ability is usually hard to check, making BMC incomplete in practice.Furthermore, for \deep" transition systems, formulas characterizing the set ofreachable states may be much smaller than those characterizing witness paths.Since our method is based on encodings of sets of states, it may in some casescope with systems which BMC fails to analyze as it generates formulas that aretoo large.Our representation of formulas is closely related to Binary Expression Diagrams(BEDs) [3, 54]. In fact there are straightforward linear space translations backand forth between the representations. Consequently, RBCs share the goodproperties of BEDs, such as being exponentially more succinct than BDDs [3].The main di�erence between our approach and the use of BEDs is the wayin which satis�ability checking and existential quanti�cation is handled. In[3], satis�ability of BEDs is checked through a translation to equivalent BDDs.Although many simpli�cations are performed at the BED level, converting toBDDs during a �xpoint iteration could cause degeneration into a standard BDD-based �xpoint iteration. In contrast, we check satis�ability by mapping RBCsback to formulas which are then fed to external SAT-solvers. In fact, the useof SAT-solvers can also be applied to BEDs, but this does not seem to havebeen explored so far. Furthermore, in the BED approach, existential quanti�-cation is either handled by introducing explicit quanti�cation vertices, or by aspecial transformation that rewrites the representation into a form where naiveexpansion can be applied. We use a similar algorithm that also applies an extrainlining rule. The inlining rule is particularly e�ective in the case of backwardreachability analysis, as it is always applicable to the generated formulas. Toour knowledge, no results have been reported in the literature on applications73
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3Figure 5.1: A simple circuit built from combinational gates and delays.of BEDs in symbolic model checking. We would like to emphasize that we viewRBCs as a relatively simple representation of formulas, and not as a majorcontribution of this work.5.2 PreliminariesWe verify systems described as synchronous circuits constructed from elemen-tary combinational gates and unit delays|a simple, yet popular, model of com-putation. The unit delays are controlled by a global clock, and we place norestriction on the inputs to a circuit. The environment is free to behave in anyfashion.We de�ne the state-holding elements of a circuit to be the primary inputs andthe contents of the delays, and de�ne a valuation to be an assignment of booleanvalues to the state-holding elements. The behaviour of a circuit is modelled asa state-transition graph where (1) each valuation is a state; (2) the initial statescomprise all states that agree with the initial values of the delays; and (3) thereis a transition between two states if the circuit can move between the sourcestate and the destination state in one clock cycle.We construct a symbolic encoding of the transition graph in the standard man-ner. We assign every state-holding element a propositional state variable vi,and make two copies of the set of state variables, s = fv0; v1; : : : ; vkg ands0 = fv00; v01; : : : ; v0kg. Given a circuit we can now generate two characteristicformulas. The �rst of the characteristic formulas, Init(s) = Vi vi $ �i, de�nesthe initial values of the state-holding elements. The second characteristic for-mula, Tr(s; s0) = Vi v0i $  i(s), de�nes the next-state values of state-holdingelements in terms of the current-state values.74



1FInit 2 BadB BF 2 1
. . . . . .?Figure 5.2: The intuition behind the reachability algorithms.Example 1 The following formulas characterize the circuit in Figure 5.1:Init = (v0 $ >) ^ (v3 $ ?)Tr = (v00 $ (v0 ^ v1)) ^ (v03 $ (v2 _ v3)) utWe investigate the underlying state-transition graph by applying operationsat the formula level. In doing so we make use of the following three facts.First, the relation between any points in a given circuit can be expressed as apropositional formula over the state-holding variables. Second, we can representany set S of transition-graph states by a formula that is satis�ed exactly by thestates in S. Third, we can lift all standard set-level operations to operationson formulas (for example, set inclusion corresponds to formula-level implicationand set nonemptiness checking to satis�ability solving, respectively).5.3 Reachability AnalysisGiven the characteristic formulas of a circuit and a formula Bad(s), we de�nethe reachability problem as that of checking whether it is possible to reach a statethat satis�es Bad(s) from an initial state. As an example, in the case of thecircuit in Figure 5.1, we might be interested in whether the circuit could reacha state where the two delay elements output the same value (or equivalently,where the formula v0 $ v3 is satis�able). We adapt two standard algorithms forperforming reachability analysis. In forward reachability we compute a sequenceof formulas Fi(s) that characterize the set of states that the initial states canreach in i steps: F0(s) = InitFi+1(s0) = toProp(9s: T r(s; s0) ^ Fi(s)))Each computation of Fi+1 gives rise to a Quanti�ed Boolean Formula (QBF),which we translate back to a pure propositional formula using an operationtoProp (de�ned in Section 5.5). We terminate the sequence generation if either(1) Fn(s)^Bad(s) is satis�able: this means that a bad state is reachable; hencewe answer the reachability problem positively; or (2) Wnk=0 Fk(s)! Wn�1k=0 Fk(s)75



holds: this implies that we have reached a �xpoint without encountering a badstate; consequently the answer to the reachability question is negative.In backward reachability we instead compute a sequence of formulas Bi(s) thatcharacterize the set of states that can reach a bad state in i steps:B0(s) = BadBi+1(s) = toProp(9s0: T r(s; s0) ^ Bi(s0)))In a similar manner to forward reachability, we terminate the sequence genera-tion if either (1) Bn(s)^ Init(s) is satis�able, or (2) Wnk=0 Bk(s)! Wn�1k=0 Bk(s)holds.Figure 5.2 shows the intuition behind the algorithms. We remark that the tworeachability methods can be combined by alternating between the computationof Fi+1 and Bi+1. The generation can be terminated when either a �xpoint isreached in some direction, or when Fn and Bn intersect. However, we do notmake use of hybrid analyses in this paper.We need to address three nontrivial issues in an implementation of the adaptedreachability algorithms. First, we must avoid the generation of unnecessarilylarge formula characterizations of the sets Fi and Bi|formulas are not a canon-ical representation. Second, we must de�ne the operation toProp in such a waythat it translates quanti�ed boolean formulas to propositional logic withoutneedlessly generating exponential results. Third, we must interface e�cientlyto external satis�ability solvers. The remainder of the paper explains our solu-tions, and evaluates the resulting reachability checker.5.4 Representation of FormulasLet Bool denote the set of booleans; Vars denote the set of propositionalvariables, including a special variable > for the constant true; and Op denotethe set f$;^g.We introduce the representation Boolean Circuit (BC) for propositional formu-las. A BC is a directed acyclic graph, (V;E). The vertices V are partitionedinto internal nodes, VI, and leaves, VL. The vertices and edges are given at-tributes as follows:� Each internal vertex v 2 VI has three attributes: A binary operatorop(v) 2 Op, and two edges left(v); right(v) 2 E.� Each leaf v 2 VL has one attribute: var (v) 2 Vars.� Each edge e 2 E has two attributes: sign(e) 2 Bool and target(e) 2 V.76
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Figure 5.3: A non-reduced Boolean Circuit and its reduced form.We observe that negation is coded into the edges of the graph, by the signattribute. Furthermore, we identify edges with subformulas. In particular, thewhole formula is identi�ed with a special top-edge having no source vertex. Theinterpretation of an edge as a formula is given by the standard semantics of ^;$and : by viewing the graph as a parse tree (with some common sub-expressionsshared). Although ^ and : are functionally complete, we choose to include $in the representation as it would otherwise require three binary connectives toexpress. Figure 5.3 shows an example of a BC.A Reduced Boolean Circuit (RBC) is a BC satisfying the following properties:1. All common subformulas are shared so that no two vertices have identicalattributes.2. The constant > never occurs in an RBC, except for the single-vertex RBCsrepresenting true or false.3. The children of an internal vertex are syntactically distinct, left(v) 6=right(v).4. If op(v) = $ then the edges to the children of v are unsigned.5. For all vertices v, left(v) < right(v), for some total order < on BCs.The purpose of these constraints is to identify as many equivalent formulas aspossible, and thereby increase the amount of subformula sharing. For this reasonwe allow only one representation of :(� $  ) () (:� $  ) (in 4 above),and (� ^  ) () ( ^ �) (in 5 above).The RBCs are created in an implicit environment, where all existing subformulasare tabulated. We use the environment to assure property (1). Figure 5.4 shows77



reduce(And, left 2 RBC, right 2 RBC)if (left = right) return leftelif (left = :right) return ?elif (left = >) return rightelif (right = >) return leftelif (left = ?) return ?elif (right = ?) return ?else return nil
reduce(Equiv, left 2 RBC, right 2 RBC)if (left = right) return >elif (left = :right) return ?elif (left = >) return rightelif (left = ?) return :rightelif (right = >) return leftelif (right = ?) return :leftelse return nilmk Comp(op 2 Op, left 2 RBC, right 2 RBC, sign 2 Bool)result := reduce(op, left, right)if (result 6= nil)return id(result, sign) { id returns result or :result depending on signif (right < left)(left, right) := (right, left) { Swap the values of left and rightif (op = Equiv)sign := sign xor sign(left) xor sign(right)left := unsigned(left)right := unsigned(right)result := lookup(RBC env, (op, left, right)) { Look for vertex in environmentif (result = nil)result := insert(RBC env, (op, left, right))return id(result, sign)Figure 5.4: Pseudo-code for creating a composite RBC from two existing RBCs.the only non-trivial constructor for RBCs, mk Comp, which creates a compositeRBC from two existing RBCs (we use x 2 Vars(�) to denote that x is a variableoccurring in the formula �). It should be noted that the above properties onlytakes constant time to maintain in mk Comp.5.5 Quanti�cationIn the reachability algorithms we make use of the operation toProp to translateQBF formulas into equivalent propositional formulas. We reduce the translationof a set of existential quanti�ers to the iterated removal of a single quanti�erafter we have chosen a quanti�cation order. In the current implementation anarbitrary order is used, but we are evaluating more re�ned approaches.Figure 5.5 presents the quanti�cation algorithm of our implementation. Byde�nition we have: 9x : �(x) () �(?) _ �(>) (�)The de�nition can be used to naively resolve the quanti�ers, but this may yield78



an exponential blowup in representation size. To try to avoid this, we use thefollowing well-known identities (applied from left to right) whenever possible:Inlining:9x : (x$  ) ^ �(x) () �( ) (where x 62 Vars( ))Scope Reduction:9x : �(x) ^  () (9x:�(x)) ^  (where x 62 Vars( ))9x : �(x) _  (x) () (9x:�(x)) _ (9x: (x))When applicable, inlining is an e�ective method of resolving quanti�ers as itimmediately removes all occurrences of the quanti�ed variable x. The appli-cability of the transformation relies on the fact that the formulas occurring inreachability often have a structure that matches the rule. This is particularlytrue for backward reachability as the transition relation is a conjunction of nextstate variables de�ned in terms of current state variables Vi v0i $  i(s).The �rst step of the inlining algorithm temporarily changes the representationof the top-level conjunction. From the binary encoding of the RBC, we extractan equivalent set representation Vf�0; �1; : : : ; �ng. If the set contains one ormore elements of the form x $  , the smallest such element is removed fromthe set and its right-hand side  is substituted for x in the remaining elements.The set is then re-encoded as an RBC.If inlining is not applicable to the formula (and variable) at hand, the translatortries to apply the scope reduction rules as far as possible. This may result in aquanti�er being pushed through an Or (represented as negated And), in whichcase inlining may again be possible.For subformulas where the scope can no longer be reduced, and where inliningis not applicable, we resort to naive quanti�cation (*). Reducing the scope asmuch as possible before doing this will help prevent blowups. Sometimes thequanti�ers can be pushed all the way to the leaves of the RBC, where they canbe eliminated.Throughout the quanti�cation procedure, we may encounter the same sub-problem more than once due to shared subformulas. For this reason we keep atable of the results obtained from all previously processed subformulas.5.6 Satis�abilityGiven an RBC, we want to decide whether there exists a satisfying assignmentfor the corresponding formula by applying an external SAT-solver. The naivetranslation|unfold the graph to a tree and encode the tree as a formula|hasthe drawback of removing sharing. We therefore use a mapping where eachinternal node in the representation is allocated a fresh variable. This variableis used in place of the subformula that corresponds to the internal node. The79



{ Global variable processed tabulates the results of the performed quanti�cations.quant naive(� 2 RBC, x 2 Vars)result = subst(�, x, ?) _ subst(�, x, >)insert(processed, �, x, result)return resultquant reduceScope(� 2 RBC, x 2 Vars)if (x 62 Vars(�)) return �if (� = x) return >result := lookup(processed, �, x)if (result 6= nil)return result{ In the following � must be composite and contain x:if (�op = Equiv)result := quant naive(�, x)elif (not �sign) { Operator And, unsignedif (x 62 Vars(�left )) result := �left ^ quant reduceScope(�right , x)elif (x 62 Vars(�right)) result := quant reduceScope(�left , x) ^ �rightelse result := quant naive(�, x)else { Operator And, signed (\Or")result := quant inline(:�left , x) _ quant inline(:�right , x)insert(processed, �, x, result)return resultquant inline(� 2 RBC, x 2 Vars) { \Main"C := collectConjuncts(�) { Merge all binary Ands at the top of � into a\big" conceptual conjunction (returned as a set). := �ndDef (C, x) { Return the smallest formula  such that (x$  )is a member of C.if ( 6= nil)C0 := C n (x$  ) { Remove de�nition from C.return subst(makeConj (C0), x,  ) { makeConj builds an RBC.else return quant reduceScope(�, x)Figure 5.5: Pseudo-code for performing existential quanti�cation over one vari-able. By �left we denote left(target(�)) etc. We use ^, _ as abbreviations forcalls to mk Comp.generated formula is the conjunction of all the de�nitions of internal nodes andthe literal that de�nes the top edge.Example 2 The right-hand RBC in Figure 5.3 is mapped to the following80



formula in which the ik variables de�ne internal RBC nodes:(i0 $ :i1 ^ i2)^ (i1 $ i3 $ i4)^ (i2 $ i3 ^ i4)^ (i3 $ x ^ z)^ (i4 $ z ^ y)^ :i0 utA formula resulting from the outlined translation is not equivalent to the originalformula without sharing, but it will be satis�able if and only if the originalformula is satis�able. Models for the original formula are obtained by discardingthe values of internal variables.5.7 Experimental ResultsWe have implemented a tool FIXIT [32] for performing symbolic reachabilityanalysis based on the ideas presented in this paper. The tool has a �xpointmode in which it can perform both forward and backward reachability analysis,and an unroll mode where it searches for counterexamples in a similar mannerto the BMC procedure. We have carried out preliminary experiments on threebenchmarks: a multiplier and a barrel shifter (both from the BMC distribution),and a swapper (de�ned by the authors). The �rst two benchmarks are knownto be hard for BDD-based methods.In all the experiments, PROVER outperforms SATO, so we only present measure-ments made using PROVER. Furthermore, we only present time consumption.Memory consumption is much smaller than for BDD-based systems. Garbagecollection has not yet been implemented in FIXIT, but the amount of simultane-ously referenced memory peaks at about 5-6 MB in our experiments. We alsoknow that the memory requirements of PROVER are relatively low (worst casequadratic in the formula size). The test results for FIXIT are compared withresults obtained from VIS release 1.3, BMC version 1.0f and CADENCE SMVrelease 09-01-99.The Multiplier. The example models a standard 16�16 bit shift-and-addmultiplier, with an output result of 32 bits. Each output bit is individuallyveri�ed against the C6288 combinational multiplier of the ISCAS'85 benchmarksby checking that we cannot reach a state where the computation of the shift-and-add multiplier is completed, but where the selected result bit is not consistentwith the corresponding output bit of the combinational circuit.81



Bit FIXITFwd FIXITBwd FIXITUnroll BMC VIS SMVsec sec sec sec sec sec0 0.8 2.0 0.7 1.0 5.3 41.41 0.9 2.3 0.7 1.4 5.4 41.32 1.1 3.0 0.8 2.0 5.3 42.53 1.8 3.9 0.9 4.0 5.5 42.64 3.0 6.1 1.2 8.2 6.2 [>450 MB]5 7.2 9.9 1.8 19.9 10.2 {6 24.3 21.5 3.8 66.7 32.9 {7 100.0 61.9 11.8 304.6 153.5 {8 492.8 224.7 45.2 1733.7 [>450 MB] {9 2350.6 862.6 197.8 9970.8 { {10 11927.5 3271.0 862.8 54096.8 { {11 60824.6 13494.3 3838.0 { { {12 { 50000.0 16425.8 { { {Table 5.1: Experimental results for the multiplier.Table 5.1 presents the results for the multiplier. The SAT-based methods out-perform both VIS and SMV. The unroll mode is a constant factor more e�cientthan the �xpoint mode. However, we were unable to prove the diameter ofthe system by the diameter formula generated by BMC, which means that theveri�cation performed by the unroll method (and BMC) should be consideredpartial.The Barrel Shifter. The barrel shifter rotates the contents of a register �le Rwith one position in each step. The system also contains a �xed register �le R0,related to R in the following way: if two registers from R and R0 have the samecontents, then their neighbours also have the same contents. We constrain theinitial states to have this property, and the objective is to prove that it holdsthroughout the reachable part of the state space. The width of the registers islog jRj bits, and we let the BMC tool prove that the diameter of the circuit isjRj.Table 5.2 presents the results for the barrel shifter. No results are presented for
VIS due to di�culties in describing the extra constraint on the initial state inthe VIS input format.The backward reachability mode of FIXIT outperforms SMV and BMC on thisexample. The reason for this is that the set of bad states is closed under thepre-image function, and hence FIXIT terminates after only one iteration. SMVis unable to build the BDDs characterising the circuits for larger problem in-stances. The BMC tool has to unfold the system all the way up to the diameter,producing very large formulas; in fact, the version of BMC that we used couldnot generate formulas for larger instances than size 17 (a size 17 formula is 2.2MB large). The oscillating timing data for the SAT-based tools re
ects theheuristic nature of the underlying SAT-solver.82



jRj FIXITFwd FIXITBwd FIXITUnroll BMC Diam SMVsec sec sec sec sec sec2 1.7 0.1 0.1 0.0 0.0 0.03 2.3 0.1 0.1 0.0 0.0 0.14 3.0 0.1 0.2 0.0 0.0 0.15 42.4 0.2 0.3 0.1 0.1 44.26 848.9 0.2 0.5 0.3 0.1 [>450 MB]7 5506.6 0.4 0.5 0.4 0.2 {8 [>3 h] 0.5 1.0 1.2 0.3 {9 { 0.8 1.6 2.4 0.6 {10 { 1.1 2.3 8.6 0.8 {11 { 1.5 2.3 3.3 1.1 {12 { 2.3 4.1 25.6 1.5 {13 { 2.6 3.9 7.1 2.0 {14 { 3.2 7.8 80.1 2.6 {15 { 3.7 8.6 75.1 3.5 {16 { 4.3 12.1 150.0 4.4 {17 { 6.7 11.0 34.6 7.9 {18 { 8.7 30.5 ? ? {19 { 9.2 15.6 ? ? {20 { 13.5 49.1 ? ? {...30 { 51.4 452.1 ? ? {...40 { 230.5 2294.7 ? ? {...50 { 501.5 8763.3 ? ? {Table 5.2: Experimental results for the barrel shifter.The Swapper. N nodes, each capable of storing a single bit, are connectedlinearly: 1 | 2 | 3 | 4 | � � � | NAt each clock-cycle (at most) one pair of adjacent nodes may swap their values.From this setting we ask whether the single �nal state in which exactly the�rst bN=2c nodes are set to 1 is reachable from the single initial state in whichexactly the last bN=2c nodes are set to 1. Table 5.3 shows the result of verifyingthis property.Both VIS and SMV handle the example easily. FIXIT can handle sizes up to14, but does not scale up as well as VIS and SMV, as the representations gettoo large. This illustrates the importance of maintaining a compact represen-tation during deep reachability problems; something that is currently not doneby FIXIT. However, BMC does even worse, even though the problem is a strictsearch for an existing counterexample|something BMC is generally good at.This shows that �xpoint methods can be superior both for proving unreacha-bility and detecting counterexamples for certain classes of systems.83



N FIXITFwd FIXITBwd FIXITUnroll BMC VIS SMVsec sec sec sec sec sec3 0.2 0.2 0.2 0.0 0.3 0.04 0.3 0.3 0.2 0.0 0.3 0.05 0.6 0.5 0.3 0.1 0.3 0.06 0.9 1.5 1.8 7.2 0.4 0.17 1.7 3.7 131.2 989.5 0.4 0.18 3.8 10.4 [>2 h] [>2 h] 0.4 0.19 9.7 58.9 { { 0.4 0.110 27.7 187.1 { { 0.4 0.111 74.1 779.2 { { 0.5 0.212 238.8 4643.2 { { 0.6 0.213 726.8 [>2 h] { { 0.7 0.314 2685.7 { { { 0.7 0.415 [>2 h] { { { 0.7 0.6...20 { { { { 1.6 7.9...25 { { { { 3.3 53.0...30 { { { { 15.1 263.0...35 { { { { 39.1 929.6...40 { { { { 89.9 2944.3Table 5.3: Experimental results for the swapper.5.8 Conclusions and Future WorkWe have described an alternative approach to standard BDD-based symbolicmodel checking which we think can serve as a useful complement to existingtechniques. We view our main contribution as showing that with relativelysimple means it is possible to modify traditional algorithms for symbolic reach-ability analysis so that they work with SAT-procedures instead of BDDs. Theresulting method gives surprisingly good results on some known hard problems.SAT-solvers have several properties which make us believe that SAT-basedmodel checking will become an interesting complement to BDD-based tech-niques. For example, in a proof system like St�almarck's method, formula sizedoes not play a decisive role in the hardness of satis�ability checking. This isparticularly interesting since industrial applications often give rise to formulaswhich are extremely large in size, but not necessarily hard to prove.There are several directions for future work. We are currently surveying sim-pli�cation methods that can be used to maintain compact representations. Onepromising approach [3] is to improve the local reduction rules to span overmultiple levels of the RBC graphs. We are also interested in exploiting thestructure of big conjunctions and disjunctions, and in simplifying formulas us-ing algorithms based on St�almarck's notion of formula saturation [9]. As forthe representation itself, we are considering adding if-then-else and substitu-tion nodes [54]. Other ongoing work includes experiments with heuristics forchoosing good quanti�cation orderings.84



In the longer term, we will continue to work on conversions of BDD-based algo-rithms. For example, we have already implemented a prototype model checkerfor general (fair) CTL formulas. Also, employing traditional BDD-based modelchecking techniques such as front simpli�cation and approximate analysis arevery likely to improve the e�ciency of SAT-based model checking signi�cantly.Many important questions related to SAT-based model checking remain to beanswered. For example, how should the user choose between bounded and�xpoint-based model checking? How can SAT-based approaches be combinedwith standard approaches to model checking?AcknowledgementsThe implementation of FIXIT was done as a Master's thesis at Prover Technol-ogy, Stockholm. Thanks to Purushothaman Iyer, Bengt Jonsson, Gordon Pace,Mary Sheeran and Gunnar St�almarck for giving valuable feedback on earlierdrafts.This research was partially supported by TFR, the ASTEC competence centerfor advanced software technology, and the ARTES network for real-time researchand graduate education in Sweden.
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Chapter 6SAT-based Veri�cationwithout State SpaceTraversalBinary Decision Diagrams (BDDs) have dominated the area of symbolic modelchecking for the past decade. Recently, the use of satis�ability (SAT) solvershas emerged as an interesting complement to BDDs. SAT-based methods arecapable of coping with some of the systems that BDDs are unable to handle.The most challenging problem that has to be solved in order to adapt standardsymbolic model checking to SAT-solvers is the boolean quanti�cation necessaryfor traversing the state space. A possible approach to extending the applicabilityof SAT-based model checkers is therefore to reduce the amount of traversal.In this paper, we investigate a BDD-based veri�cation algorithm due to vanEijk. Van Eijk's algorithm tries to compute information that is su�cient toprove a given safety property directly. When this is not possible, the computedinformation can be used to reduce the amount of traversal needed by standardmodel checking algorithms. We convert van Eijk's algorithm to use a SAT-solverinstead of BDDs. We also make a number of improvements to the originalalgorithm, such as combining it with recently developed variants of induction.The result is a collection of substantially strengthened and complete veri�cationmethods that do not require state space traversal.This chapter was written together with Koen Claessen. It was published at the InternationalConference on Formal Methods in Computer Aided Design 2000 [10].
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6.1 IntroductionSymbolic model checking based on satis�ability (SAT) solvers [6, 2, 99, 86] hasrecently emerged as an interesting complement to model checking with BinaryDecision Diagrams (BDDs) [16]. There are a number of systems which are notsuited to be e�ectively veri�ed using BDD-based model checkers, but can be ver-i�ed using SAT-based methods. The use of SAT-solvers rather than BDDs alsohas advantages such as freeing the user from providing good variable orderings,and making the number of variables in the system less of a bottleneck. However,the boolean quanti�cation that is necessary for computing characterisations forsets of predecessors (and successors) of states can sometimes lead to excessivelylarge formulas in SAT adaptions of standard model checking algorithms.In the hope of alleviating these problems, we investigate a BDD-based algorithmdue to van Eijk [33] that attempts to verify safety properties of circuits withoutperforming state-space traversal. The main idea behind the algorithm is touse induction to cheaply compute points in the circuit that always have thesame value (or always have opposite values) in the reachable state space. Thisinformation sometimes directly implies the safety properties. If such a directproof is not possible, the computed information can be used to decrease thenumber of necessary �xpoint iterations in backwards reachability algorithms.Van Eijk [33] has used the algorithm to directly prove equivalence between theoriginal circuits and synthesised and optimised versions of 24 of the 26 circuitsin the ISCAS'89 benchmark suite.We are speci�cally interested in using van Eijk's algorithm to prove safety prop-erties of circuits that are hard to represent using BDDs. Also, when a directproof is not possible, we want to use the computed information to reduce theamount of state space traversal in exact SAT-based model checking methodsas this could decrease the amount of necessary quanti�cation drastically. As aconsequence, we want to �nd alternatives to the use of BDDs in the originalanalysis. Van Eijk's algorithm also has the drawback of always computing thelargest possible set of equivalences, even when this is not needed for the veri�-cation of the particular safety property at hand. In some cases this can becometoo costly; we would therefore like to be able to control how much work we putinto �nding equivalences.We solve the two problems by converting the algorithm to use propositionalformulas to represent points in the circuit, and by applying St�almarck's satura-tion algorithm [92, 87] rather than BDDs for discovering equivalences betweenpoints.The resulting algorithm is generalised in three ways. First, we make the algo-rithm complete by changing the induction scheme that is used in the method tosome recently developed stronger variants of induction [86]. Second, we mod-ify the algorithm to also discover implications between points in the circuit.Third, we demonstrate that van Eijk's algorithm can be viewed as an approxi-mate forwards reachability analysis, and use this insight to construct the dual88



approximate backwards reachability algorithm and a mutual improvement al-gorithm.The information that is computed by the resulting algorithms can in principlebe used together with any BDD- or SAT-based model checking method. Weshow some benchmarks that demonstrate that the methods on their own canbe very powerful tools for checking safety properties. For example, we use thealgorithms to verify a non-trivial industrial example that previously has beenout of reach for the SAT-based model checker FIXIT [2].6.2 Van Eijk's MethodIn this section, we describe van Eijk's method [33]. In the original paper itis presented as a method for equivalence checking of sequential synchronouscircuits. However, while using the method we have observed that it can workwell also for general safety property veri�cation.Basic idea. The idea behind van Eijk's algorithm is to �nd the points inthe circuit which have the same value (or have opposite values) in all reachablestates. This information can then be used to either directly prove the safetyproperty or to strengthen other veri�cation methods.The information is represented as an equivalence relation over the points ofthe circuit and their negations. The algorithm computes such an equivalencerelation by means of a �xed point iteration. It starts with the equivalencerelation that necessarily holds between the points in the initial state. Thenit improves the relation by assuming that the equivalences hold at one timeinstance and deriving the subset of these equivalences that must hold in thenext time instance. After a number of consecutive improvements, a �xed pointis reached. The resulting equivalence relation is satis�ed by the initial states,and is moreover preserved by any circuit transition. Therefore, it must hold inall reachable states.Before we give a more precise description of van Eijk's algorithm, we �rst intro-duce some de�nitions.Formulas. We describe the systems we are dealing with using propositionallogic formulas. These are syntactic objects, built from variables like x and y,boolean values 1 and 0, and connectives :, ^, _, ), and ,. We say that aformula is valid if and only if it evaluates to 1 for all variable assignments underthe usual interpretation of the connectives.State machines. We represent sequential synchronous circuits as state ma-chines in the standard way [22], where the set of states is the set of booleanvaluations of a vector s of variables; one variable for each input and internallatch. As we do not restrict the input part of the states, these state machinesare non-deterministic. The standard representation also guarantees that everystate has at least one outgoing transition.89
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Figure 6.1: An example circuitWe characterise the set of initial states and the transition relation of the statemachine by the propositional logic formulas Init(s) and Trans(s; s0), respec-tively. In other words, Init(s) is satis�ed exactly by the initial states, andTrans(s; s0) is satis�ed precisely when there is a transition between the states sand s0. The safety property of the system we want to verify is represented bythe formula Prop(s).Example 3 Assume that we want to decide whether the two subcir-cuits in Figure 6.1 are equivalent. This amounts to checking whetherthe signal p is always true. Let us construct the necessary formulas.There are four state variables|one for every input and one for everydelay component|so s = (x; d1; d2; d3). Since the delay componentshave an initial value of 0, the formula for the initial states becomes:Init(x; d1; d2; d3) = :d1 ^ :d2 ^ :d3Looking at the logic contained in the circuit, we can write down theformula for the transition relation:Trans(x; d1; d2; d3; x0; d01; d02; d03) =(d01 , :(d1 ^ d2)) ^ (d02 , :x) ^ (d03 , :(x _ d3))Lastly, we de�ne the formula for the property p:Prop(x; d1; d2; d3) = (d1 ^ d2 ^ x) , (d3 ^ x) utSignals. Given the formulas that characterise a state machine, we de�ne theset Signals that models the points in the circuit. The elements of Signals are90



functions taking state variable vectors to formulas instantiated with these vari-ables. Speci�cally, for every subformula f(s) of the system formulas Trans(s; s0)and Prop(s), such that f(s) is not dependent on any of the variables of s0, weadd the corresponding functions f and :f to the set. Moreover, we also addthe constant signals tt and �, for which tt(s) = 1 and �(s) = 0.Example 4 f1 is a signal in Figure 6.1 with the de�nition f1(x; d1; d2; d3) =d1^d2. The negated signal :f has the de�nition :f1(x; d1; d2; d3) =:(d1 ^ d2). utSignal correspondence. For a given equivalence relation � over the setSignals, we de�ne the signal correspondence condition, denoted by Holds(�; s),as follows: Holds(�; s) = f̂�g f(s), g(s):This means that the correspondence condition for an equivalence relation issatis�ed by a state when all the signals that are equivalent have the same valuein that state. We de�ne a signal correspondence relation as an equivalencerelation whose correspondence condition holds in all reachable states.1Algorithm. In order to �nd a signal correspondence relation, van Eijk'salgorithm computes a sequence of equivalence relations �i, each being a betteroverapproximation of the desired relation. The sequence stops when an n isfound such that �n is equal to �n+1.The �rst approximation �0 is the equivalence relation that holds in the initialstates. We can de�ne it as follows; for all f and g, f �0 g if and only if thefollowing formula is valid:Init(s1) ) f(s1), g(s1):This means that two signals are equivalent precisely if they must have the samevalue in all initial states. The original algorithm computes �0 by constructing aBDD for every signal, and pairwise comparing these BDDs under the assumptionthat the BDD for Init(s) holds.The other approximations �n+1 for n � 0 are subsets of �n. We can de�nethem as follows; for all f and g, f �n+1 g if and only if f �n g and the followingformula is valid:Holds(�n; s1) ^ Trans(s1; s2) ) f(s2), g(s2):This means that two signals are equivalent in the new relation, when (1) theywere equivalent in the old relation and (2) they have the same value in thenext state if the old relation holds in the current state. The original algorithmcomputes �n+1 by pairwise comparison of the BDDs for the signals related by�n under the assumption that the BDD for �n+1 holds.1Note that this is a slight generalisation of van Eijk's original de�nition [33].91



1. �1;�2 := ;; ; ;2. -- compute �rst approximation3. for every f; g in Signals do4. form := Init(s1)) (f(s1), g(s1)) ;5. if (validBdd(form)) then6. set f �2 g ;7. -- iterate until a �xed point is reached8. while (�1 6=�2) do9. �1;�2 := �2; ; ;10. for every f; g in Signals such that f �1 g do11. form := Holds(�1; s1) ^ Trans(s1; s2)) (f(s2), g(s2)) ;12. if (validBdd(form)) then13. set f �2 g ;14. return �1 ; Figure 6.2: Van Eijk's algorithmThe construction of approximations �i has the shape of an inductive argument;it has a base case and a step that is iterated until it is provable. The �nal signalcorrespondence relation therefore holds in all reachable states.For a schematic overview of the algorithm, see Figure 6.2. At lines 5 and 12, weuse the function validBdd that checks if a formula is valid by building its BDD.At lines 6 and 13, we use set to modify an equivalence relation by merging theequivalence classes for f and g.Example 3 (ctd.). The signal correspondence relation found bythe algorithm for Example 3 looks as follows:f: : : ; (f1; d3); (f2; f3); (p; tt); : : : gFrom this information it follows immediately that the property p isalways true. utRemarks. The signal correspondence relation found by the algorithm some-times implies the safety property directly. If this is not the case, then we canstrengthen the transition formula Trans(s; s0) to a new formula Trans(s; s0) ^Holds(�; s)^ Holds(�; s0). This is legal as we only are interested in transitionsin the reachable state space. The new transition formula relates fewer states,and can consequently reduce the number of �xpoint iterations in conventionalmodel checking methods.Van Eijk's original paper presents a number of improvements of the basicmethod, such as retiming techniques that enlarge the set Signals so that theequivalence relation can contain more information, and random simulation thataims to reduce the number of pairwise comparisons by computing a better ini-tial approximation �0. We will not discuss these techniques here, but refer tothe original paper [33]. 92



6.3 St�almarck's Method Instead of BDDsVan Eijk's method has a number of disadvantages. First of all, sometimes itis impossible to complete the analysis as some signals in the circuit can not berepresented succinctly as BDDs. Second, the algorithm always �nds the largestequivalence relation, which can be unnecessarily costly for proving the property.Third, the equivalences are computed by pairwise comparisons of signals, whichmeans we have to build a quadratic number of BDDs. We will now focus ontrying to solve these problems by using a SAT method instead of BDDs.St�almarck's method. St�almarck's saturation method [92, 87] is a patentedalgorithm that is used for satis�ability checking. The method has been suc-cessfully applied in an wide range of industrial formal veri�cation applications.The algorithm takes a set of formulas fp1; : : : ; png as input, and produces anequivalence relation over the negated and unnegated subformulas of all pi. Twosubformulas are equivalent according to the resulting relation only when this isa logical consequence of assuming that all formulas pi are true. The algorithmcomputes the relation by carefully propagating information according to thestructure of the formulas.The saturation algorithm is parameterised by a natural number k, the saturationlevel, which controls the complexity of the propagation procedure. The worst-case time complexity of the algorithm is O(n2k+1) in the size n of the formulas,so that for a given k, the algorithm runs in polynomial time and space. For anyspeci�c k, there are formulas for which not all possible equivalences are found,but for every formula there is a k such that the algorithm �nds all equivalences.A fortunate property is that this k is surprisingly low (usually 1 or 2) for manypractical applications, even for extremely large formulas.The advantage of having control over the saturation level is that the user canmake a trade-o� between the running time and the amount of information thatis found. A disadvantage is that it is not always clear what k to choose in orderto �nd enough information. In contrast, �nding equivalences using BDDs resultsin discovering either all information, or no information at all due to excessivetime and space usage.Modi�cation of van Eijk's method. We now adapt van Eijk's algorithmto use St�almarck's method.To compute the initial approximation �0, we use the saturation procedure tocompute equivalence information between positive and negative subformulas ofInit(s1) and Holds(Id; s1) under the assumption that both of the these formulasare true. Here, Id denotes the identity equivalence relation on signals, relating fto g if and only if f = g. Note that Holds(Id; s1) is a valid formula, so assumingthat it is true adds no real information; we just add it to the system to ensurethat all subformulas that correspond to signals are present in the resultingequivalence relation. We then use the resulting information to generate theequivalence relation �0 on signals. 93



1. �1 := ; ;2. -- compute �rst approximation3. system := fInit(s1);Holds(Id; s1)g ;4. �2 := st�almarck(system) = s1 ;5. -- iterate until a �xed point is reached6. while (�1 6=�2) do7. �1 := �2 ;8. system := fHolds(�1; s1);Trans(s1; s2);Holds(Id; s2)g ;9. � := st�almarck(system) ;10. �2 := �1 \ (� =s2) ;11. return �1 ;Figure 6.3: Van Eijk's algorithm using St�almarck's methodTo improve a relation �n, we run the saturation procedure on a set of formulasthat contains Holds(�1; s1), Trans(s1; s2), and Holds(Id; s2). Again, we need theformula Holds(Id; s2) to ensure that all subformulas that correspond to signalsare present. From the result we extract �n+1 by looking at the equivalencesbetween subformulas depending on s2, and taking the intersection with theoriginal equivalence relation �n. The intersection of two equivalence relationsrelates two signals if both original relations relate them.For a schematic overview of our algorithm, see Figure 6.3. The notation � =s1,occuring at lines 4 and 10, turns an equivalence relation � on formulas into anequivalence relation on signals, by relating two signals f and g if and only iftheir instantiated formulas f(s1) and g(s1) are related by �.In our modi�ed algorithm, we have explicit control over the running time com-plexity of each iteration step; each step is guaranteed to take polynomial timeand space. As a consequence, we do not have to worry about a possible expo-nential space blowup, as in the case of building BDDs. However, having thisexplicit control also means that we do not always compute the largest relation,since the saturation algorithm is possibly incomplete depending on what k wehave chosen. In many cases it turns out that even for small k, the equivalencerelation we compute using St�almarck's algorithm is still large enough to decide ifthe property is true or not, or to considerably reduce the number of subsequentmodel checking iterations.Signal implications. Finding equivalences between signals is a rather arbi-trary choice. We could just as well try to �nd other information about signalsthat is easy to compute. For example, we can compute implications betweensignals.An implication f ) g occurs between two signals f and g, if g must be truewhenever f is true. The implications over the set of signals are interesting asthey can capture all binary relations. The reason for this is that any formula thatcontains two variables can be characterised by a �nite number of implicationsbetween these variables, their negations, and constants.94



The presented algorithm can easily be extended to �nd implications between thecomputed equivalence classes of signals. Note that implications within equiva-lence classes do not give any information, since we know that every point in anequivalence class implies every other point in the same class. Our approach forgenerating the implications is simple: To begin with, we generate all the equiv-alence classes that hold over the reachable state space using the algorithm inFigure 6.3. From each equivalence class we take a representative signal. Finally,we run a modi�ed version of the algorithm in Figure 6.3, that uses induction to�nd implications rather than equivalences between the representatives.6.4 InductionIn order to further improve our adaptions of van Eijk's method, we start byinvestigating another safety property veri�cation method: induction [86].Simple induction. The idea behind simple induction is to attempt to decidewhether all reachable states of the described system make the formula Prop(s)true by proving that the property holds at the initial states, and proving thatif it holds in a certain state, it also holds in the next state. The inductive proofis expressible in propositional logic using the following two formulas:Init(s1) ) Prop(s1)Prop(s1) ^ Trans(s1; s2) ) Prop(s2)If the �rst formula is valid, we know that all the initial states of the systemmake the property true. If the second formula is valid, we know that any timea state makes the property true, all states reachable in one step from that statealso make the property true. We can thus infer that all reachable states aresafe.Simple induction is not a complete proof technique for safety properties; it iseasy to construct a system whose reachable states all make Prop(s) true, butfor which the inductive proof fails. Just take a safe system and change it byadding two unreachable states s1 and s2 in such a way that there is a transitionbetween s1 and s2, the formula Prop(s1) is true, and Prop(s2) is false. Thissystem can not give a provable induction step even though all reachable statessatisfy the property. A stronger proof scheme is needed for completeness.Induction with depth. In the step case of simple induction we prove thatthe property holds in the current state, assuming that it holds in the previousstate. One way to strengthen the induction step is to instead assume that theproperty holds in the previous n consecutive states. Correspondingly, the basecase becomes more demanding.Let Trans�(s1; : : : ; sn) be the formula that expresses that s1; : : : ; sn are stateson a path s1; : : : ; sn, and let Prop�(s1; : : : ; sn) be the formula that expressesthat Prop is true in all of the states s1; : : : ; sn. Induction with depth n amounts95



to proving that the following formulas are valid:Init(s1) ^ Trans�(s1; : : : ; sn) ) Prop�(s1; : : : ; sn)Prop�(s1; : : : ; sn) ^ Trans�(s1; : : : ; sn+1) ) Prop(sn+1)The modi�ed base case expresses that all states on a path with n states startingin the initial states make the property true. The step says that if s1 : : : sn+1 isa path where s1 : : : sn all make Prop true, then sn+1 also makes Prop true. Wehenceforth refer to n as the induction depth. Note that induction with depth 1is just simple induction.Unique states induction. The induction scheme with depth discovers pathsto any state s in the reachable state space that makes Prop(s) false: A pathwith n states starting from the initial states and ending in a bad state is acounterexample to base cases of depth n or larger. As we are verifying �nitesystems, some depth n is therefore su�cient to discover all bugs.Unfortunately the scheme is still not complete; it is possible to construct a safesystem where the induction step fails for any depth n. Just take any safe systemand change it by adding two unreachable states s1 and s2, so that the propertyholds in s1, s1 can both reach itself and s2, and the property fails in s2. Thenthere exist a counterexample for every depth n that loops n�1 times in s1, andthen visits s2.However, a state that is reachable from the initial states must be reachable byat least one path that only contains unique states. Therefore, we can add aformula Uniq(s1; : : : ; sn) to the induction step that expresses that s1; : : : ; sn aredi�erent from each other. This restriction on the shape of considered pathsmakes it impossible to generate counterexamples of arbitrary length from loopsin the unreachable state space. The induction step now becomes:Prop�(s1; : : : ; sn) ^ Trans�(s1; : : : ; sn+1) ^ Uniq(s1; : : : ; sn+1) ) Prop(sn+1)The result is a complete scheme for verifying safety properties of �nite systems:If there are paths in the unreachable state space that falsely make the inductionstep unprovable, they are ruled out from consideration by some induction depthn. However, a major problem is that this n can be extremely large for someveri�cation problems, and that it is often di�cult to predict what n is needed.6.5 Stronger Induction in van Eijk's MethodWe will now make use of the insight into induction methods we gained in theprevious section. The underlying proof method that van Eijk's algorithm usesto �nd equivalences that always hold in the reachable state space is simple in-duction. Recall that we have demonstrated that this proof technique is too weakto prove all properties that hold globally in the reachable states. Consequently96



1. �1 := ; ;2. -- compute �rst approximation3. system := fInit(s1);Trans�(s1; : : : ; sn);Holds�(Id; s1; : : : ; sn)g ;4. � := st�almarck(system) ;5. �2 := (� =s1) \ : : : \ (� =sn) ;6. -- iterate until a �xed point is reached7. while (�1 6=�2) do8. �1 := �2 ;9. system := fHolds�(�1; s1; : : : ; sn);Trans�(s1; : : : ; sn+1);Holds(Id; sn+1);Uniq(s1; : : : ; sn+1)g ;10. � := st�almarck(system) ;11. (�2) := �1 \ (� =sn+1) ;12. return �1 ;Figure 6.4: The adaption of the algorithm for depth n unique states inductionthere are circuits that contain useful equivalences that van Eijk's original algo-rithm misses due to the incompleteness of its underlying proof method.Generalisation to completeness. We can make van Eijk's original algo-rithm complete by modifying our implementation to use unique states inductionwith depth n rather than simple induction. In the base case of the algorithm,we compute an equivalence relation on signals that hold in the �rst n stateson paths from the initial states. In the algorithm step, we assume that ourmost recently computed signal equivalence relation holds in the �rst n of n+ 1consecutive unique states, and derive the subset of the signal equivalences thatnecessarily holds in state n+ 1.For a detailed description of the resulting algorithm, see Figure 6.4. We usethe notation Holds�(�; s1; : : : ; sn), occuring at lines 3 and 9, as a shorthand forHolds(�; s1)^� � �^Holds(�; sn). The algorithm for �nding implications betweensignals is modi�ed in an analogous way.We can now discover all equivalences that hold globally in the state space.In particular, if a safety property holds in all reachable states, there exists asaturation level and an induction depth that is su�cient to discover that thecorresponding signal is equivalent to the true signal.As an additional bene�t, the possibility to adjust both the saturation level andthe induction depth allows a high degree of control over how much work is spenton discovering equivalences. We can now increase the number of equivalencesthat can be discovered for a �xed saturation level by increasing the inductiondepth; this can be useful as an increase in saturation level means a big changein the time complexity of the algorithm.We note that the idea of using stronger induction not is restricted to our SAT-based version of van Eijk's algorithm; the original BDD-based algorithm canalso be made complete by stronger induction.97



1. n; S0 := 0; init ;2. loop3. Sn+1 := postImage(Sn) [ Sn ;4. n := n+ 1 ;5. until (Sn+1 = Sn) ;6. return Sn+1 ;Figure 6.5: A standard forwards reachability algorithm6.6 ApproximationsIn this section we show that van Eijk's algorithm is an approximative forwardsreachability analysis. We then use this insight to derive an analogous back-wards approximative analysis, and combine the two algorithms into a mutualimprovement algorithm.The forwards reachability view. Figure 6.5 shows the shape of a standardforwards reachability analysis, where we use init to denote the set of initialstates, and the operation postImage to compute postimages (the postimage ofa set of states S is the set of states that can be reached from S in one transition).We now demonstrate that van Eijk's algorithm performs such a forwards analysisapproximatively, in the sense that it is a variant of the standard analysis whereinit has been replaced with an overapproximation, and the exact operations [and postImage have been replaced by overapproximative operators.Van Eijk's algorithm computes a sequence of relations �i. Each of the corre-sponding formulas Holds(�i; s) can be seen as the characterisation of a set ofstates Ai.In the base case, the algorithm computes the binary relation �0 that holdsbetween points in all the initial states. The formula Holds(�0; s) will thereforebe valid for every state s that makes Init(s) valid, and possibly for some otherstates. A0 is consequently a superset of the initial states.In the step, the algorithm computes the subrelation �n+1 of �n that provablyholds after a transition under the assumption that �n holds before the tran-sition. Every state s that is reachable in one transition from a state in Antherefore makes Holds(�n+1; s) valid. But �n+1 is a subrelation of �n, so everystate s in An also satis�es Holds(�n+1; s). Consequently, the step operationcorresponds to computing An+1 as the overapproximative union of An and theoverapproximative postimage of An.Finally, the algorithm checks whether �n+1 is the same relation as �n. Thiscorresponds to checking whether An+1 = An. If this is the case, the algorithmterminates, otherwise the step is iterated.Approximative backward analysis. It is well known that forwards reacha-bility analysis has a dual analysis called backwards reachability analysis [22]. Wecan perform the backward analysis using the forwards algorithm by modifying98



the characterisation of the underlying system in the following way:Init 0(s) = :Prop(s)Trans 0(s; s0) = Trans(s0; s)Prop 0(s) = : Init(s)The result of the computation is the set of states that are backwards reachablefrom the bad states|the states where the property does not hold.We can use the system transformation together with any of our variants of vanEijk's algorithm. In particular, we can compute a relation � that characterisesan overapproximation of the states that are backwards reachable from the statesthat make Prop(s) false. Analogously to the forwards algorithm, the system issafe if Holds(�; s) implies the safety property, which in this case corresponds tothat no initial state is in the overapproximation of the set that can be backwardsreached from the bad states. Also, if we do intersect the initial states, we canstill use the approximation to constrain the transition relation in order to reducethe number of necessary iterations of an exact forwards reachability algorithm.Mutual improvement. The new approximate backward algorithms can bevery useful on their own. However, there exists a general way of enhancingapproximative reachability analyses that improves matters further [45].The idea is to �rst generate the overapproximation of the reachable states. Ifthe corresponding set has an empty intersection with the bad states, we aredone. If it has an nonempty intersection, there are two possible reasons: Eitherthe system is unsafe, or the approximation is too coarse. Regardless of which isthe case, we know that the only possible bad states we can reach are those thatare contained in the intersection. We can therefore take the intersection to beour new bad states.But now we can apply approximate backwards reachability analysis from thenew bad states. If we do not intersect the initial states, the system must be safe.If we do, we can take the intersection to be the new initial states and restartthe whole process. The algorithm terminates if we generate the same overap-proximations twice, as this implies that no further improvement is possible.The resulting mutually improved overapproximations are always at least as goodas the original overapproximations, and they can sometimes be substantiallybetter as we demonstrate in the next section.6.7 Experimental ResultsIn this section, we present a number of experiments we have done using a pro-totype implementation of our variants of van Eijk's algorithm. We compare ourresults against the results of three other methods. The �rst two are reachabilityanalysis and unique states induction, as implemented in the SAT-based model99



checking workbench FIXIT [2]. The third method is BDD-based model checking,as implemented in the veri�cation tool VIS version 1.3. In the experiments withVIS we have used dynamic variable reordering and experimented with di�erentpartitionings.2 All running times are measured on a 296 MHz Ultrasparc-IIwith 512 MB memory. The results are displayed in Table 6.1.The motivation for the choice of benchmarks is as follows. We have chosen oneindustrial example, one example that is di�cult to represent with BDDs, andone example that belongs to the easy category for BDDs.The Lalita example. The Lalita example is an industrial telecommunica-tions example from Lucent Technologies that was one of the motivations for theresearch presented in this paper. We received the example as a challenge fromProver Technology, a Swedish formal veri�cation company. It was given to usas a black-box problem; we had no information about the structure of the sys-tem. The design was already known to be within reach of BDD technology, butnot all of the properties were possible to verify using unique states induction.When we attempted to verify the design using SAT-based reachability analysis,the representations became excessively large due to the computation of pre- andpostimages.The design contains 178 latches. The problem comes with thirteen safety prop-erties that should be veri�ed; we present the four most interesting properties:the two properties that were most di�cult for VIS (2 and 7), one of the twoproperties that are hard for induction (11), and the property that was hardestfor our methods (10).All of the properties except property 10 and 11 can be done using SAT-basedinduction. However, we can verify or refute every property except property 10directly using our forwards equivalence algorithm. Property 10 is veri�ed usingone iteration of mutual improvement of the computed equivalences. As thetable demonstrates our analyses are a factor 10 to 100 faster than BDD-basedveri�cation in VIS.The butter
y circuits. This family of benchmarks arose when we weredesigning sorting circuits for implementation on an FPGA. The problem is todecide whether a butter
y network containing recon�gurable sequential com-ponents is equivalent to an optimised version where the components have beenshifted around. When we attempted to verify the circuits we discovered thatstandard algorithms could not handle circuits of any reasonable size. In par-ticular, BDD-based methods did not work because the BDDs representing thecircuits became too large.The model checking algorithms in VIS are unable to verify larger networksthan size 4 in a reasonable amount of time and space. SAT-based reachabilityanalysis and induction are also unable to cope with larger instances of thecircuits. However, the forwards equivalence algorithm handles all the sizes we2We have also tried approximate model checking in VIS, but there appears to be a bug inthe implementation which makes it unsound.100



Property FixIt FixIt VIS OurReach. Induct. MethodLalita, nr. 2 0.3 0.2 219.9 2.3a7 41.8 0.2 207.3 2.2a10 [>15min] [>15min] 86.6 9.7b11 [>15min] [>15min] 199.3 2.1aButter
y, size 2 0.1 1.0 0.3 0.1a4 16.6 [>15min] 2.0 0.1a16 [>15min] | [>15min] 1.4a64 | | | 37.4aArbiter 2.5 [>15min] 2.1 76.9ca with equivalences, b with mutual improvement, c with implicationsTable 6.1: Experimental results (times are in seconds).have tried in less than 40 seconds.The arbiter. This example is a simple benchmark from the VIS distribution.The arbiter controls three clients that compete for bus access. We verify theproperty of mutual exclusion.The problem is easy both for BDDs and SAT-based symbolic reachability ana-lysis, but can not be done using unique states induction. The example clearlydemonstrates that �nding implications between equivalence classes can be muchstronger than only computing equivalences: Our equivalence based analysisalone is unable to verify the design in a reasonable amount of time, but wecan verify the design in 77 seconds by computing implications between theequivalence classes.6.8 Related WorkThe �rst approach in the literature to apply SAT-based techniques to modelchecking was Bounded Model Checking [6]. Bounded model checking of safetyproperties corresponds to searching for bugs by attempting to prove the basecase only of induction with depth. Certain bugs that are hard to �nd usingBDD-based model checking can be found very quickly in this way. In order toe�ectively also prove safety of systems, standard symbolic reachability analysiswas adapted to use SAT-solvers [2] which resulted in the analysis implemented in
FIXIT. Currently, interesting work is being done on combinations of SAT-solversand BDDs for model checking [99].The idea to use approximate analyses to generate semantic information fromsystems originally comes from the �eld of program analysis. Many di�erent suchanalyses can be seen as abstract interpretations [26]. In particular, Halbwachset al. [45, 48] have used abstract interpretation techniques to generate linear101



constraints between arithmetic variables that always holds in the reachable statespace of synchronous programs and timed automata. This information is usedboth for compilation purposes and for veri�cation. The same techniques areused for generating strengthenings in the STeP system [65] that is targetedtowards deductive veri�cation of reactive programs.The main di�erences between our work and the work on synchronous programsand STeP, is (1) that the analyses we present here are specially designed forgenerating information about gate level circuits rather than programs, (2) thatwe focus speci�cally on simple relations between boolean signals, and (3) that weuse St�almarck's saturation method as a possibly incomplete but fast method forgenerating the relations. Also, we generate information while keeping in mindthat we can apply an exact analysis later, and we have consequently optimisedthe algorithms for quickly generating information. In the case of synchronousprogram veri�cation and STeP, a precise analysis is not even possible in generalas in�nite state systems are addressed.Dill and Govindaraju [41] have developed a method for performing BDD-basedapproximate symbolic model checking based on overlapping projections. Theiridea is to alleviate BDD blow-up by representing an overapproximation of a setof states S as a vector of BDDs, where each individual BDD characterises therelation in S between some subset of the state variables. The conjunction ofthe BDDs represents an overapproximation of the underlying set. The maindi�erence between our approach and theirs, is that we consider some particularrelations between all pairs of signals, while they consider all relations betweena number of subsets of state variables. Also, the user of Dill and Govindaraju'smethod must manually choose the subsets of state variables to build BDDs for,whereas our methods are fully automatic.6.9 Conclusions and Future WorkWe have taken an existing BDD-based veri�cation method which �nds equiv-alent points in a circuit, and adapted it to use St�almarck's method instead ofBDDs. Then, we strengthened the resulting algorithm by combining it withrecently developed induction techniques. We also discussed how the algorithmcan be improved by computing implications rather than simple equivalences be-tween points. Lastly, we observed that the algorithm can be transformed intoa mutual improvement approximative reachability analysis.The resulting collection of new algorithms can be seen as SAT-based improve-ments of van Eijk's original algorithm, where we use stronger inductive methods.Viewed from this angle, we have made van Eijk's method complete and provideda more �ne-grained tuning between the time used and the information found.Viewing our work in a di�erent way, we can say that we have improved aninductive method by using van Eijk's algorithm to �nd equivalences. In some102



cases, such as the butter
y examples (see Section 6.7), unique states inductionneeds an exponentially larger induction depth than our improved analyses.We believe the proposed methods work well for several reasons. First of all, vanEijk's original idea of �nding equivalences of points in the circuit makes it veryhard for properties to \hide" deep down in the logic of a circuit. Comparingthis with problems occurring with methods that only look at state variables(such as conventional model checking methods) or methods that only look atthe outputs (such as inductive methods) clearly shows that this is a desirablething to do.Second, the use of St�almarck's saturation algorithm forms a natural �t with vanEijk's original algorithm. The possibility of controlling the saturation level payso� especially in systems where it is hard to �nd all equivalences, but su�cient to�nd some. St�almarck's algorithm is also rather robust in the number of variablesused in formulas.Third, inductive methods perform well because they do not need any iteration orcomplicated quanti�cation. Unfortunately, when we prove partial properties ofsystems, or when we prove properties about systems with a lot of logic betweenthe latches and the property, induction performs poorly because the inductionhypothesis is not strong enough to establish the inductive step. In this case,�nding equivalence or implication information is just the right thing to do,because it strengthens the induction hypothesis, and provides direct informationnot only about the latches, but about all points in the circuit.For future work, we would like to investigate other signal relations than equiv-alences and implications. General relations over three variables is a candidate,although it is not clear how to represent the found information. Furthermore,we are interested in extending the proposed algorithms to work with other prop-erties than just safety properties. Lastly, we would like to extend the presentedideas to the veri�cation of safety properties of synchronous reactive systems; forexample, systems implemented in the programming language Lustre [46]. In or-der to do this, we need to add support for integer arithmetic and to investigatehow Halbwachs's ideas [45] can be combined with our analyses.AcknowledgementsMany thanks to Niklas S�orensson who implemented a large part of the algo-rithms and benchmarks, as well as to Niklas E�en, who helped with runningsome of the benchmarks. We also thank Byron Cook, Koen van Eijk, Carl-Johan Lillieroth, Gordon Pace, Mary Sheeran, and Satnam Singh for their usefulcomments on earlier drafts of this paper.
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Chapter 7Finding Bugs in an AlphaMicroprocessor UsingSatis�ability SolversWe describe the techniques we have used to search for bugs in the memorysubsystem of a next-generation Alpha microprocessor. Our approach is basedon two model checking methods that use satis�ability (SAT) solvers rather thanbinary decision diagrams (BDDs).We show that the �rst method, bounded model checking, can reduce the veri�-cation runtime from days to minutes on real, deep, microprocessor bugs whencompared to a state-of-the-art BDD-based model checker. We also present exper-imental results showing that the second method, a version of symbolic trajectoryevaluation that uses SAT-solvers instead of BDDs, can �nd as deep bugs, witheven shorter runtimes. The tradeo� is that we have to spend more time writingspeci�cations.Finally, we present our experience with the two SAT-solvers that we have used,and give guidelines for applying a combination of bounded model checking andsymbolic trajectory evaluation to industrial strength veri�cation.The bugs we have found are signi�cantly more complex than those previouslyfound with methods based on SAT-solvers.This chapter was written together with Tim Leonard and Abdel Mokkedem. It will be pub-lished at the International Conference on Computer Aided Veri�cation 2001 [12].
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7.1 IntroductionGetting microprocessors right is a hard problem, with harsh punishments forfailure. With current design methods, hundreds to thousands of bugs must befound and removed during the design of a new processor, and there are heavyeconomic incentives to get most of them out before �rst silicon.Current designs are so complex that simulation-based methods are no longeradequate. Most companies in the industry, including at least AMD, Compaq,HP, IBM, Intel, Motorola, and Sun, have therefore investigated formal veri�ca-tion. Their choices of methods, tools, and application area have varied, as hastheir level of success.One of the areas we have concentrated on at Compaq is property veri�cationfor our microprocessor designs. Among other things, we have investigated theuse of symbolic model checking [67] to �nd Register Transfer Level (RTL) bugsin a next-generation Alpha processor. Our goal in this work has been to �ndbugs, rather than to prove their absence, since there are many bugs to �nd in adesign under development.Our initial experiments with symbolic model checking convinced us that thecapacity limits of many model checkers prevent us from �nding bugs cost ef-fectively. The best model checker we could �nd, an experimental version ofCadence SMV [68], needs several hours to days to check simple properties ofheavily reduced components. As a consequence, we have also looked at modelchecking using satis�ability (SAT) solvers [6, 2, 99]. These methods have shownreal promise, especially for �nding bugs, when compared to BDD-based modelcheckers like SMV.In this paper, we describe how we have applied two SAT-based veri�cationtechniques to �nd bugs in the memory subsystem of the Alpha chip. The �rsttechnique, bounded model checking (BMC) [6], has previously been applied toindustrial veri�cation, but not for �nding bugs of length anywhere near whatwe will describe. The second of these techniques, symbolic trajectory evaluation(STE) [81], has previously not been used together with SAT-solvers at all.We compare the performance of SAT-based bounded model checking to state-of-the-art BDD-based model checking, and present results showing the usefulness ofSAT-based STE. Our experiences are very positive: the use of SAT-based meth-ods has reduced the time for �nding certain bugs from days to a few minutes.We also compare the performance, when �nding bugs in real designs, of the twoSAT-solvers we have used: GRASP [89], and Prover Technology's PROVER [87]proof engine. Finally, we present guidelines for applying a combination of BMCand SAT-based STE to microprocessor bug �nding.Related Work. Bounded model checking [6] (BMC) was invented by Biereand coworkers as a method for using SAT-solvers to do model checking. BMChas previously been applied to bug �nding for Power PC chips [7]. To our106



knowledge, BMC is the only SAT-based model checking method that has beenused in realistic microprocessor veri�cation.In the Power PC veri�cation, the authors did not model the environment of thedesigns under analysis. BMC quickly found short counterexamples to the prop-erties being veri�ed, but they were false failures due to illegal input sequences.BMC did well at this compared to BDD-based model checking, but the resultssaid little about whether BMC could �nd real bugs, which are generally muchdeeper. We, on the other hand, present the results of searching for, and �nd-ing, real, deep bugs. One of our important contributions is therefore that wedemonstrate that BMC together with cutting edge SAT-solvers has the capacityto �nd realistic bugs in industrial designs.Symbolic trajectory evaluation (STE) is a model checking method invented bySeger and Bryant [81] that consists of an interesting mix of abstract interpre-tation and symbolic evaluation. STE is in industrial use, primarily for datapath and memory veri�cation, at companies including Intel [1] and Motorola.Up to now, STE has always been implemented using BDDs; the use of SAT-solvers to do STE has not been reported previously in the literature. Moreover,we apply symbolic trajectory evaluation to veri�cation at the synchronous gatelevel|a fairly high level of abstraction for STE, which has previously been usedpredominantly at the transistor level.There are other ways of doing SAT-based model checking than the ones that wediscuss in this paper. We refer readers interested in these alternative approachesto [2, 99, 43, 86, 10].The paper is organised as follows. In sections 7.3 and 7.4 , we give brief in-troductions to BMC and STE. We then describe the component that we havefocused on, the merge bu�er, and the process we have used to analyse it. Afterthat we go on to describe the actual use of the veri�cation tools and the re-sults. Finally, we give guidelines for using a combination of BMC and STE forheavy-duty industrial veri�cation.7.2 PreliminariesIn this paper, we will search for counterexamples to properties of synchronousgate-level hardware. Such circuits can be viewed as �nite transition systems,where the states are value assignments to a vector s = (s:0 ; : : : ; s:n) of booleanvariables called the system's state variables [22]. The transition system for agiven circuit can be represented as two propositional logic formulas [2]:Init(s) Initial states formulaTrans(s; s0) Transition relation formula107



The �rst formula, Init , is a formula that characterises the initial states byevaluating to true exactly for the assignments to the state variables that areinitial states. The second formula, Trans , evaluates to true for s and s0 preciselywhen there is a transition from the state assigned to s to the state assigned tos0.Our analyses take as inputs the formulas Init and Trans together with a de-scription of a property to check. Such a property might for example be \a storeinstruction to an IO address is never discarded." The aim of the analyses isthen to generate a trace, if one exists, where an IO store is thrown away.In the case of BMC, we will speci�cally focus on detecting failures of safetyproperties. Informally, safety properties are properties of the form \in everyreachable state of the system, the property P holds."7.3 Bounded Model CheckingBounded model checking tries to �nd bugs in a system by constructing a formulathat is satis�able precisely if there exists a length N or shorter trace violatinga property given by the user. The BMC procedure feeds this formula to anexternal SAT-solver, and uses the returned assignment (if any) to extract afailure trace.The bound N is given by the user, and will a�ect both the size of the generatedformulas, and the length of the failure trace that can be detected. A negativeanswer from the SAT-solver for a given N does not mean that the whole systemis safe, only that there are no failure traces of length N or shorter. BMC is thusused to �nd bugs, rather than to prove their absence.We assume that the safety property we are interested in has been encoded asa propositional logic formula Prop(s) that will evaluate to true exactly for thestates ful�lling the property. Given the bound N , and the formulas Init(s),Trans(s; s0), and Prop(s), the BMC procedure constructs the following formula,which characterises failure traces of length N or shorter:Init(s1) ^Trans(s1; s2) ^ : : : ^ Trans(sN�1; sN ) ^(:Prop(s1) _ : : : _ :Prop(sN ))If the SAT-solver returns an assignment to the state variables in s1 : : : sN thatmakes this formula true, then there exists an initial state s1 in the system, fromwhich we can reach another state sk (k 2 f1 : : :Ng) where the property fails.The BMC procedure can thus extract a failure trace from the assignment.108



7.4 Symbolic Trajectory EvaluationSymbolic trajectory evaluation is a form of model checking using four-valuedrather than two-valued logic.A symbolic trajectory evaluator takes Trans(s; s0) as input together with a socalled trajectory assertion of the form Ant ) Cons . The antecedent and con-sequent, Ant and Cons , are lists of equal length, in each of which the ith entrysays something about the system's state variables at time i.As an example, assume that we have a circuit whose state variable s:o containsthe delayed or of s:a and s:b. The following trajectory assertion speci�es thiscircuit completely:[node s:a is x and node s:b is y; h�i] ) [h�i; node s:o is x _ y]Here h�i means \no requirements on the state variables", so the assertion canbe read, \if we assume that s:a and s:b contain the values x and y at some timei and we make no assumptions about any state variables at time i + 1, thatimplies that s:o contains the logical or of x and y at time i+ 1."The job of the trajectory evaluator is to compute a boolean expression ok thatevaluates to true precisely for the assignments to x and y that make the tra-jectory assertion true. In order to cope with unknown and overspeci�ed values,the trajectory evaluator uses a four-valued logic to represent the contents of thestate variables over time. (A state variable can for example get an overspeci�edvalue by being required to be true and false at the same time.) In addition tothe values True and False, the four-valued logic therefore contains the values X(unknown), and > (overspeci�ed).When ok has been computed, the evaluator uses an external SAT-solver tocheck whether there exists an assignment that makes ok evaluate to false. Ifthere is such an assignment, there is a trace of the system that is consistentwith the antecedent but violates the consequent. The trajectory evaluator theninstantiates the trajectory assertion with the falsifying values, and constructs afailure trace that is given back to the user.7.5 The Merge Bu�erAlpha processors, like most state-of-the-art microprocessors, have a very hier-archical structure. A processor is divided into a handful of so called boxes, eachresponsible for dealing with a particular aspect of instruction execution. Forexample, the IBox handles instruction fetch, and the MBox executes memory-reference instructions. Each box is further divided into a handful of parts thatwe will call subboxes.The subbox that is the focus of our attention in this paper is themerge bu�er, animportant component of the MBox for a next-generation Alpha chip. We chose109
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owthe merge bu�er as it is one of the most complex subboxes in the processor.Our hope is that if we can cost-e�ectively �nd bugs in this component, then wecan use the same methods on most other subboxes.The function of the merge bu�er is to receive requests to write into memory, andto reduce the tra�c on the memory bus by merging stores to the same physicaladdress. In order to do the merging correctly, the merge bu�er communicateswith four other subboxes: (1) the store queue, where store instructions are saveduntil they are written out of the merge bu�er; (2) the load queue, where loadinstructions are stored until they have received results from memory; (3) theCBox, which deals with the cache coherence protocol; and (4) the backend tagmodule.The merge bu�er is essentially a large bu�er with a very complex policy forreading in entries, merging stores, and writing out stores to the memory. It hasabout 14 400 latches, 400 primary inputs, and 15 pipeline stages. The pipelinehas complex feedback that prevents us from retiming away latches.7.6 Analysis CycleIn Figure 7.1 we show the analysis cycle that we have used to locate bugs in themerge bu�er.We start o� with the original RTL description of the circuit. As the full-sizemerge bu�er contains more than ten thousand latches|too much state to befeasible to verify using standard model checking technology|we need to reducethe size of the model. The idea is to remove portions of the state in the circuitin ways that do not alter the circuit behaviour with respect to the properties ofinterest. The most important reductions are symmetry reductions [56], whichwe use to reduce the number of bu�er entries, address bits per entry, data bytesper entry, and bits per data byte.We do not mind if some of our reductions do not preserve all possible propertiesof the circuit, as long as we can �nd problems in the reduced circuit that alsoare present in the full size circuit. The reason for this is that we are interestedin �nding bugs, as opposed to proving correctness. We are thus permitted to110



do ad-hoc reductions that are formally incorrect, but that preserve most of theinteresting behaviour of the circuit.After the reductions, the merge bu�er has about 40 primary inputs. Whenthe merge bu�er is in use, these inputs will be connected to the four subboxeswith which the merge bu�er communicates. If we leave them unrestricted, theveri�cation will be done under the assumption that any inputs can occur atany times. However, in order to function correctly, the merge bu�er relies onassumptions about the behaviour of its environment. We therefore have torestrict the input to the merge bu�er by adding transactor state machines thatreact to the veri�cation environment and drive some of the inputs so that werule out input behaviours that could not arise in real use.We then abstract the resulting circuit in two ways. First, we use an RTL com-piler to optimise the circuit by performing transformations like constant propa-gation and common subexpression elimination. The reduced merge bu�er nowhas about 1800 latches and 10 free primary inputs. We then do a �nal abstrac-tion step that removes redundant latches, and replaces groups of transparentlatches that we cannot model synchronously with standard 
ip-
ops. The �nalmodel has about 600 state nodes in the cone of most properties.The end result of the reductions and abstractions is the model that we give tothe veri�cation tools. However, before we can do that, we need to write downthe property of interest in a format that the tool we want to use accepts. Giventhe model and the property, the veri�cation tool then either produces a failuretrace, or tells us that the property is true (which has little meaning as we haveperformed ad-hoc reductions).A lot of design knowledge is needed to decipher a failure trace; a property canfail for more than one reason. First of all, we might have made a speci�cationmistake that causes the tool to diagnose an intended behaviour of the system asa failure. In this case we need to modify the property. Second, the trace mightbe a trace that the real system could not exhibit, because it has arisen dueto the merge bu�er's environment providing input signals that cannot occur inreal-life. In this case we need to go back and modify the transactors so that wedisallow this behaviour, and re-abstract the resulting model. Third, we mighthave found a real bug.7.7 Veri�cationIn this section, we describe our experiences of applying BDD-based symbolicmodel checking, BMC, and STE to the merge bu�er. The areas of the mergebu�er that we target have previously been well explored with simulation-basedveri�cation. 111



Failure length SMV CAPTAIN PROVEBMC GRASPBMCsec sec sec25 62 280 85 2526 32 940 19 1934 11 290 586 27238 18 600 39 10153 54 360 1 995 [>10000 s]56 44 640 2 337 [>10000 s]76 27 130 619 6 150144 44 550 10 820 [>10000 s]Table 7.1: Comparison between bounded model checking and SMV.7.7.1 BDD-based Symbolic Model Checking
SMV was the �rst BDD-based tool that we evaluated that showed some promisefor checking non-trivial merge bu�er properties. (We have evaluated several.)However, most of the interesting merge-bu�er properties contain about 600latches in the cone of in
uence, and BDD-based model checking of state ma-chines containing more than a couple of hundred latches is highly non-trivial.In order to �nd bugs using SMV, we therefore have to decrease the size of thecone by setting a subset of the 10 free primary inputs to speci�c values duringthe run. These values restrict the part of the state space that we explore usingthe model checker.In order to get better performance out of SMV, we have ported it to the 64-bit Alpha architecture. This allows us the bene�ts of performing the modelchecking runs on a high performance server with 8 GB of main memory. Wehave also removed some bottlenecks in the implementation and augmented thestandard variable reordering heuristics with two special purpose tactics.In spite of the improvements to SMV, each property still takes several hours toexplore on the server. We have found many bugs this way, but it is slow.7.7.2 Bounded Model CheckingThe �rst alternative to BDD-based model checking that we have investigatedis bounded model checking, as implemented in the SAT-based model checkingworkbench FIXIT [2].One of the SAT-solvers that we wanted to use together with FIXIT, PROVER [87],is currently not available for the Alpha architecture. We have therefore doneall of our BMC runs on a 32-bit PC. The performance of the BMC analysis isstill remarkable. Even though we are not using a high-performance processorwith many gigabytes of memory, we can �nd failures in a fraction of the timeneeded by SMV. In Table 7.1 we compare the runtimes of BMC, running on a450 MHz 32-bit PC, to SMV, running on a 700 MHz 64-bit Alpha.112



The �rst column of BMC runtimes is obtained using CAPTAIN PROVE, a command-line tool based on Prover Technology's proof engine PROVER [87]. CAPTAIN

PROVE uses PROVER's application programming interface [78] to search for mod-els using strategies. A simple such strategy, which we will refer to as the timedstrategy, looks as follows:sat 1 time 3600.back level 5 [ sat 1 time 30. ].The timed strategy �rst does a preprocessing step called 1-saturation [87] for3600 seconds. This analysis tries to �nd information restricting the search spacewe have to traverse for a model. The 1-saturation is then followed by the actualsearch, backtracking. At every �fth level of the search tree, the SAT-solver isinstructed to do 30 seconds of additional 1-saturation.The use of strategies allows us to control the search for assignments. We usedi�erent choices of strategies for di�erent bounds N . When N is less than 40,we use the default strategy of 1-saturation without a time limit followed bynormal backtracking. For N larger than 40, we use the timed strategy withdi�erent values for the initial 1-saturation. For example, for length 60 traceswe normally need 1000 seconds of initial saturation, whereas for traces over 100cycles long we use 10 000 or 20 000 seconds of initial saturation.As can be seen from Table 7.1, BMC using CAPTAIN PROVE detects the failuressigni�cantly faster than SMV. In some cases it reduces the runtime for �nding abug from a day to a couple of minutes. The lengths of failures that are detectedranges from 25 cycles up to well over a hundred cycles.The second column of BMC runtimes is obtained using GRASP [89]. In ourprevious experience, this is the highest capacity public domain SAT-solver. Ascan be seen in the table, CAPTAIN PROVE and GRASP both work well for shortfailures. For longer failures, CAPTAIN PROVE outperforms GRASP. (Pleasenote that the reason for the [>10000 s] table entries is that GRASP automaticallyterminates after 10 000 seconds; we did not cut it o�.)7.7.3 SAT-based Symbolic Trajectory EvaluationThe second alternative to BDD-based model checking that we have investigatedis a SAT-based version of symbolic trajectory evaluation that we have imple-mented in FIXIT.The advantage of using STE instead of BMC is that we are not forced to givesymbolic values to each time-instance of a state variable. Instead we can chooseto give concrete values to some state variables, or leave them to contain X . Thispotentially permits us to do much deeper exploration of the state-space thanwe can do using BMC, while preserving the short run times.However, in order to take full advantage of this increased 
exibility, we have113



to spend more time coming up with a good speci�cation that judiciously givesconcrete and symbolic values to the right variables.For example, if we do not give concrete or symbolic values to some of the statevariables, they are initialised to contain the unknown value X . This value oftenpropagates, since it may be impossible to draw conclusions about the outputsof a gate with an unknown input. We might also have forgotten to assign avalue to a primary input at an important time. When a property fails becauseof such underspeci�cation, we have to make the speci�cation more detailed byintroducing symbolic or concrete values. A given STE speci�cation will thusoften have to go through several iterations of revision.Failure length CAPTAIN PROVE GRASPsec sec77 7.7 33.377 7.7 34.2112 10.8 51.9123 11.7 51.9Table 7.2: Runtimes for detecting failures using symbolic trajectory evaluation.In Table 7.2, we present the runtimes needed to �nd four bugs in the mergebu�er using STE. The times to do the actual detections are short, but we hadto spend a lot of time developing the speci�cations. Luckily, the turnaroundtime for discovering that an assertion is underspeci�ed is a few seconds at most,which means that the speci�cation work is very interactive.The table shows a clear di�erence between the performance of STE using GRASPand CAPTAIN PROVE. However, the actual runtimes are very low in both cases.For the purpose of using SAT-based STE to locate bugs in the merge bu�er, wecan clearly make do with a public domain SAT solver.7.8 A Proposal for a MethodologyFrom the previous section, it is clear that BDD-based model checking, BMC,and STE have very di�erent characteristics. Based on the experiences we havehad while locating design errors in the merge bu�er, we have the followingsuggestion for a methodology:� Start the analysis of a new subbox with bounded model checking.� Initially test a new property with a small bound, so that the check onlytakes a few seconds. This will catch low-hanging fruits, and alert us tosimple problems with inputs that are not properly constrained.� Remove false counterexamples by modifying the transactors or the prop-erty, as appropriate. 114



� Start looking for long failures of the property. Choose a small set ofbounds, ranging from medium long up to very challenging, and checkeach of them using the timed CAPTAIN PROVE strategy. Use longer andlonger saturation times.� Use STE to quickly check that the problem is �xed whenever the designershave corrected a bug found using BMC. Also abstract the failure trace bymaking some of the inputs or control signals symbolic. This allows quickchecking for failures that are similar to the original failure.� When the BMC checks start taking more than half an hour or so, startworking in parallel on using STE to �nd the bug.� If neither BMC nor STE seems to �nd any failures, try SMV or move onto another property.7.9 ConclusionsIn this paper, we have presented the techniques that we have used to �nd bugsin a crucial component of a microprocessor in design. Our approach is basedon bounded model checking and a SAT-based version of symbolic trajectoryevaluation that we have developed.Our experimental results demonstrate that it is possible for BMC to outperformstate-of-the-art BDD-based symbolic model checking by two orders of magni-tude, even when we look for bugs in deeply pipelined industrial components.None of the bugs described here has been a false counterexample. As a result,their complexity in terms of the length of minimum failure traces has been sig-ni�cantly larger than previously have been found using SAT-based techniques.We have had less time to evaluate the use of SAT-based STE, but it seemsclear that it is a very attractive bug-�nding method. We have used STE to �ndbugs as deep as the ones we have been able to �nd using BMC, with negligibleruntimes. However, this does not come for free; we have decreased the tool'sruntime by spending more time developing speci�cations.We have also presented a comparison of the performance of CAPTAIN PROVEand GRASP for BMC and STE, and suggested a methodology for SAT-basedindustrial bug �nding.We believe that the approach we have presented here can be cost e�ective, andthat the techniques we have used will become vital instruments in the standardveri�cation toolbox. During the two months when the work that is presented inthis paper was done, we improved the SAT-based framework FIXIT signi�cantlyand removed many bottlenecks that we had not encountered on academic ex-amples. The dramatic decrease in runtimes that we achieved in this short timemakes us believe that there is a large potential for further improvement.115
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Chapter 8SAT-based ModelChecking: A Tutorial andOverviewSymbolic model checking is one of the most widely used methods for verifying�nite state systems such as hardware components and certain protocols. The keyfactor that made this possible was the realisation that Binary Decision Diagrams(BDDs) could be used to encode the system and the sets of states that are gener-ated during the veri�cation process in a way that often is very compact. BDDsare extremely powerful datastructures. Unfortunately, many useful systems areinherently hard to verify using BDDs.Recently, there has been a lot of interest in the application of satis�ability (SAT)solvers to design veri�cation. The satis�ability solvers of today are very mature,and have been successfully applied in many domains. Interestingly, SAT solversseem to have strong points that complement those of BDDs. As a consequence,a number of methods for doing symbolic model checking based on satis�abilitysolvers instead of BDDs have been proposed in the research literature. Thesemethods have been used to verify systems that are too hard for BDD-based modelcheckers.In this paper, we explain three of these previously presented methods in a tutorialstyle, make some comments about how they are related, and consider how theycan be implemented. We also outline some future research directions that webelieve will be important. Our overall aim is to make the presentation as easy tofollow as possible, and we therefore focus on the veri�cation of safety propertiesof synchronous hardware.This chapter was written together with Mary Sheeran and Gunnar St�almarck. It is submittedfor publication [13]. 117



8.1 IntroductionModel checking [21, 79] is an automatic method for verifying systems that can bemodelled as �nite state machines. Such systems include hardware componentsand communication protocols. The idea behind model checking is to determinewhether or not a property of a system holds by searching through the statespace of a model of the system. As a consequence, the �rst model checkingalgorithms had a complexity that was proportional to the size of the state spaceof the investigated systems. Although model checking was considered interest-ing in industry, the direct dependence between the computation time and thesize of the state space made veri�cation of realistic systems impossible. If thisseems surprising, consider that a synchronous hardware component containingn latches has a state space containing 2n states when it is modelled in thestandard way.Due to this limitation, it was not until the introduction of symbolic model check-ing algorithms [18, 67] that model checking started to be used in industrialdesign projects. In symbolic model checking, the state machine is encoded sym-bolically, rather than in terms of explicit states. This is done by letting everystate be represented by a vector of boolean values, and encoding sets of suchstates by symbolic expressions. Relations between states are encoded by viewinga relation as a set of pairs of states. Of course, for symbolic model checking tobe viable, the model checking algorithms must be based on symbolic expressionsthat can represent very large sets and relations e�ciently.The data structure that revolutionised model checking by allowing e�cient rep-resentation of the sets of states generated during veri�cation, was the BinaryDecision Diagram (BDD) [16]. BDDs are canonical graph structures that canencode many sets and relations compactly. The symbolic algorithms that re-sulted from combining traditional model checking algorithms with BDDs turnedout to be able to handle many industrial systems. Success stories include theveri�cation of a pipelined ALU with 1020 states [18], the veri�cation of the Fu-ture Bus+ protocol [20], and the veri�cation of a one million gate ASIC thatimplemented part of a cache coherence protocol [34].BDDs work extremely well for many systems. Unfortunately, they still havedrawbacks. First, there are some hardware systems, such as multiplier circuits,that BDDs cannot represent in subexponential space. Second, BDDs need theuser to provide a variable ordering that can make the di�erence between be-ing able to build the BDD in realistic space or not. Third, BDDs can rarelycope with more than a few hundred state variables. As a consequence of thesedrawbacks, the formal veri�cation community has been interested in discoveringalternatives to BDDs that can cope with systems that cannot be representedsuccinctly with BBDs under any variable order, or that contain too many statevariables.In parallel with the development of symbolic model checking, other researchersconcentrated on veri�cation based on satis�ability (SAT) solvers [93, 14, 15, 42,118



87]. Satis�ability solvers are algorithms that decide whether a propositionallogic formula has a satisfying assignment or not; many veri�cation problemscan be cast in terms of the satis�ability (or unsatis�ability) of formulas. SAT-solvers have some interesting characteristics that seem to complement BDDswell. Propositional logic formulas can represent any gate level netlist in poly-nomial space, and in addition, SAT solvers do not normally need an externallyprovided variable ordering. Finally, SAT solvers have been used to verify sys-tems containing thousands of variables.Recently, the use of SAT solvers instead of BDDs in symbolic model checkinghas received much attention. This approach has also generated good results forsome of the systems that are known to be hard to verify using BDDs.In this paper, we present a self-contained tutorial on the underlying ideas behindthree of these methods for SAT-based model checking [6, 2, 86]. We also tryto explain similarities and di�erences between the methods, and present someresearch directions that we think will be interesting.Our aim is to focus exclusively on explaining the methods. We have thereforedecided not to discuss speci�c SAT solvers. This means that a detailed analysisof the performance of the methods we describe is beyond the scope of this pa-per. For experimental evidence of the usefulness of the techniques, we thereforerefer the reader to the original papers. We also restrict our discussion to theveri�cation of safety properties of synchronous hardware; this is representativefor how the methods have been used in practice up to now. Readers interestedin learning more about the theory of BDD-based symbolic model checking areadvised to read Clarke, Grumberg, and Peled's excellent textbook [22].8.2 PreliminariesIn the following we will model and verify circuits using propositional logic.Propositional logic formulas are made up from (1) variables such as x and y,(2) the connectives :, ^, _, $, and !, and (3) parentheses. The formulas mayalso refer to the values True and False.Example 5 (Some propositional logic formulas) The following are threeexamples of propositional logic formulas.1. a$ (a _ b)2. (a ^ b)! a3. a ^ :aThe �rst formula states that a has the same value as the logical or of a and b,the second formula states that a and b implies a, and the third formula statesthat a and the negation of a both hold. ut119



An assignment for a formula is a binding of each variable in the formula to trueor false. For a given assignment, the whole formula will thus evaluate to eithertrue or false. An assignment that makes a formula true is called a satisfyingassignment, or equivalently, a model of the formula.The job of a SAT-solver is to take a formula, and compute a satisfying as-signment if one exists. Formulas that have no satisfying assignment are calledunsatis�able, or contradictory. Formulas that only have satisfying assignmentsare called tautologies. We can use a SAT-solver to check whether a given formulais a tautology by checking whether the negation of the formula is unsatis�able.This process is often referred to as proving the formula.Example 6 (Status of the formulas in Example 5) Consider the formu-las in Example 5. The �rst of them is satis�ed when a is true and b is false. Thesecond formula is satis�ed by all assignments to a and b, so it is a tautology.The third formula is unsatis�able. ut8.3 Modelling Systems in Propositional LogicTo be able to apply the system analysis methods described in this paper, wemust �nd a way to model systems using propositional logic. We restrict ourattention to �nite state systems that are also purely boolean. To model such asystem, we use propositional formulas to represent (1) the initial values of thestate variables and (2) the transition function, which maps an input and an oldstate to a a new state.We must produce the formulas for the initial states and the transition fromdescriptions of circuits or programs in standard design formats. To give someintuition about such translations, we consider the problem of how to generateformulas from a circuit in the form of a schematic diagram.We will be concerned with circuit states and how they change. Think of thestate of a circuit as being the values of its primary inputs and the contents ofall of its delay elements. The possible initial values of the state are given bythe initial values of the delay elements. The transition function expresses thenew contents of the delay elements in terms of the old values and the primaryinputs.Example 7 (A simple toggle circuit, shown in Figure 8.1) The circuitcontains two components, an inverter and a unit delay element (or latch) whoseinitial value is True.The delay element is assumed to be clocked once per cycle, at which point itdelivers its stored value on its output and reads a new value from its inputinto the (single bit) memory. So, this circuit outputs True, False, True, False,and so on ad ini�nitum. The circuit has one state variable, a (shown in thediagram), and this is also the output. To express the behaviour of the circuit as120
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Figure 8.1: A simple toggle circuit called toggle1a formula, we must �rst characterise the initial value of a, which is representedby the propositional variable a0. This is given by the initial value of the delayelement, which is True. Thus,Init1(a0) = a0 $ Truewhich could also have been writtenInit1(a0) = a0Next, we must express the new value of a after a cycle (which we will call an+1)in terms of its value before the cycle (an). The new value is given by the inputto the delay element, and so is the negation of the old value (the output of thedelay element) because of the presence of the inverter. So we �nd that for anarbitrary transition T1(an; an+1) = an+1 $ :an utExample 8 (Changing the initialisation) If we change the circuit so thatthe initial value of the delay element is instead False, then we must change theinitialisation to Init2(a0) = :a0but the transition part remains unchanged: T2(an; an+1) = T1(an+1; an). Whatis the behaviour of the resulting circuit, which we call toggle2? utExample 9 (Another toggle circuit, toggle3, shown in Figure 8.2) Thiscircuit contains two delay elements, called b and c, so the state is representedby the vector hb; ci. The contributions of the delay elements to initialisation areFalse and True respectively, soInit3(hb0; c0i) = :b0 ^ c0For the transition function, we name the inputs of the delay elements bn+1 andcn+1 respectively, and the outputs bn and cn, and write down the relationships121



D
0

b
D

1

c

Figure 8.2: Another toggle circuit, toggle3implied by the rest of the circuit (the two wires joining the delay elements).The upper wire gives cn+1 $ bn, while the lower one gives bn+1 $ cn, soT3(hbn; cni; hbn+1; cn+1i) = cn+1 $ bn ^ bn+1 $ cnThis equation expresses the relationship between the old state hbn; cni and thenew one hbn+1; cn+1i. utIn larger circuits, it would become tedious to list all the elements of the statevectors, so a standard notation has been introduced. We use s to representthe vector of state variables, in this case hb; ci, and s0 to represent a primedversion, in this case hb0; c0i. Then, we use s to represent the initial state in theequation for initialisation, and we use s for the old state and s0 for the new inthe transition formula. For toggle3, s = hb; ci andInit3(s) = :b ^ cT3(s; s0) = c0 $ b ^ b0 $ cNone of the circuits considered so far had any inputs. Our �nal toggle circuithas a single input.Example 10 (Yet another toggle, shown in Figure 8.3) When the inputis True, the circuit toggles as before, but when it is False the delay element isinstead set to False.
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Figure 8.3: A toggle circuit with input i, toggle4122



For this circuit, the state s is the vector hi; di. The initialisation constrains d tobe true, but does not constrain i.Init4(s) = dSo in fact there are two initial states, one for each of the possible values of i,that is hFalse;Truei and hTrue;Truei.For the transition formula, we give the new value of the delay element, d0, interms of the old value, d, and the primary input, i.T4(s; s0) = d0 $ (i ^ :d) utIn the translation that we have presented, the initialisation characterises the setof states that are compatible with the initial values of the delay elements. Thetransition formula characterises the possible moves from one state to another.To describe a run of a circuit, we �rst de�ne what it means for a sequence ofstates to be a path through the transition graph.Path[s0; : : : ; sk] � k�1̂i=0 T (si; si+1)A run of a circuit with transition formula T then corresponds to a path startingin an initial state: Rk = Init(s0) ^ Path[s0; : : : ; sk]Example 11 (A run of length 4 of the circuit toggle4) Any sequence ofstates s0; s1; s2; s3; s4 that makes R4 true when we use the initial states formulaInit4 and the transition formula T4 is a possible trace for toggle4. A simple suchtrace is hTrue;Truei, hTrue;Falsei, hFalse;Truei, hFalse;Falsei, hFalse;Falsei.This sequence demonstrates that all of the possible states are in fact reachablefrom the initial states in this circuit. This is not always the case. utExample 12 (The state transition diagram for toggle3) The circuittoggle3, shown in �gure 8.2, also has two bits of state. But not all combinationsof those two bits are reachable, starting at the initial state. Let us take theformulas Init3 and T3, and from them construct a state transition diagram.A state consists of a pair of boolean variables, b and c, so there are four possiblestates, which we picture as circles with the hb; ci values inside. The initial state ishFalse;Truei, from Init4, and we mark that with an incoming arrow. To decidewhat the state transitions should be (the arrows between states), we look formodels of T4. For example, setting s to hFalse;Truei and s0 to hTrue;Falseimakes T4(s; s0) true. So, we draw an arrow from the state hFalse;Truei to the123



�� ��True,False
�� ��False,True? 6?

Figure 8.4: State diagram for toggle3, reachable states only
�� ��True,False
�� ��False,True? 6? �� ��False,False

�� ��True,True? 6
Figure 8.5: State diagram for toggle3, reachable and unreachable statesstate hTrue;Falsei. Similarly, we �nd that there is an arrow back in the otherdirection. This gives us a diagram that captures the behaviour of toggle3, asshown in Figure 8.4.Figure 8.4 shows only the reachable states, those that can be reached via thetransition relation from the initial state. Setting s to hTrue;Truei and s0 tohFalse;Falsei also makes T4(s; s0) true. So we get an arrow from hTrue;Trueito hFalse;Falsei, and we �nd that there is also an arrow back in the otherdirection. This part of the state space is entirely unreachable. It is also possibleto have unreachable states that have transitions to reachable states, but thatis not the case in this example. Figure 8.5 shows the complete state transitiondiagram for toggle3 whose circuit diagram is shown in Figure 8.2. utAs an exercise, you might like to construct the state transition diagram fortoggle4.Later, when we consider algorithms for analysing the reachable states of a sys-tem, we will have to take account of the fact that the transition relation mayalso contain unreachable states. 124



8.3.1 Expressing Properties of Systems in PropositionalLogicWe have seen how to model circuits using formulas. How do we express prop-erties of our circuits or transition functions? We consider properties of states.You can think of a property and the set of states satisfying the property as beinginterchangeable. Such a property can be represented by a boolean formula, justas we represented the property of being the initial state by a formula (see Init1to Init4). For example, if the state contains two boolean variables, d and e, thenthe property that they must be di�erent is expressed by the formula :(d$ e),and two of the four possible states obey the property. For toggle3, whose statediagram we have just constructed, the two reachable states obey this property,but the unreachable ones do not.If a particular valuation of the state variables is a model of a formula encoding aproperty P , then we say that the corresponding state satis�es P . Equivalently,we sometimes say that the state is a P -state. In the remainder of this paper,we adopt the view that a property and the set of states satisfying the propertyare interchangeable.The most important kind of property that we want to prove is of the form P istrue of all reachable states. Such properties are called safety properties, as theyassert that all reachable states are good states, or equivalently, that nothingbad will ever happen in any run of the circuit starting from the initial states.Safety properties arise naturally when we compare two sequential circuits forequivalence. We can cast this problem as building a composite circuit containingboth circuits as well as the combinational logic to check that correspondingoutputs are equal. The two circuits are equivalent exactly when the output ofthe checking circuit is True in all reachable states.We can also generalise this way of checking circuit equivalence to the notionof expressing properties as observer circuits. In that case, we have one copy ofthe circuit being analysed, as well as a checking circuit that keeps tabs on aparticular property of the circuit that we would like to check. In general, thisobserver circuit will have as input both the inputs and the outputs of the circuit.It outputs True as long as the property holds, and False if it is violated. Theimportant point, though, is that the checking circuit can be sequential (it cancontain state-holding elements), so it can express quite complicated propertiesinvolving sequences of circuit steps. In this way, many useful and practically in-teresting circuit analyses can be reduced to the kind of safety property checkingthat we describe here. This idea for coding properties, which is called syn-chronous observers, is used, for example, in the veri�cation of programs writtenin the synchronous data
ow language Lustre [47, 63].An alternative to synchronous observers is to express properties in a specialtemporal logic designed for expressing properties over time. This has the disad-vantage that the user needs to learn a new language, but has the advantage thata rich logic can be used to allow a larger range of properties to be expressed.125



8.4 Using SAT-solvers to Verify Reachable StateInvariantsWe will now assume that we have been given a system modelled as shown inthe previous section, and a property P . Our task is to decide whether P is areachable states invariant for the system; that is, whether P holds in all statesreachable from the initial states. We will call a system P -safe when P is areachable states invariant of the system.8.4.1 Reachability AnalysisOrdinary induction is a simple veri�cation approach that can be implementedusing propositional logic theorem proving. The idea behind induction is toreduce the veri�cation that all reachable states satisfy P to a proof that theinitial states satisfy P and a proof that all immediate successors of P -statessatisfy P : Init(s)! P (s) Base caseP (s) ^ T (s; s0)! P (s0) StepBoth proofs can be carried out using a SAT-solver. Induction is a sound rule fordeciding P -safety: P must hold in every reachable state if both proof conditionsare provable.Example 13 (Proving circuit equivalence by induction) We use induc-tion to prove that the outputs of toggle1 and toggle2 are always di�erent. Thisis done by constructing a composite transition function where the state s is thepair of bits ha; bi, one from toggle1 and one from toggle2Init5(s) = a ^ :bT5(s; s0) = a0 $ :a ^ b0 $ :bThe required property is then P (s) = :(a$ b), which leads us to the followingproof conditions: a ^ :b ! :(a$ b) Base case:(a$ b) ^ (a0 $ :a ^ b0 $ :b) ! :(a0 $ b0) StepThe base case and the step are easily proven to be tautologies. utThe soundness of induction guarantees that if we can prove a system correctusing the proof rule, then the system is indeed correct. However, standardinduction is too weak to be complete; there are systems that are P -safe, butthat cannot be proven correct using the scheme. The induction step cannot beproven in a system that contains an unreachable P -state with an immediatenon-P successor. 126



Example 14 (A failed inductive proof) We attempt to show that toggle1(Figure 8.1) and toggle3 (Figure 8.2) are equivalent. This time the state consistsof three bits: s = ha; b; ci. The resulting transition function isInit6(s) = a ^ :b ^ cT6(s; s0) = a0 $ :a ^ b0 $ c ^ c0 $ bThe required property is P (s) = a$ c. This time, however, the base case goesthrough but the step does not. Looking at the transition function, we can seethat knowing that a $ c before the transition does not allow us to concludethat a0 $ c0 after it. If b is equivalent to a, then we �nd that c0 and a0 must bedi�erent from each other, so that P (s0) is false. Thus, it is possible to go froma state satisfying the property to one not satisfying it. But this happens onlyin the unreachable part of the state space: states in which a, b and c all havethe same value can not be reached from the initial states. However, it is enoughto scupper our inductive proof, despite the fact that the two circuits are in factequivalent in their reachable behaviour. utFortunately, a simple extension of induction circumvents the incompleteness.We refer to this extension as generalised induction. The generalised rule requiresthe user to supply a formula Inv that both implies P and allows proofs of thebase case and the step:Init(s)! Inv(s) Base case (1)Inv(s) ^ T (s; s0)! Inv(s0) Step (2)Inv(s)! P (s) Strengthening (3)The extended rule can easily be seen to be sound: Inv holds in the reachablestate space if the base case and the step are provable, and the proof of strength-ening guarantees that this is a su�cient condition for P -safety. The strength-ened rule is also complete as we can always take Inv to be a formula Reachablethat characterises the reachable states. To see that this choice of Inv gives acomplete rule, observe that (1) the initial states are reachable, (2) successorsof reachable states are also reachable and (3) the reachable states in a P -safesystem satisfy P by de�nition. All of the proof conditions are thus provable.The existence of formulas that characterise the reachable states is guaranteedby the �niteness of the system; every state in a �nite system can be encoded asa formula that characterises the state (and no others), so an arbitrary �nite setcan be described using a �nite disjunction.Example 15 (Characterising the reachable states of toggle3) Considerthe state space of toggle3 in Figure 8.5. The reachable state space is the set ofstates fhFalse;Truei; hTrue;Falseig. The �rst of these states is encoded by theformula :b^ c, and the second state is encoded by b^:c. The reachable statesare therefore characterised by the formula (:b ^ c) _ (b ^ :c). ut127



The formula Reachable has an interesting property: Every strengthening thatcan be used for generalised induction must contain the reachable states as a sub-set. The reason for this is that the proof rule requires that the strengtheninginclude the initial states, and that the strengthening be closed under the tran-sition relation. As a consequence, the property Reachable is the least possiblestrengthening.Dually, there is a largest strengthening that satis�es all the conditions: the set ofP -invariant states, PInv . This is the set containing all the states from which onlyP -states can be reached. The P -invariant states form the largest strengthening,as all properties P 0 that ful�l the proof conditions can only contain P -invariantstates. If this were not the case it would be possible to reach a non-P state by�nitely many transitions from a state in P 0, and this is impossible due to (2)and (3).The set of P -invariant states serves as a strengthening as all initial states ina P -safe system are P -invariant by the base case (equation (1)), P -invariantstates by de�nition only lead to other P -invariant states, by the step (equation(2)), and P -invariant states are trivially P -states, by equation (3) .So, generalised induction is a simple, yet sound and complete, method for prov-ing P -safety of �nite systems. This rule allows us to reduce the real safety ver-i�cation problem to the computation of a strengthening. In particular, we canreduce the problem to computing either the reachable states or the P -invariantstates.Let us consider how to produce the formula Reachable, which is perhaps themost obvious of the strengthenings. It makes sense to build up a formula char-acterising the reachable states iteratively, starting with the formula that char-acterises the initial states and then gradually adding new states. We will dothis by mimicking a breadth �rst construction of increasing subsets Ri of thereachable states: R0 = InitRn+1 = Init [ fs j 9r: r 2 Rn ^ T (r; s)gEach set Ri is the set of states reachable in i or fewer steps from the initial states;R0 is the set of initial states, and each Rn+1 is the union of the initial statesand the set of states reachable in one transition from Rn. As the sequence ofsets generated is monotonically increasing in the sense that R0 � R1 � R2 : : : ,and there are only �nitely many states in the state space, the sequence musteventually stabilise. Thus, for some i, it is the case that Ri = Ri+1. This�xpoint is the set of all reachable states.Example 16 (Generating the set of reachable states of toggle3) Let usgenerate the reachable states of toggle3. R0 is the set of initial states, so R0 =fhFalse;Trueig. R1 is the union of the initial states and the set of states thatcan be reached from R0 in one step. The only state that can be reached from R0128



in one step is hTrue;Falsei, so R1 = fhFalse;Truei; hTrue;Falseig. As R0 6= R1,the construction has not stabilised, so we must compute R2. However, R2 = R1as the states that can be reached from R1 in one transition are already part ofR1. We have thus arrived at the reachable states. utWe now know how to construct the set of reachable states. However, we reallywant to generate a sequence of formulas, �i(s), that characterises the sets Riwithout actually building any sets. Remember that systems containing 1020reachable states are not uncommon.The set of initial states is represented by Init so the construction of �0(s) istrivial. However, the construction of a formula that characterises Rn+1 is moreinvolved. Given the characteristic formula of Rn, we need to generate the char-acteristic formula of Init [ fs j 9r: r 2 Rn ^ T (r; s)g. The set union is easy tomimic using disjunction of characteristic formulas. But the formula character-ising the set fs j 9r: r 2 Rn ^ T (r; s)g is 9r: �n(r) ^ T (r; s), where the quanti�-cation over r corresponds to an existential quanti�er for each boolean variablein the vector r. This formula is what is known as a quanti�ed boolean formula(QBF). Fortunately, such a formula can be translated into propositional logic,and we call the translation method Reduce(�). Such a translation method mustexist as a quanti�ed boolean variable p can be removed using the transformation9p:�(p)) �(True)_�(False). The characteristic formulas �i of the sets Ri aregenerated using the following schema:�0(s) = Init(s)�n+1(s) = Init(s) _ Reduce(9r: �n(r) ^ T (r; s))As there exists an i for which Ri = Ri+1, it holds for this i that �i is provablyequivalent to �i+1. We can therefore choose Reachable to be this �i, and de-termine whether a system is P -safe by attempting to prove the strengtheningcondition Reachable(s) ! P (s). (The reachable states ful�l the base case andstep condition by de�nition). A successful proof allows us to conclude that thesystem is P -safe, and P -safe systems must conversely have provable base cases.We can also optimise the method further. Recall that each constructed for-mula �j characterises a subset of the states that are reachable from the initialstates. Every time we construct a new formula �j , we can check whether thereis some non-P state in the underlying set by attempting to satisfy the formula�j(s) ^ :P (s). If we succeed, the system is obviously not P -safe: reachabilityin j or fewer steps trivially implies reachability. The resulting veri�cation algo-rithm that incorporates this optimisation is called forwards reachability analysis(Algorithm 1). In the presentation of the algorithm, we make use of two oper-ations, Sat(�) and Taut(�). These two operations take a formula as argumentand return true when the formula is satis�able or is a tautology, respectively.Just as the formula Reachable can be constructed by a �xpoint iteration, it ispossible to generate the property PInv by a �xpoint construction on anothersequence of sets Sn. Each Si is the set of states from which all paths of length129



Algorithm 1 Check if system is P -safe by forwards reachability analysis�(s) = �old(s) = Init(s)repeatif Sat(�(s) ^ :P (s)) thenreturn Falseend if�old(s) = �(s)�(s) = Init(s) _ Reduce(9r:�old(r) ^ T (r; s))until Taut(�(s)$ �old(s))return Taut(�(s)! P (s))i contain only P -states.S0 = PSn+1 = P \ fs j 8t: T (s; t)! t 2 SngIn the formation of Sn+1, we �rst compute the set of states that have all succes-sors in Sn, and then remove all non-P states. Our construction is correct as allpaths from Sn+1 then start in a P -state and immediately go on into Sn. Thisensures that the length-n su�xes of paths contain only P -states. The sequenceis monotonically decreasing as the starting points of paths of length i must bea superset of the starting points of paths of length j if i < j. As the number ofstates in the system is �nite, the construction has a �xpoint which must be theproperty PInv .Once the formula characterising the P -invariant states has been computed, weknow by the �xpoint properties of the construction that we only have to checkwhether the generalised induction base case Init(s) !PInv (s) is provable.Furthermore, if a characteristic formula  k for the set Sk makes the formula: k(s) ^ Init(s) satis�able, there is an initial state from which a non-P statecan be reached by a path of length k. Then, the �xpoint construction can beterminated as the system is clearly not P -safe.Traditionally, the complement of PInv is constructed, rather than PInv itself.This is done by a �xpoint construction on the complemented sequence S0i:S00 = S n PS0n+1 = (S n P ) [ fs j 9t: T (s; t) ^ t 2 S0ngS is the entire set of states, both reachable and unreachable, and the n operatoris set subtraction. The set S0k contains the states that can reach a :P -stateby a path of length k or shorter. This sequence of sets must be monotonicallyincreasing as the sequence of their complements is monotonically decreasing.When we reach a �xpoint, we have the set of states that can reach a :P -state by a path of arbitrary length. Just as in forwards reachability, we actuallyperform this computation using formulas rather than explicit sets. The resulting130



veri�cation method (Algorithm 2) is called backwards reachability analysis ; wecompute the set of states that are backwards reachable from the states violatingP , rather than the set of states forwards reachable from Init.Algorithm 2 Check if system is P -safe by backwards reachability analysis (s) =  old(s) = :P (s)repeatif Sat( (s) ^ Init(s)) thenreturn Falseend if old(s) =  (s) (s) = :P (s) _ Reduce(9t:  old(t) ^ T (s; t))until Taut( (s)$  old(s))return Taut(Init(s)! : (s))8.4.2 Bounded Model CheckingRecall that the simple induction scheme presented in section 8.4.1 was incom-plete, as the unreachable part of the state space could contain bad sequences ofstates. Our solution was to adopt generalised induction, a proof rule that reliedon the invention of a new property that implied P and removed the troublesomepart of the unreachable states space from consideration. This is one way to solvethe problem. However, there is a simple, alternative method that avoids the in-vention of such a predicate altogether, and still circumvents problems with theunreachable state space.Assume, to begin with, that we are willing to settle for a method that veri�esthat all length k paths that originate in the initial states contain only P states.We refer to such paths as k-bounded P -paths. As we are no longer interestedin paths of arbitrary length, we can \unwind" the inductive argument into asingle formula, that we refer to as Safek:Init(s0) ^ Path[s0; : : : ; sk]! k̂i=0P (si) (8.1)The formula Safek is provable if and only if all paths of length bounded by k fromthe initial states are P -paths; we elegantly avoid problems with unreachablestates as we explicitly model paths that start in the initial states. P -safetyveri�cation methods that are based on proving formulas that code boundedpaths are special instances of Bounded Model Checking [6].Example 17 (Bounded model checking of toggle3) Consider the circuittoggle3 (Figure 8.2). If we are interested in the property that the two bits131



of state are always equal, then Safe1 becomes(:b0 ^ c0) ^ (c1 $ b0 ^ b1 $ c0)! (b0 $ c0 ^ b1 $ c1) utIf the formula Safek is falsi�able (as is the case in Example 17), the theoremprover will return a countermodel that encodes a counterexample of lengthbounded by k. This information is very useful for debugging purposes. Manybugs are detectable by comparably short counterexamples, so a relatively lowvalue of k can often be su�cient to detect the presence of errors. However, itwould be even more satisfying to know that there exists some choice of k thatwe can use to detect the absence of counterexamples.Let us �nd a su�cient k. Given two states s and t in the system S, we knowthat if there exists one or more paths from s to t, at least one of these paths isa shortest path. As we are verifying systems with �nitely many states, and ashortest path visits an arbitrary state at most once, the length of such shortestpaths is bounded by the number of states jSj. But if we are to reach a state at all,we must reach it through some shortest path. Therefore, if we have determinedthat there are no counterexamples of length jSj or shorter, there cannot be anypaths at all to non-P states from the initial states. Consequently, k = jSj is asu�cient bound to decide P -safety by the provability of Safek.Real systems often contain millions of states, so choosing k to be equal to jSj isseldom practical. Fortunately, we can derive a much better bound. All shortestpaths have �nite length, and there are only �nitely many pairs of states. Wecan therefore construct the set containing the lengths of shortest-paths betweenall states. This set contains �nitely many natural numbers, so it must have amaximum element d. We refer to this element as the system diameter. Thesystem diameter bounds the length of shortest paths; a proof of Safed thereforeimplies P -safety. For many classes of systems, d is an exponentially better choiceof k than jSj.Example 18 (Possible values of k for toggle3) Consider the state space oftoggle3 in Figure 8.5. The diagram contains four states, so jtoggle3j = 4. Themaximum length of a shortest path between two states is one, so d = 1. Conse-quently, the provability of Safe1 is su�cient to decide the safety of toggle3, andSafe3 would also have been a possible (but worse) choice. utA nice feature of the system diameter is that we can determine it directly fromthe propositional logic description of the system. The idea for computing d takesadvantage of an equivalent de�nition of system diameter: the least number nsuch that for all states s and t, a path of length n+ 1 between s and t impliesthe existence of a strictly shorter path connecting s to t.Example 19 Again, consider Figure 8.5. It is easy to see that the existenceof a length 0 or length 1 path between two states in this state space does not132



guarantee the existence of a strictly shorter path. However, if two states areconnected by a length 2 path, there exists a strictly shorter path that connectsthem. Consequently d = 1 by the alternative de�nition of diameter. utThe alternative diameter de�nition is phrased in terms of �nite length paths,so it can be encoded as a quanti�ed boolean formula. The literal translationof the alternative de�nition is that the diameter is the least n that makes thefollowing formula Diamn provable:n̂i=0T (si; si+1)! 9t0;: : :; tn: (t0 = s0 ^ n�1̂i=0 T (ti; ti+1) ^ n_i=0 ti = sn+1)So, we can determine the system diameter by attempting to proveReduce(Diamn)for increasing values of n; when the formula is provable, the diameter has beenfound.By combining an iterative search for the diameter of a system with the veri�-cation of bounded P -safety, we arrive at a sound and complete algorithm fordeciding P -safety (Algorithm 3). The algorithm performs two tasks in iterationi: it checks that all paths of length i from the initial states globally contain P -states, and it attempts to prove that i is a su�cient bound. If a counterexampleAlgorithm 3 Check if system is P -safe by bounded model checkingi=0while True doif not Taut(Safei) thenreturn Countermodel [s0; : : : si]end ifif Taut(Reduce(Diami)) thenreturn Trueend ifi = i+ 1end whileto P -safety is found in some iteration, the algorithm terminates; this guaranteesthat the generated counterexamples are minimal. This is important because theshorter the counterexample, the easier it is to determine the cause of the error.The algorithm can be modi�ed to increment i more aggressively, if minimalitycan be forfeited. Provable Diami and Safei formulas entail P -safety even if i islarger than the smallest necessary value.8.4.3 InductionEarlier, when discussing reachability analysis in section 8.4.1, we saw that in-duction provides a simple solution to P -safety checking. But we have also seen133



that this proof method sometimes fails, even when the property to be provedis a reachable state invariant. How can we �x this? Standard induction focuseson proving that properties are preserved across one transition. A systematic,yet simple, way to strengthen the inductive scheme is to consider more than onetransition at a time.Example 20 (Considering more than one transition at a time) Let usreconsider the failed proof of equivalence between toggle1 and toggle3 from Ex-ample 14. This time we prove instead that the property holds in the �rst twostates, and that if it holds in two states in a row then it holds in the next state.The base case and step areInit(s0) ^ T (s0; s1)! P (s0) ^ P (s1) Base caseP (si) ^ P (si+1) ^ T (si; si+1) ^ T (si+1; si+2)! P (si+2) StepThe base case is again trivially true. The new step is also a tautology. In fact,in this example it turns out to be su�cient to assume P (si) to be able to proveP (si+2), but in general one will need both P (si) and P (si+1). utWe call this new proof method induction with depth 1. The method generalisesto induction with depth k.Safek � Init(s0) ^ Path[s0 : : : sk] ! k̂i=0P (si) Base caseStepk � k̂i=0P (si) ^ Path[s0 : : : sk+1] ! P (sk+1) StepSo a possible strategy for checking a safety property is to start with inductionwith depth 0, which is just ordinary induction, and then try depth 1, depth 2,and so on. We note that the base case of induction with depth k is exactlySafek, the formula that is used to look for counterexamples in bounded modelchecking.The sad fact, though, is that although induction with depth k + 1 is strictlystronger than induction with depth k, we are not guaranteed to �nd a k that issu�cient to prove a given P -safe system correct! The method is not complete.There are P -safe systems in which one can �nd paths in which the �rst k statessatisfy P and the �nal state does not, for all k. These troublesome paths are inthe unreachable state space, and they arise because of the presence of loops inpaths.Example 21 (A failure for ordinary induction) Consider the state tran-sition diagram shown in Figure 8.6. On the left are the reachable states, all ofwhich satisfy the property P . The initial state is marked with an I . On the rightare the unreachable states, some of which satisfy P , and some of which don't.And no matter what k we pick, there is a path in the unreachable states that134
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PFigure 8.6: A state transition system that defeats ordinary induction with depthstarts with k states that satisfy P , and �nishes with a state that does not satisfyP . The result is that the proof of the step never succeeds for any k, and we arestuck. Examples of troublesome paths are [u1; u0], [u2; u1; u0], [u1; u2; u1; u0],[u2; u2; u1; u0], [u2; u1; u2; u1; u0], [u1; u2; u2; u2; u2; u2; u1; u0]; the list is endless.Even though the system is P -safe, this example defeats induction with depth kfor all k. utWhat can we do to make induction with depth complete? The answer is that wecan restrict the sequences of states (or paths) that we consider in the step to beloop free. Or, to put it another way, we demand that the states in the unrollingof the transition function in the step all be di�erent. Considering only loop freepaths in the step still allows us to examine the same set of states, but it removesthe kind of troublesome paths that we have just seen. In the above example,the �rst two troublesome paths that we noticed ([u1; u0] and [u2; u1; u0]) wereloop free, but all of the others contain repeats. So by increasing k (in this caseto 3), we can get to a point where troublesome paths in the unreachable statesno longer interfere with the proof. And in the reachable states, we �nd thatthe �rst k states all satisfy P , and that k (di�erent) states in a row satisfyingP always lead to another state satisfying P . So, by induction, the reachablestates all satisfy P . Thus, the base case of this strengthened induction is asbefore (Safek). We change the step to consider only loop free paths, by addingan additional constraint. The new step is thenLoopFree[s0 : : : sn] � Path[s0 : : : sn] ^ ^0�i<j�nsi 6= sjStep0k � k̂i=0P (si) ^ LoopFree[s0 : : : sk+1] ! P (sk+1)What does the additional constraint that all states must be di�erent in apath look like in practice? Each si is actually a vector of boolean variables,hsi(0); : : : ; si(m)i, so inequality between states corresponds to a disjunction ofinequalities between the corresponding boolean variables. As a consequence,si 6= sj actually means Wml=0 :(si(l) $ sj(l)). We now have all the piecesneeded to build a sound and complete veri�cation algorithm.135



Our strategy is to start with strengthened induction of depth 0 and then in-crement the depth until both the base case and the step go through. This isguaranteed to terminate. If one or more of the reachable states fails to satisfyP , then we �nd a countermodel [c0 : : : ck] when we try to prove the base caseat a particular k. The countermodel gives a shortest path starting at the initialstate and ending in a state that does not satisfy P . So we are guaranteed toterminate if the system can reach a state violating P . When do we terminateif all reachable states satisfy P ? Let lfb be the length of the longest loop freepath ending in a state violating P , and with all other states satisfying P . Sucha path must be in the unreachable states. The current algorithm iterates untilk becomes equal to lfb. We can think of improving the algorithm slightly bymaking sure that we stop when we reach the length l� of the longest loop freepath starting from an initial state, and proceeding through non-initial states.We can stop then because in that case the base case has checked all reachablestates. We de�neForwardTermk � Init(s0) ^ k+1̂i=1 :Init(si) ^ LoopFree [s0 : : : sk+1]and can stop when ForwardTermk �rst becomes unsatis�able. Then, algorithm 4terminates when k reaches either lfb or l� , whichever is the smaller. To makethe presentation more symmetrical, we can note that the negation of Step0k canbe written asBackTermk � :P (sk+1) ^ k̂i=0P (si) ^ LoopFree[s0 : : : sk+1]and that Step0k is a tautology when its negation is unsatis�able.Algorithm 4 Check if system is P -safe by strengthened induction with depthk=0while True doif not Taut(Safek) thenreturn Countermodel [c0 : : : ck]end ifif not Sat(BackTermk) or not Sat(ForwardTermk) thenreturn Trueend ifk = k + 1end whileWe summarise the resulting method in pseudo-code in Algorithm 4. The for-mulas to be checked are all in propositional logic, so that it su�ces to use apropositional logic theorem prover to do satis�ability and tautology checking onthe formulas for each iteration. This is a great advantage of the method.136



The disadvantage is that it may iterate unnecessarily far. We have seen, forexample, that in a P -safe system, it may iterate up to the length of the longestloop-free path whose �rst state is an initial state. But it might very well haveactually checked all states along that path much earlier, having reached themby shorter paths. We would like to consider shortest paths between pairs ofstates, rather than loop-free ones. How do we express the fact that [s0 : : : sk+1]is a shortest path between s0 and sk+1? We say that it is a path, and that thereis no shorter path.Shortest[s0 : : : sk+1] � Path[s0 : : : sk+1] ^:9t0;: : :; tk: (t0 = s0 ^ Path[t0 : : : tk] ^ k_i=0 ti = sk+1)Note that this is the negation of the formula Diamk, which we have seen in thecontext of bounded model checking. This formula contains quanti�ers, so weneed to apply Reduce(�) to it in order to produce a formula in propositionallogic, just as we did in methods described in section 8.4.1. So, we modify ourtwo termination conditions to replace LoopFree by Shortest. (The base case isas before.)Safek � Init(s0) ^ Path[s0 : : : sk] ! k̂i=0P (si)ForwardTerm0k � Init(s0) ^ k+1̂i=1 :Init(si) ^Reduce(Shortest [s0 : : : sk+1])BackTerm0k � k̂i=0P (si) ^ :P (sk+1) ^ Reduce(Shortest [s0 : : : sk+1])The resulting algorithm has exactly the same shape as before. We give thepseudo-code in Algorithm 5 for completeness.Algorithm 5 Check if system is P -safe by strong induction with depthk=0while True doif not Taut(Safek) thenreturn Countermodel [c0 : : : ck]end ifif not Sat(BackTerm0k) or not Sat(ForwardTerm0k) thenreturn Trueend ifk = k + 1end whileIn between algorithms 4 and 5, there is a range of induction-based algorithmsof increasing strength. These algorithms are brie
y presented in reference [86],137



where an industrial application of algorithm 4 to the veri�cation of Field Pro-grammable Gate Array cores is also described.8.5 Implementing the AnalysesIn order to implement the model checking algorithms e�ciently, we must solvetwo problems:� The formulas we generate have to be compacted or built in such a way thatunnecessarily large formulas are avoided as often as possible. To see thatthis is important, note that the formulas that are generated in the algo-rithms arise by a repetitive process. In reachability analysis, for example,each iteration concatenates a new formula to the result of a Quanti�edBoolean Formula (QBF) translation. The generated formulas can there-fore quickly grow to be very large and may contain many redundanciessuch as repeated subformulas.� QBF formulas must be translated to quanti�er-free formulas without un-necessarily incurring an exponential size blowup.The two problems are not orthogonal. In order to avoid intractable formulas foralgorithms such as reachability analysis, we must have a good QBF translator,and a good formula compactor is certainly valuable when we implement a QBFtranslator.In this section we investigate how the tool FIXIT addresses the two problems.
FIXIT [2, 32] is a workbench for SAT based model checking that initially waswritten at Uppsala University and Prover Technology. It is now being developedat Chalmers University of Technology.We would like to emphasise that what we present here is but one solution;readers interested in an alternative approach are referred to [99].8.5.1 Formula Representation
FIXIT uses a data structure for formula representation that attempts to com-bine a directed acyclic graph representation (DAG) for formulas with simplereductions. The name of the representation is motivated by the fact that theunderlying graph can be seen as a combinational circuit: edges correspond toconnections, operator nodes and markers correspond to primitive gates andvariable nodes correspond to inputs.Given a formula  that characterises a set S, it is clear that there are arbitrarilylarge formulas such as  ^  : : : ^  that characterise the same set. FIXIT usesreductions to rewrite formulas so that such obvious redundancies are avoided. Inorder to achieve further reduction, FIXIT also attempts to make the rewriting138
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Figure 8.7: Tree and DAG representation of the formula (a^ b$ a)^:(a ^ b).rules applicable as often as possible. For example, the left hand side of theformula (� ^  ) _ ( ^ �) does not exactly match the right hand side, so therule a _ a ) a is not immediately applicable. But if the left-hand side ofthe disjunction is rewritten from (� ^  ) to ( ^ �), the rule will match. So,it is important to rewrite formulas by rearranging subformulas whenever theconnective is symmetric.The following are some examples of simple semantics-preserving transformationson formulas:1. False ! � ) True2. � ^ � ) �3. :�$ : ) �$  The �rst two rewrite rules are members of particular families of reductions: allformulas containing truth values can be reduced, as can any formula in the form� � � for � a boolean connective. The third reduction is more speci�c, but is stilluseful as it rewrites occurrences of equivalences into a standard form.The use in FIXIT of a representation built on directed acyclic graphs allows amore e�cient formula encoding than a representation built on trees, as subfor-mulas can be shared. This is important as larger formulas are likely to containmultiple copies of the same subformulas. Figure 8.7 shows a tree and DAGrepresentation of the formula (a ^ b$ a) ^ :(a ^ b); negation is coded into theedges of the representations using explicit markers.Much of the advantage of using DAGs is lost if the DAG has to be expandedagain in order to create the formulas that are fed to the satis�ability checker.
FIXIT circumvents these problems by using tautology and satis�ability preserv-ing mappings from a DAG representation back to propositional formulas. The139



mappings avoid the creation of multiple copies of shared subgraphs by local def-initions using fresh variables. The formulas resulting from the mapping can beslightly larger than the original formula, but the savings incurred by DAGingcan be dramatic in the general case.Example 22 (Mapping back to a propositional formula) The formulacorresponding to the DAG representation in Figure 8.7 is satis�able if and onlyif the formula (i0 $ a ^ b) ^ ((a $ i0) ^ :i0) is satis�able, and is a tautologyif and only if (i0 $ a ^ b) ! ((a $ i0) ^ :i0) is a tautology. In both cases thefresh variable i0 is used to de�ne the shared subformula a ^ b. utWe call the data structure used to represent formulas in FIXIT Reduced BooleanCircuits (RBC). It is a DAG structure with negation markers, much like theexample in Figure 8.7, that conforms to a set of constraints:1. All isomorphic subgraphs are shared (there are not more than one copyof any subgraph).2. No truth values occur in any RBC except the RBCs representing Trueand False.3. Children of internal nodes are distinct.4. Children of vertices containing symmetric connectives are ordered by sometotal order on RBCs5. Edges to children of equivalence nodes are never negated.Requirements 1, 2 and 3 are examples of simple reductions on boolean circuits.The common denominator for all the enforced reductions is that they are localin the sense that they a�ect a very limited part of the graph. Requirements 4and 5 are examples of constraints that aim to make reductions applicable.The name Reduced Boolean Circuit is motivated by the fact that the underlyinggraph can be seen as a combinational circuit: edges correspond to connections,operator nodes and markers correspond to primitive gates, and variable nodescorrespond to inputs.8.5.2 QBF TranslationThe second problem, translation of quanti�ed boolean formulas, is addressed by
FIXIT in two parts: special purpose rules translate the formula stepwise whileformula reduction and compaction is handled in the RBC representation. Thetranslation rules are simple identities relating quanti�ed and unquanti�ed for-mulas; the strength of the translation comes from combining these rules with ane�cient representation that shares subformulas and remove local redundancies.140



As 8x: �(x) is equivalent to :(9x: :�(x)), it su�ces that the translator canresolve existential quanti�ers. The translation applies the following rules itera-tively:1. If � does not contain x, then translate 9x: � by removing the quanti�er.2. Push quanti�ers inwards using the identities9x: �(x) _  (x) � 9x: �(x) _ 9x:  (x)9x: �(x) �  � (9x: �(x)) �  if � 2 f_;^g and x 62 Vars( )3. If the formula to be translated is de�nitional, in the sense that it matchesthe pattern 9x: (x $ �) ^  (x) where x 62 Vars(�), then translate it to (�).4. Translate 9x: �(x) to �(True) _ �(False)Rules 1 and 2 reduce the scope of the quanti�er. This is important as we wantto quantify over as small a scope as possible in order to alleviate the blowup.Rule 3 is useful during backwards �xpoint analysis of deterministic systems.Recall that the quanti�ed boolean formulas that are created during backwards�xpoint iteration have the form 9t:  n(t) ^ T (s; t). Deterministic systems havea transition relation T that can be put into the form Vnk=0 tk $ �k(s), whereeach conjunct de�nes a next state variable tk in terms of the state variables s.The inlining rule is consequently always applicable.The order of presentation of the rules indicates their relative e�ciency. Therule that allows removal of quanti�ers without variable occurrences within scopeshould of course always be attempted before any of the others. Also, it alwaysmakes sense to push the quanti�ers as far as possible into the formula to avoidblowup before applying the inlining or expansion rule. The inlining rule ise�ective as it in one sweep removes all occurrences of the quanti�ed variable,but it is vital to the rule that the RBC representation share common subformulasas the inlined subformula may otherwise be replicated many times.Example 23 (Some quanti�ed boolean formulas and their translations)1. 9x: a ^ b! c2. 9x: x ^ y ^ z ^ u _ v3. 9x: (x$ a ^ b) ^ (x ^ c! d)The �rst formula does not contain any occurrences of the quanti�ed variable, sothe quanti�er can be removed to yield a ^ b! c. The second formula containsoccurrences of the quanti�ed variable, but the quanti�er can be pushed in torewrite the formula to (9x: x) ^ u ^ v ^ y _ z. Naive expansion translates the141



quanti�ed subformula to True_False which is removed by the RBC representa-tion. The last formula matches the de�nitional form and is therefore translatedto a ^ b ^ c! d. ut
FIXIT's translator works directly on the RBC level, and applies the transla-tion rules eagerly in order of e�ciency. Naive expansion of formulas is onlyapplied if no alternatives can be found; however, the blowup can sometimesbe controlled by the RBC representation even when naive expansion is neces-sary. Furthermore, the fact that formulas are rewritten and reduced in orderto increase sharing makes it useful to cache the results of earlier quanti�ca-tions. The resulting translation is quite simple, but still powerful enough to beapplied in reachability analysis of systems that are challenging to verify usingother methods [2].8.6 AnalysisIn this section we analyse the approaches to P -safety checking described insection 8.4. We outline their strengths and weaknesses, relate them to eachother, and present some of our experiences of using the methods.8.6.1 Comparison Between the SAT-based MethodsIn the worst case, we should expect all of the veri�cation algorithms to takeexponential time. This can be understood by reviewing the complexity theoreticfacts. The veri�cation methods that we have presented all rely critically onSAT solving, which is NP-complete; and tautology checking, which is coNP-complete. Regardless of the e�ciency of our algorithms, we can therefore notexpect that the tools they make use of can solve all problems in polynomialtime. Furthermore, FIXIT and some of the induction variants also make useof translations between QBF and propositional logic. Satis�ability checking ofquanti�ed boolean formulas is PSPACE-complete, so it is also very improbablethat we can �nd a translation between QBF and propositional logic that alwaysavoids an exponential memory consumption.As we do not commit to speci�c SAT-solvers and QBF translators, we arealso not able to give very much of an average case analysis of the presentedveri�cation algorithms, nor make general recommendations. Nevertheless, wecan try to relate the methods, and make observations about some characteristicsthat have impact on their time and space behaviour.In our analysis, we assume that QBF solving is done by translation to proposi-tional logic formulas. We also do not concern ourselves with the space behaviourof the external SAT solvers as most SAT-solvers require only polynomial space.We regard the following as the most important factors for the time and spacebehaviour of the SAT-based methods:142



1. Number of iterations. (a�ects time behaviour)2. Size of formulas that are generated. (a�ects time and space behaviour)3. Complexity of the proofs. (a�ects time behaviour)Number of Iterations. The number of iterations that the algorithms needto verify a particular system can have a large impact on the veri�cation time,and even make veri�cation infeasible. In fact, in the case of induction, the mainmotivation for developing more alternatives than the �rst complete inductionvariant was to decrease the number of iterations that were needed to verifycertain hard systems. The number of necessary iterations of the methods for agiven system is also the property of the methods that is easiest to use as a basisof comparison, as it is independent of the SAT-solver and QBF translator used.Let us de�ne three characteristics of a given system: take the forward diameterforw of a system to be the longest shortest path between an initial state andan arbitrary other state, take the backward diameter backw to be the longestshortest path between an arbitrary state and a non-P state, and take the se-quential depth seqdepth to be min(forw; backw). If the system is not P -safe,then de�ne jmcej to be the length of the shortest counterexample.The necessary number of iterations of the methods is as follows:1. Reachability analysis The reachability analysis method needs exactlyjmcej iterations to terminate when the system is not P -safe. When thesystem is P -safe, the breadth �rst search guarantees that only as manysteps as are taken as is necessary to reach the most distant reachable stateare taken; it is easy to see that forw and backw are upper bounds for thenumber of forwards and backwards mode iterations, respectively. So, in amixed mode analysis that works both forwards and backwards at the sametime, at most seqdepth iterations are needed. However, forw and backware not tight bounds; there can be a big di�erence between the length ofthe longest shortest path between any state and the closest initial stateof the analysis, and the length of the longest shortest path between anystate and any initial state. Therefore seqdepth or fewer steps are neededby a mixed mode analysis.2. BMC Just like reachability analysis, bounded model checking needs jmcejiterations to �nd a counterexample for a P -unsafe system. The numberof iterations necessary for verifying a safe system by the original BMCmethod is equal to the system diameter, which can be substantially largerthan the sequential depth. However, the paper that introduced BMC [6]recommended the diameter as a bound for a more general class of proper-ties than P -safety properties. For our special case, the sequential depth isclearly a su�cient bound which can be determined by modifying the di-ameter formula so that it characterises backw and forw. Furthermore, the143



number of breadth �rst iterations necessary for a forwards or backwardsexploration of the statespace can in principle also be determined usingQBF formulas. However, no results have to our knowledge been reportedabout the feasibility of determining either of these improved bounds onthe length of counterexamples using QBF translators and SAT solvers.3. Induction The induction methods terminate when either (1) the basecase has a counter model, (2) both the base case and the step becomeprovable, or (3) the termination formula becomes unsatis�able.For a P -unsafe system the base case detects a countermodel after jmcejsteps.For a P -safe system, the termination is either due to (2) or (3). Thenumber of necessary iterations for one of these conditions to become truedepends on the lengths of the considered paths. A P -safe system willalways have a provable base case, so the termination due to (2) will take l1iterations when l1 is the longest considered path that ends in a non-P state.For the case of the strongest induction, paths are restricted to be shortestpaths, so l1 is equal to backw. Termination caused by condition (3) takeplace after l2 iterations when l2 is the length of the longest consideredpath from the initial states. In the case of the strongest induction, l2 isequal to forw. The necessary number of overall iterations for verifying aP -safe system by the induction methods is therefore min(l1; l2) iterations.For the case of the strongest induction, paths are restricted to be shortestpaths, so l1 is equal to backw, and l2 to forw. The necessary numberof iterations, min(l1; l2), is thus the sequential depth of the transitionsystem.All the veri�cation methods will thus discover the existence of a counterexamplein the same number of iterations. However, the number of iterations that areneeded for determining that a system is safe varies. The best variant of induc-tion needs exactly seqdepth iterations; bidirectional �xpoint-based reachabilityanalysis takes as many iteration steps as induction, or fewer: and BMC can beas good as reachability analysis, as good as induction, or worse than both ofthem depending on the termination criterion.Formula Sizes. That one method can verify a system in fewer iterations thananother does not automatically mean it is a better method; if the formulas thatare generated are of exponential size, even a single iteration will take too longto �nish.Large formulas can arise for two di�erent reasons: (1) the veri�cation methodrelies on quanti�cation, and the translation yields an exponential blowup, or(2) the formulas grow to contain too many state variables (regardless of thee�ciency of the representation compaction, more variables means larger repre-sentation). Reachability analysis is one end of the spectrum as it characterisessets and uses quanti�cation to keep the number of state variables in the system144



�xed. Induction with di�erent states is on the other end of the spectrum, asno quanti�cation is used, but the number of state variables increases quicklyduring the execution of the algorithm. Bounded model checking uses quanti�-cation in the generation of the diameter formulas, but avoids quanti�cation inthe formulas encoding counterexamples.None of the three methods that we have presented is inherently superior toanother in terms of the sizes of the generated formulas. Some systems do notblow up in the quanti�cation; reachability analysis then works very well. Othersystems can be very hard to quantify, but respond well to methods that avoidquanti�cation altogether. In practice, we have found that SAT-based boundedmodel checking can �nd long error traces during the veri�cation of real micro-processor components [12].Complexity of Proofs. That one method generates larger formulas than an-other does not in imply that the resulting proofs take longer time; there is nosuch general connection. The time needed to do proofs in the di�erent veri�-cation methods varies wildly between di�erent systems, and di�erent theoremprovers. We have some general experiences, though.The diameter formulas generated by the BMC procedure are almost always toohard to decide in a reasonable amount of time. For this reason, we believe thatbounded model checking is best used for detecting bugs rather than provingcorrectness. Furthermore, our experience with induction is that proofs neededin induction iterations prior to the last iteration often take up a large part ofthe veri�cation time, and that once a suitable induction depth has been found,the last iteration where we successfully prove correctness often is quicker thanany of the previous, failing, iterations. Iterating up from depth zero is thereforein practice a bad idea; it is better to guess a �rst estimation of the depth usingsome heuristic and then continue from there. For reachability analysis, otherresearchers have observed that a large part of the veri�cation time is often spentin the proofs that attempt to detect �xpoint convergence [99]. One possibilitycould therefore be to only check for convergence of the computation in some ofthe iterations.8.6.2 A Comparison to BDD-based Model CheckingThe main reason for why SAT-based veri�cation methods have generated a lotof interest is that they can handle some systems that are very hard to verifyusing Binary Decision Diagrams. BDDs are used in standard model checkers forthe same purposes as we have used formulas: to encode the systems, and thesets and traces that are generated during veri�cation. Thus, SAT based modelchecking is an interesting complement to BDD based model checking. Why isthis?Firstly, BDDs need exponential space just to represent some circuits; and evenworse, some of these e�ectively unrepresentable circuits actually turn up in145



practice. As a consequence of this representation problem, BDDs also needexponential space for satis�ability checking of certain formulas. In contrast,many standard satis�ability checkers operate within polynomial space.An additional disadvantage to the use of BDDs for satis�ability checking is thatthe user cannot control the search for a satisfying assignment at all. Eitherthe BDD can be built and then satis�ability can be determined in constanttime, or it cannot be built and no information can be found. In stark contrast,some modern SAT solvers lets the user design a proof search strategy for eachindividual proof. Tools built on BDDs are therefore stuck with the pros and consof BDDs for good and for bad, whereas there are many di�erent SAT solversavailable o� the shelf, all with di�erent characteristics.We also believe that the automatic theorem proving approach to model checkingbetter supports a move up in abstraction than decision diagrams. For example,if we would like to verify systems that are described on the level of data typessuch as lists and natural numbers, we have as of yet not seen an adaptions ofdecision diagrams that seems to scale up very well in practice. However, thetechniques we have presented here can in principle be used for stronger logicsthan propositional logic. For example, the Swedish company Prover TechnologyAB has for a long time used a combination of induction and propositional logicwith added support for integer arithmetic to handle systems generated fromLustre programs; these systems contain in�nite domain arithmetic.We would like to point out that even if we may sound negative about BDD-based model checking, BDDs in fact often work remarkably well. The value ofthe SAT based methods we have presented lies in that they can handle someof the systems that BDDs have problems with, not in that they consistentlyoutperform BDDs. They should thus be seen as complements to, rather thanreplacements for, BDD-based model checking.As a consequence of how well BDDs often work, there have been attempts tocombine BDDs with SAT-based methods [99], aiming to develop proceduresthat combine the strong points of BDDs and SAT-based model checking. Thisis an interesting idea as it in principle would allow a model checker to chosethe representation that best �tted the situation at hand, and even change rep-resentation in mid-analysis. The investigations reported in [99] in e�ect onlyuses BDDs as yet another SAT-solver, but the work is still a step towards morefundamental integrations of SAT and BDD-based model checking.The area of quanti�cation translation is where BDDs have a big advantageover the methods described here. There has not yet been much research intohow quanti�cation translation procedures should be constructed; the internaltranslation used in FIXIT, for example, works well for some examples that areintractable for BDDs, but gives a blowup for many others that BDDs handlee�ortlessly. 146



8.7 Interesting Future QuestionsThere are many interesting directions for further research into SAT-based modelchecking.There exists a plethora of veri�cation algorithms that use BDDs as their funda-mental data structure. The method we used to convert reachability analysis toSAT-solvers in Section 8.4.1 can be used to convert many of these algorithms,and we believe that the range of examples handled by these algorithms canbe extended signi�cantly in this way. BDDs also have many other uses thanveri�cation. An exciting direction of research would be to investigate the con-sequences of using SAT-solvers in these applications.All of the veri�cation methods presented here could bene�t immensely frommore insight into how formulas can be minimised e�ciently. One direction thatwe believe could be fruitfully explored is circuit synthesis and standard booleancircuit minimisation methods. Also, more research into how QBF could bereduced to propositional logic without generating a space blowup could be veryuseful for SAT-based model checking in particular, but also in many other �elds.When we discussed generalised induction in Section 8.4.1, we showed that therealways exists a largest property that could be used as a strengthening (the set ofP -invariant states), and a smallest predicate (the reachable states). Sometimesthe construction of these extremal properties through forwards and backwardsreachability analysis is infeasible. However, as we remarked, any property that isclosed under the successor operation, and that lies between these two predicatescan be used as a strengthening. In [10] some �rst attempts to generate suchpredicates using a SAT-solver are investigated. However, much remains to beexplored in this �eld.In this paper, we have concentrated on verifying boolean systems. Many in-dustrially relevant systems are most naturally described at a higher level, forexample, in terms of datatypes like natural numbers, lists, and trees. Con-sidering recent work on extending St�almarck's method both to strengthen thearithmetic and to work for stronger logics, an interesting direction of researchwould be to further explore how the veri�cation methods we have described canbe extended to work in those logics. This opens the possibility to apply theautomatic theorem proving directly at the level of QBF, or even at the levelof temporal logic. The challenge of work along these lines is to go as far upas possible into the hierarchy of abstraction levels and logics while keeping amethod that is automatic for practical systems.Finally, we �rmly believe that combinations of di�erent technologies should beexplored. As previously stated, there has already been some research into thecombination of SAT solvers and BDDs [99]. This is of course not the onlyinteresting combination. For example, what about on-the-
y model checking ofcertain components while other parts are handled with decision diagrams andSAT-solvers? A combination of techniques gives more freedom than each of the147



constituent techniques, and this can be necessary for industrial-scale systems.Of course, challenging issues arise as soon as we adopt this view. With 
exibilitycomes freedom, and how do we control this freedom?AcknowledgementsWe would like to thank Magnus Bj�ork for his careful reading of an earlier draftof this paper.
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