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MEFEREA CLS MEPHSHEEZIIEERELN URL B, BFHE. BEFiFS (M: @ZH= URL
FTH CLS RERIRmETPRIEE Topic) , i5fEMA CLS i SDK BiTH&RER, SEMAXBEE MR cls-console—
sdk o

IBRN: EABREHEZHE DataSight
InRWR

RATEHEANSLEET DataSight, FRARTLUER DataSight SERAES. ER%ADTFRABESR
—BOtiE, FHIEEEAEIZ, 12t DataSight ZFEENGEHER.

R
B RANEREEES.

https:// —
datasight-1250000.clsc S
hlttss./ / thest.com/ onsole.tencent- T —
® e cloud.com/cls/serch -
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NGINX BcEt&EtR :

# iﬁm;ﬁglﬁ'ﬁ;ﬂ, ﬂ%ﬂﬁzlﬂ';ﬁaﬁﬁ?ﬁuqﬂ<your—domain.com>\ <your-domain-cert>.
<domain-appid> (datasightiHBEI&R, ZIFAM/ AMES ) &B5

+ EFIENEAAENEEFBnttps, HiEHntcoBkiERInteps, LURFRIGSEERZ LM, /&
DT RRERHAF S o

# MAREERIMIERInt cpsthi¥, AliERltserveritE
server {

listen 80;

server_name your-domain.com;

return 301 https://Shost$Srequest_uri;

server {
# WMAREEIh oG, AIEETTER
# listen 80;
listen 443 ssl http2;
server_name your—-domain.com;
ssl_certificate your-domain-cert.pem;

ssl_certificate_key your-domain-cert.key;

location ~ ~/(.*) |
# BAITELCAIBINBESCGHITEHRIRES, Bl RENEE referer [EATIAME
#set Smatch "S$1::Shttp_referer";
#if (Smatch !~* ~(.+)::httpls]*://[www]l*[.]1*\1.*$ ) {
# return 403;
#}

proxy_pass https://datasight-111111111.clsconsole.tencent—
cloud.com;

proxy_set_header Host S$proxy_host;

proxy_set_header Origin https://S$Sproxy_host;

proxy_set_header Referer "https://S$Sproxy_host/S$1";

proxy_set_header X-Forwarded-For Sproxy_add_x_forwarded_for;

proxy_set_header X-Proxy true;

proxy_set_header X-Proxy-Host Shost;

proxy_set_header X-Proxy—-Real-IP Sremote_addr;

proxy_set_header X-Proxy-Forwarded-Proto S$scheme;
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proxy_redirect ~"(.*)/login\?s_url=https?%$3A%2F%2F [a-z0-9\-]+
(.internal) ?.clsconsole.tencent-cloud.com%2F (.*)$ $1/login?

s_url=https$%$3A%$2F%2Fyour-domain.com$2F$3;

+ MFBERMEBEENDatasight RHBIBSH=EWR (favicon), |
headerSCil

# proxy_set_header X-DATASIGHT-HIDE-FAVICON true;
# proxy_set_header X-DATASIGHT-FAVICON-URL
https://github.githubassets.com/favicons/favicon.png;
I3
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EHRAARIRSER

O FR:
IREPOREFELL TR, BEIRSERNHITIRME:

GRS ZAE MBS BT, BIEEE 5 LR, diEid AssumeRole 2
DurationSeconds §%E-
BESHINEEERIUE ( nttps://cloud.tencent.cn/login/roleAccessCallback?algor
ithm... ) iE2REBEEAM.
BRPUBATFERERIBUMNRATREEN, GIIANSHIRIE, SZRERAFIRIAE
BaiERNEEiRIrgIREl 55=7 Cookie , EARIEUSE G22I EE=7 Cookie o
MFED iframe B8XAF demo FIRIRERIEHE, FRFRNESEAIFERASE=F Cookie €N, &
MIETETE iframe RREBHER

[FEREREBINEERRMESRBUNT:

1. $IF HiREE CAM TWHE, tiE CAM A6, BEASHEIEBAZIKS, HaEAirafmaihinEig,
#73 CAM AGEEHEMAYGIINER, HIa0: JiEREENPR ocloudCLSReadOnlyAccess , HapfA CLSR
eadonly . SHIEREEAY Rolearn BR.

BMARBHHEE:
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QcloudCLSReadOnlyAccess

=EE (CLS) DiEsaEm

QcloudCLSReadOnlyAccess o B=ERE (CLS) HiEimmiR
R =

B=iEE (CLS) RiEAmmE

2. I FIOEIEERE WHE, FEEENKRE, ERRREEASRCE, #AREBIEE JSON 7%, EHRER
FHESLITAZS, 518 ${YOUR_UIN} #itHkSHI Uin ( Resource ABMEIZAIAEAY RoleArn
, NBREEF—H, iBF=EN) . BET—F, HIREIHAREEZA PlayClsPolicy o

version": "2.0",

"allow",

"sts:AssumeRole"

I

"resource": [

"gcs:icam: :uin/${YOUR_UIN}:roleName/CLSReadOnly"
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3. fIF #ERF WH, EERENE ., HRIREHTNGERRIZIWERS, AR&iREHN PlayClsUser ,
BaARARELID, BPBIRRERN LS BIMENER PlayClsPolicy o IRXIMEAPIRMERE, SHRS
S pEA9%EA Secretld #1 SecretKey .

4. REGESREHSRTHENRD cls-iframe-demo ., 2RIE ReadMe W&, EREREE .env X
{4, IHE RoleArn , SecretId, Secretkey (B8, BIRHTHESHENIES,

O FER:
XSt EE a2 S Secretld 5 SecretKey itEE, NIMWKSERL, A THRIEKSEZE, A2l
= APl B Z2HEEE , REERATH. ARRBESIREIVCEN, FRESRIMEBIRIIFIF
¥,

SN BREFREH S ETEFN ReadMe X5, ETINEG, HAESEREERIZFEAR
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BHUREEWARIEIE. ARESIRISARZ S, BETHNMIRASIZENXIRFIE(ERRS
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5. HIZATRSEERBFMIE s w1 (Wi, RNGHSERERMBENREENH4F, HRRERRSEEE
EHHEESIbIbLE ) o

RRSFRE
BEBRS RS TR E L :

https://console.cloud.tencent.cn/cls/search?region=

<region>&topic_id=<topic_id>

BERSFERSITRE URL SE65EA:

SHBIR %iE YeRY iR

reaion = Strin ibisk iR, FlaN: ap-shanghai &5 Ligithi,
g = g HETREEREn Tt

topic_id & String BEEE ID
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&, 4PEBEICRIEHNFKS . BESHKBRFNRMA RoleArn , SecretId, SecretKey &R

. B0 FREFBEINEES PHARS, REESFXKR, RNASRSEERBREENE s_url .

. EBRFEIAZRERLOREN, ESUTESERS.

. (EFSKENRIRYEEER, VAR STS AssumeRole #0O, BB EAGHIGIER.

. BT RN ER, ERERESES
5.1 EZS8HF.

MEREZNSHIRRFBRIYFREBINFHRE, £ERF—IFE, EHRNEBRTERSESAF
8, LAbsstE, SOLMEERIEES PAIE XHIFRERLIX—I08E, #an: PHP & 89 ksort BRE,
HpEZRSsUESUTHS:
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O BRE

action = String 1R{EsntE, BEIER roleLogin
timestamp = Int SeuRtiaE
nonce = Int REHNEEEL, EXE10000-100000000
secretld B String STS igE/IEET AK

5.2 HiESH.

BL—SHIRFERSE, & SHEW-28E H#ix, fia:

action=rolelLogin&nonce=67439&secret Id=AKI***PLE&timestamp=14847933

52

5.3 HHEERH,
B ERAZE + BREN (BERER + 2 + EREFE HAUBHEEZS,

o Wik iR
iBRENFEE = ElZEH cloud.tencent.cn/login/roleAccessCallback
i5RAE = %5 GET 5 POST

EZRRB:

GETcloud.tencent.cn/login/roleAccessCallback?

action=rolelLogin&nonce=67439&secretId=AKI***PLE&timestamp=14847933

52

5.4 EMERSH,

{EA HMAC-SHA1EZM=FFHER, Baiszi HMAC-SHA1H1 HMAC-SHA256., B340
F, LAPHP i&=7961:

ley = 'Gub***1gA’';
Str = 'GETcloud.tencent.cn/login/roleAccessCallback?

action=rolelogin&nonce=67439&secretId=&timestamp=1484793352";

SsignStr = ( ('shal', SsrcStr

BEIRSS

IRIRERE: BR=ITE (1bF) BRSEAE 827
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PHP R&F5EHHE

SsecretId "ARI*x** ", //sTs REIAYIGRAT Ak
SsecretKey "GuS***PLE"; //sTs IREIMIEAT secret
Stoken "ADE***fds"; //sTS IREIRIRE TOKEN
Sparam["nonce"] = 11886; //rand (10000, 100000000) ;
Sparam["timestamp"] = 1465185768; //time ();
Sparam["secretId"] SsecretId;
Sparam["action"] = "roleLogin";
ksort (Sparam) ;
$SsignStr = "GETcloud.tencent.cn/login/roleAccessCallback?";
foreach ( S$param as S$key => Svalue ) {

SsignStr = $signStr . S$key . "=" . Svalue . "&";
}
$SsignStr substr ($signStr, 0, -1);
Ssignature base64_encode (hash_hmac ("shal", $signStr, S$secretKey,
true));

echo $signature.PHP_EOL;

1. HEREBEREEURENTAEILR{TESR . 28ERE urlencode &HiB.

https://cloud.tencent.cn/login/roleAccessCallback?
algorithn=<FEZRMEBEZE, BEIRZHEF shalfll sha256, FEBKIN shal>
gsecretId=<BHBW} secretid>

stoken=<I[GAt%EEA token>

gnonce=<&FZ/AF nonce>

stimestamp=<BERA timestamp>

gsignature=<EH{HB>

ss_url=<EFFEEHB urL>
2. (FRYERNREZMEE, HOENzAERSZEFHSRE. fIMMEESFRmaIRERIGImsEHENT

https://cloud.tencent.cn/login/roleAccessCallback?
nonce=52055817&s_url=https%3A%2F%2Fconsole.cloud.tencent.cn%$2Fcls%$2Fse
arch$%$3Fregion%$3Dap—-guangzhou%26start_time%$3D2020-05-
26%25252014%25253A01%25253A18%26end_time%3D2020-05-
26%25252014%25253A16%25253A18&secret Id=AKID-vHJ7/WPHcy_RVIOm-
QTIktX0£f9S9z_k_JackOp3dyQPJIJwmDrNLQJuiNuw9******gsignature=eXeWaDn6iJlc
PplsggGdem9%2FQk****gtimestamp=1592455018&token=5e4vuBHL7fBQP11VIfvSIN
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EERTEIEIEY, Grafana £8.0KRLALIRAE, MNEARRFIBESNR Grafana HEIEE . EEIEIFER
EUR TR o

BRESE
$B1: =¥ CLS i&HHS Grafana ( @ik )

@ HB:
iBig Grafana EEREEEHURHNBREZIHEE, (NEEEIFERSIBENTERZEE S, THhIiZSE.

ARS3 2R

1. i8N Grafana B9EEBERAE . £ Centos BUIGEHFBER /var/lib/grafana/plugins/ TEEIG
.
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https://cloud.tencent.com/document/product/614/52102
https://cloud.tencent.com/document/product/614/52102
https://grafana.com/docs/grafana/latest/installation/
https://grafana.com/docs/grafana/latest/installation/upgrading/

O BRE s

cd /var/lib/grafana/plugins/

wget https://github.com/TencentCloud/cls—grafana-

datasource/releases/latest/download/tencent-cls-grafana-
datasource.zip

unzip tencent-cls—-grafana-datasource

HEEHA—RRREE (RESHIBHREER) !

/bin/bash -c "$(curl —-fsSL
https://raw.githubusercontent.com/TencentCloud/cls—grafana-
datasource/master/toolkit/update.sh)" bash

/var/lib/grafana/plugins/

2. {24 Grafana EEE&Xf4, BiE CLS #UEIR ID, REXHBESE MiEXE,
Linux EREEXHFIETE: /etc/grafana/grafana.ini
macOS EAHENHIRE: /usr/local/etc/grafana/grafana.ini

£ plugins Fig& allow_loading_unsigned_plugins £#1:

allow_loading_unsigned_plugins = tencent-cls—grafana—-datasource

£ dataproxy HigE timeout. dialTimeout. keep_alive_seconds £#{:

[dataproxy]
timeout = 60
dialTimeout = 60

keep_alive_seconds = 60

3. EE Grafana E:

service grafana-server restart

EA N

&% Docker h%% Grafana %85|, BRI THIEESER% CLS &,
docker run &%
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https://grafana.com/docs/grafana/latest/setup-grafana/configure-grafana/
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BEIRSS

docker run -d -p 3000:3000 --name=grafana \

—e "GF_INSTALL_PLUGINS=https://github.com/TencentCloud/cls—
grafana-datasource/releases/latest/download/tencent-cls-grafana-
datasource.zip;tencent-cls—grafana-datasource" \

—e "GF_PLUGINS_ALLOW_LOADING_UNSIGNED_PLUGINS=tencent-cls-—
grafana-datasource" \

—e "GF_DATAPROXY_TIMEOUT=60" \

—e "GF_DATAPROXY_DIALTIMEOUT=60" \

—e "GF_DATAPROXY_KEEP_ALIVE_SECONDS=60" \

grafana/grafana

docker compose:

version: '3'

services:
grafana:
image: grafana/grafana:latest
container_name: grafana
ports:
- '3000:3000"
environment:

— GF_INSTALL_PLUGINS=https://github.com/TencentCloud/cls-—
grafana-datasource/releases/latest/download/tencent-cls-grafana-
datasource.zip;tencent-cls—-grafana-datasource

— GF_PLUGINS_ALLOW_LOADING_UNSIGNED_PLUGINS=tencent-cls-—
grafana-datasource

— GF_DATAPROXY_TIMEOUT=60

— GF_DATAPROXY_DIALTIMEOUT=60

— GF_DATAPROXY_KEEP_ALIVE_SECONDS=60

Bil=rWNES Grafana RS

1. £ Grafana ECERIEINLATEE, FIEBEEN GESE:

[plugins]

allow_loading_unsigned_plugins = tencent-cls—-grafana-datasource

IRIFRE: BR=IE (16F) BREEAR 832 #55m



https://cloud.tencent.com/document/product/248/87493

O BT R

[dataproxy]
timeout = 60

dialTimeout =

keep_alive_seconds = 60

4748Grafana.ini

[server]
root_url=http:, grafana.tencent-cloud.com

[plugins]
allow_loading_unsigned_plugins = tencent-cls-grafana-datasource

[dataproxy]

timeout = 60
dialTimeout = 60
keep_alive_seconds = Gq

$H2: BEYER

BHEE

(&

7= Data Sources T, #i Add data source. i#%#F Tencent CLS Datasource, #ZEELATi5ABED

BHIRER:
BB IR %8R
Security Secretld. SecretKey: APIiEKREH, BFEHBEN.
Credential IREUMELLRITE IHOEE , BINERMAE—FS, ERAZKSH Secretld &
s SecretKey, tIREMERI{ER EEMRRIEEE -
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https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/614/68374#cls-.E5.AF.B9.E6.8E.A5-grafana

BEIRSS

O BT

Secretld *

SecretKey

E=
-1

FEAMAPIHRZ

HEiRERR

IBIREEIES Prometheus URERRIEO, AILABRIE{EN Prometheus BiEFEIEN Grafana, HH3F
BMEIREREZE—1 Prometheus Efl,
1. FREEER,

1.1 8F HERSENS , £EMSHED, PEEREEE.
1.2 EEGEEEENH, REREFINEGRERSR, EANSGEEENMSERHE.

1.3 ERAES, BiEAR > BIRER a9 URL F1EB5RATE Grafana SiRiNEERFAENEEE
B, EBARPH Secretld & SecretKey FBHkEE 150 REIRE, BNERMEIE—F
WS, ERIZWKSH Secretld & SecretKey, IRKRIEA{ER HEEIREREE -

2. 7£ Data Sources A, % Add data source.
3. i&#E Prometheus, EREHEENTER:

IRIFRE: BR=IE (16F) BREEAR $534 H55m)


https://console.cloud.tencent.com/cls/overview
https://console.cloud.tencent.com/cam/capi
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$%) - i}ik=

prometheus

Type: Prometheus

{4 Settings B2 Dashboards

®  prometheus Default o

Before you can use the Prometheus data source, you must configure it below or in the config file. For detailed instructions,

Fields marked with * are requil

Connection

Prometheus server URL * (@  https://ap -chongging.cls.tencentcs.com/prometheus/c

Authentication

Authentication methods
’hoose an authenti ) ethod to access the data sourc

Authentication method

Basic authentication

User *

Password *

IRIFRE: BR=IE (16F) BREEAR 5835 #55m
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Advanced settings

Additional settings are optional settings that can be configured for more control over your data source.

Advanced HTTP settings

Allowed cookies ©)

Timeout 0]

Alerting

Manage alerts via Alerting Ul

Allow as recording rules target

Interval behaviour

Scrape interval

Query timeout

Query editor

Default editor Builder

Disable metrics lookup

Performance
Prometheus type Prometheus
Prometheus version > 2.50.x
Cache level Low
Incremental querying (beta)

Disable recording rules (beta)

IRIFRE: BR=IE (16F) BREEAR 5836 #55m
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Prometheus server URL: BISE1Z3XEECEEEHHI URL, Grafana SPEEBN=RMAT (51
WEREE CVM 5% TKE ) nIfEARmibil, HEEERiEERIMRitbit

Authentication method: Basic authentication, User 3 Secretld, Password A
SecretKey,

Alerting: XiAEHAFX, BIEF Manage alerts via Alerting Ul 5 Allow as recording
rules target (|HiRZA Grafana TEELIZECEIR, T2 ) -

Prometheus type: i### Prometheus,

Prometheus version: > 2.50.x ( |BiR4s Grafana nJIgELiZECEIR, nJZEE, (BESIESRK
& mEiaEsE, HEINFAER Grafana) o
4, BBFEER Save & Test X BEEE R B IERIHRFERSE

$B3: &£ Grafana rEEHIE
H&EE

f£ Grafana—Explore FEERKAX
1. i\ Grafana—Explore, #iEiRi%#Z Tencent CLS Datasource #if¥.

2. fEERIEIZ AEIRS, EFEIREEEMAFRENE. BEEBSIR,
3. ERTBEIPWANIED, BHA LA Run query, BITEEATHRERER

® Explore <3| & Tencent CLS Datasource

bz BRI (FX) CLB Demoi}a) Hi5HEER_100001127589 (a85b.. EEAN
BARGRRM

HRES

+ Add query © Query history ® Inspector

# Grafana—-Dashboard Sh&EEFREA®E
1. i#\ Grafana—-Dashboard , BEHiFENER.

2. FEIXRRERME, ERERIEEFE Logs. HIEREE Tencent CLS Datasource 4, i#FZBRAE
EEAYERTERBE. AFERSR.

3. FRRBEIPHANIED, PHA LANRREE, BTESATRRER,
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Panel Title

“request”:"GET /wp-content/uploads/wpdm-cache/ HTTP/1.1","server_name" :"demo.cls.tencent.con", "upstrean_addr":"

“GET /cgi-bin/apcupsd/multimon.cgi HTTP/1.1", “server_name":“demo.cls.tencent.com", " upstrean_addr

":"GET https://ssp.cloud.tencent.com/ckfinder/ckfinder .html HTTP/1.1", "server_name
. "server_name" :"demo.cls.tencent.con”, "upstream_addr”:"10

“GET /debug/default/view HTTP/1.1"

3", "upstream_header_time" :"
emo.cls.tencent.con”, “upstream_addr": “18 9", "upstream_header_time
"request”:"GET /71634282618 HTTP/1.1","server_name":"demo.cls.tencent.com", "upstrean_addr®:"18 ", "upstream_header_time"
request” :"GET /private-key HTTP/1.1","server_name":“demo.cls.tencent.com’, “upstream_addr”:"10
request :"GET /.zsh_history HTTP/1.1", "server_name" :"demo.cls.tencent.com’, "upstream_addr":"1 1

"request” :"GET / HTTP/1.1", "server_name" :"demo.cls.tencent.com", " upstream_addr":"
{"request" :"GET /mysql.rar HTTP/1.1","server_name": "demo.cls. tencent.com", "upstrean_addr" :"18

{"request" :"GET / HTTP/1.1", "server_name":"demo.cls.tencent.com","upstream_addr":"10
{"request" :"POST /CTCHebService/CTCWebServiceBean/ConfigServlet HTTP/1.1", "server_name":"demo.cls.tencent.con","upstream_addr": 10

{"request" :"6ET /patch-image_name_unique.sql HTTP/1.1","server_name" :"demo.cls. tencent.con”, ‘upstream_addr” :"10
{"request" :"GET / HTTP/1.1", "server_name":"demo.cls.tencent.con", "upstrean_addr":"10

{¥5orveriname® v

22", "upstream_header _time":"-", “connection_requests":"1", "ss1_cipher":"-

demo. cls. tencent. con", "upstrean_addr" :"18

8 Query 1

Data source Tencent CLS Datasource ® Query options

A
i iR (EK) CLB Demoisia]Hi5H &HEHM_100001127589 (a85b... IHEAW
BRERFM

RFREE

{ . "upstream_header_time"

{ upstrean_header_time"

{ demo.cls. tencent.con", "upstream_addr”:"18 56",

{ ,"connection_requests” :"

{ ", "connection_requests
{ "GET https://ssp.cloud.tencent.con/test2.txt HTTP/1.1", "server_name" :"demo.cls.tencent.con", "upstream_addr":"18 )", “upstrean_header_time" :"@.804", "connection_reqt
{ "connection_requests”

{ ", 'upstrean_header_time" :"8.088" , "connection_requests”:"1", "ss1_cipher" : "ECDI
{ ,"upstream_header_time":"0.088", "connection_requests”:"1",
{"request” :"GET /?rsd=%3C%2Fscript%3E%3Cscript¥3Ealerth2Bdocument . domain%k29%3C%2Fscript%3E HTTP/1.1", "server_name" :"demo.cls. tencent .con”, "upstrean_addr”:"18

{ ", "upstream_header_tine":"0.088", "connection_requests":"1",
168", "upstrean_header_time": "8.008", "connection_requests" :"43
14", "upstrean_header_tine":"0.004", 'connection_requests”:"1",
75", "upstream_header_time":"8.804", " connect
{"request" :"GET /wp-content/plugins/tera-charts/charts/zoomabletreemap.php?fn=../../../../../etc/passwd HTTP/1.1", "server_name" :"demo.cls .tencent .com"
15", "upstream_header_time":"0.608
1", "upstream_header_time" :"6.008", "connection_requests”:"1
", "stgw_request_id" :"2c58fbb144494629850072¢

BEIRSS

804", "connection_requests”

connection_requests”:"1 Panel options

upstream_header_time” :"8.004", "c(
ss1_cipher

stgw_request_ic Logs
,"ssl_cipher

Time
"ssl_cipher" stgv

ssl_cipher” :"ECI Unique labels

"upstrean_he °
"ss1_cipher" : "ECDHE-RSA-AEST
ss1_cipher”:"ECDH

"ssl_cipher" : "ECDHE-RSA-AES1]

Common labels

Wrap lines
upstrean_addr":"10 5 r

,"connection_requests” :"49",'

,"ss1_cipher" : "ECDHE-RSA-AES Prettify JSON
°

Enable log details
o
Deduplication
Query inspector None
Order

Newest first

¥FF Grafana v8.3LALIRARAR, tbali@id Transform IhgEshaY Extract fields IhgE, 1EZRIRME]

REHTFERIZE, 7 Table FEERT.

BUEH  Tencent Cloud Monitoring v region  FEGHIR(EX) v

Topicld  CLB Demoiia A& HEER 100001127589 (669f2171-795-4921-8... v

Panel Title

_TIMESTAMP_ _LogJson_ ssl_cipher stgw_request_id  request_method http_host http_user_agent

2023-05-30 17:18... {"request":"GET /2... - 9572092294d141...  GET 17216.0.221 Mozilla/5.0 (X11; Li... -

2023-05-30 17:18... {'request":"GET /s... ECDHE-RSA-AES1.. 73a9b39dc83443.. GET 17216.0.17 Fuzz Faster U Fool... 404

2023-05-3017:18... {“request":"GET /i... 4bcec38bd06347... GET 172.16.0.247 Nuclei - Open-sou...

2023-05-30 17:18... {"request":"GET /c... cOa3dc9eb6fd4ca... GET 172.16.0.30 Mozilla/5.0 (X11; U...

upstream_status

All

vip_vpeid request_time

Panel options
0.000

Title
g Panel Title
0.000

Description

0.000

2023-05-30 17:18...

2023-05-30 17:18...

2023-05-30 17:18...

{"request":"OPTIO...

{"request":"GET /p...

{"request":"GET ht...

ECDHE-RSA-AES’

ECDHE-RSA-AES’

ECDHE-RSA-AEST...

4c5e7fef3630428...

©d2d824164344

b09159bb32fd44...

GET

GET

OPTIONS

172.16.0170

17216.0.4

17216.0193

Fuzz Faster U Fool
Mozilla/5.0 Apple...

Mozilla/5.0 (Macin...

0.008
0.001 Transparent background

0.218

> Panel links

> Repeat options

o
£3 Transform (2 Table

Show table header

Cell height

Extract fields
Source A —LogJson__
Format JSON

+ Add path Enable pagination

Replace all fields
Minimum column width
The minimum width for colum;

Filter by name zing

Identifier _TIMESTAMP_ _LogJson_ v _SOURCE_ _FILENAME__ _HOSTNAME_

B Column width
_META_ {Topicld="669f2171-79f5-4921-8529-06€724dad0f5", region="ap-chongging"} request server_name upstream_addr upstream_header_time connection_requests ssl_cipher v

stgw_request_id v request_method v http_host v http_user_agent v upstream_status vip_vpeid v request_time v sys_address v proxy_host v

Column alignment

sys_datasource v connection v topinfo_rtt v ssl_protocol v timestamp v remote_addr v remote_port v time_local v bytes_sent v server_addr v

auto  left

#£ Grafana LERE%it
1. i#\ Grafana-Dashboard , BHiEMNER.

2. EEIRRIERHE, HFEEIREERER, HiEF%®E Tencent CLS Datasource &4, iEFEBIEAETE
PR, BREEBSIR,

3. ERRBEIPWASQL 59, BEA LANMN, BIIESRITERER.
SFHNFREDI RS

W select histogram ( cast ( TIMESTAMP as timestamp ) , int

erval 1 minute) as analytic_time, count as log_coun

IRIFRE: BR=IE (16F) BREEAR £538 #5553




O BRE R

t group Dby analytic_time order by analytic_time 1limit 100

0

P} e S 5 FE 9 5 Rz B EE

select time_series(_ TIMESTAMP_ , 'S{__interval}',

$H:%1:%s+08:00', '0') as analytic_time,

og_count group by analytic_time order by analytic_time 1lim

it 1000

ZiEOHEL S Transform hEELHIRIFE, #I0 Convert field type 1 Prepare time
series ECEUT:

v 1- Convert field type O Y & o w

Field time v as (@ Time v | linput format ® | e.g. YYYY-MM-DD W

+ Convert field type

v 2 - Prepare time series O Y & o w
Format Multi-frame time series v
Info  Multiple frames

« Each frame has two fields: time, value
¢ Time in ascending order

« String values are represented as labels
« All values are numeric

SEIHEREDRE

FEAMEXREGEIN value Options - show ®HE All values :

select try_cast (status as varchar)

as log_count group by statu

(e

1. i# A\ Grafana—Explore, ¥ERiEELSE2FMAY Prometheus #iER,
2. MABiIDED, BFHALAK Run query, BIRI&EEIBIREUE.

IRIFRE: BR=IE (16F) BREEAR 5839 #55m
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@ Explore «8 Prometheusé s L T Q Runquery ~

A

Metric Label filters

ent action

+ Operations

Raw query
cnt{action="Bz

Options

+ Add query © Query history @ Inspector

Graph

140

130

$B4: £ Grafana LREISSE

HE&ERR

1. i#\ Grafana-Alertrules , RS RN

2. NSEMNRIETHE, £ AP, HiEFEE Tencent CLS Datasource 4, WiESEZ05%iTATIE
SEEIRERERIERE,

. & AW, EEBREEEMAFRER,. BEEESR.

. EAR, ERFEDPEA SQL 15D, HEREAGEEEEIR,

. E B, i&FE AhEEERIE, REIPRRIE—ME,

. ECHh, REESEEIMENSEMEREN, ROIPREBXFTI00MASE,

. BB Preview MR HEER . HEZZBNESR, REHRTF.

N O o0 b~ W
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A &> Tencent CLS Datasource ®  © now-10m to now

ol ARt (ER) BEEE CLB Demoijal HEHEER_100001127589 (a85b... EEAN

BALGRES
BRiEG * | select count(*) as count
% Time series

count

B
Operation Classic condition
Conditions WHEN  last() ISABOVE ~ 100
®
% Time series
Value

1

+ Add query + Add expression & Run queries

(e

1. it A\ Grafana—Alertrules , EEFESEHN, HFISIFERTIES Prometheus Alert 8%
A, i5{#A Grafana managed alert,

BNEEMNRERE, T AP, BBREESE2RHRMA Prometheus &iEE
. £ AP, ESEREEED.

. E B, i&F AhEEEEINE, ROIPRRIE—NME.

. £ CH, BEESEEFENSEMESRM, ROIPEEN1024MESE,

. B Preview M EZE R . HEEZBHNES, BEERF.

o o b~ WDN

IRIFRE: BR=IE (16F) BREEAR 5841 55|
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Alert rules / Add rule

Cancel Save Save and exit

Set a query and alert condition

Grafana managed alert

Prometheus ® now-10m to now Make this the a

L] Run queries. Bullder
Metric Label filters

mern_available

+ Operations

Raw query
mem_available

Options

= Time series
5740000000
5738000000
5736000000

11:46:00 11:47:00 11:48:00 11:49:00 11:50.00 11:51.00 11:54:00 11:55:00 1024
= {_name_="mem_available’, host="6c74e00eb825")

Mode  Strict

5738860544

Make this the alert condition Alert condition

+ Add query + Add expression Q Preview

Grafana ER &
Grafana BRI RBHHREELLE?

REE, BUEH grafana.ini X4 [dataproxy] EE& .

Grafana BAERIAYEIAN30s, EAEIESEALERAT, AJgESH timeout @R, FBEESMR Grafana proxy
queries timeout after 30s with dataproxy . ZEi{E€eZE60s, URKIRERIZEFRETRSAEESD . (EeXBE
T:

[dataproxy]
timeout = 60

dialTimeout = 60

keep_alive_seconds = 60

Grafana i@ ZEES ARG ER?

IRREESAIMLER (HINHE . BHEEEEF) , SHITNRNGSEE Grafana iflf o
BN, BRELEHE (pie panel) , THITNTHS:

IRIFRE: BR=IE (16F) BREEAR 5842 #55m


https://github.com/grafana/grafana/issues/35505
https://github.com/grafana/grafana/issues/35505
https://grafana.com/grafana/plugins?type=panel

$%) - i}ik= s

grafana-cli plugins install grafana-piechart-panel

service grafana-server restart

Grafana i@t EitisS AFEETR?

£ Grafana EcBMtIRTBESHEEEEE, HEERPSIA. JLAHMUEREERYINIESER#TEIE, Hig
BEENT:

G)

Home > Dashboards [fig-H7&] CLB DemoifilH®E vr o3 Wi Addv - B

BiEE  Tencent Cloud Monitoring v | region ~ FEEJMIR(EK) - Topicld  CLB Demoiid H &% H#EH 100001127589 (6692171-79f5-4921-8... v [ CLB SHiF RN

p PV

2377355 237753

1. i\ Grafana {NFRREE-Variables 35, &IZFH&E Variables, f&fEitiHTE, BRREATEEESE,
2. Variables type %% Query.

3. Query options # DataSource %% Tencent CLS Datasource fif¥ .

& New dashboard Copy / Settings

O Annotations

| Variables
General

& Links
Name region

O Versions
Label

& Permissions
Description
<> JSON Model

Query Options
Save dashboard Data source & Tencent CLS Datasource Refresh On Dashboard Load
BRESHE BiEARS ZAPI
Save As...
WRiEG Region=ap-guangzhou&ServiceType=region&Action=DescribeRegions&payload={"Product":"cls"}

Regex

Sort Disabled

Selection Options

4. Query [RZEBI®IER API, EiEiE9WTF:
ORI

ServiceType=region&Action=DescribeRegionsé&payload=

{"Product":"cls"}

IRIFRE: BR=IE (16F) BREEAR $843 H55m)
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O BT

Region=${region}&ServiceType=cls&Action=DescribeTopics&field=Topic

s&i1d=TopicId&name=TopicName

Elb\ % (*E;EEE@@FLJEE'UEE@; LF?J*E*EHIEEB )

Region=${region}&ServiceType=cls&Action=DescribeTopics&field=Topic
s&id=TopicId&name=TopicNameé&payload={"Filters":

[{"Key":"topicName", "Values": ["your topic name"]}]}

5. EBERME, REFRTF.

Grafana {u{E ¥R B HSHE?

£ Grafana BEEZ &2, HEAIEXRNEDEDP, BTEFETRNTEE, STHPEREKIBITE. LIRS
R IP i3iEgEa6):
1. #A Grafana {{EREE-Variables 3£, %iZ#@ Variables.

2. Variables type i%#% Query.

3. Query options # DataSource i%#%£ Tencent CLS Datasource #ff4 .
4. Query RSSAERIEZAEIRS, EFFTUT (ML remote_addr Jaffl, EFRERIEEIRHBIRFER)

* select remote_addr group by remote_addr limit 1000

5. (HJi&) Selection options AiEBESLIBIRE, LEMNABEEREA: *

Selection options

" Multi-value

«” Include All option

- ..._. -';"i _'_.u _-__._"- "y ( |' ‘ n 1. | - - .. I P -':E‘ | - -t ‘ Y~

Custom all value

*

6. HEAPFEANER ${IP:raw} , ITRESRM (HP :raw HEENEE, BEZERXHENEIEN, B
FRIFSHIEN ) o

IRIFRE: BR=IE (16F) BREEAR 5544 H55m)
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${region} BEEE ${topic} EEAN
${IP:raw} || select upstream_status, count(*) as pv group by upstream_statu

FRRERER Graph, Pie, Gauge, Time Series Panel

Home > Dashboards > New dashboard > Edi i | save | Apply

@ Lastbhours v @Q ~ Time series

Panel Title

All Overrides

ng a time field - Panel options

Title

Panel Title

H l~

" " - " Description
Switch to table Open visualization suggestions i

Transparent background

v Panel links

B8 Query

+ Add link
Data source > Query options  MD = auto 7 In a Query inspector

> Repeat options

v Tooltip
Tooltip mode

N Single All Hidden
HRBX (L) s 2£7b4c9d-8669-4bdb-a8fb-£6588cb882dc 9 ‘

EEAN CcoL v Legend
BALRFY 1000 Visibility
(]
WwEEG * | select time_series(__TIMESTAMP__, '1m', '%Y-%m-%d %H:%i', '0') as time,count(*) as cnt group by time

order by time-desc_lim 16000

BRFX:
1. BE10#%E) Transform B9 Tab 3@, ##I1 Convert field type.
2. f2E Convert field type, Field i&#F SQL ERIATEIFER, as /3 Time 2B,

IRIFRE: BR=IE (16F) BREEAR 8545 H55%)
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ESERERTE
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Q

BEIRSS
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O BRE R

MCP Server/Dify Tool HE&EiE

RMEnR

iBid MCP Server ( Model Context Protocol Server) % Dify Tool EiflHEiRSS CLS HFEHNBE
2, USEHMAERES/ TESAEHIENGES .. I TERIGS:
FRBASSENEE, REATEASERE.

BAFiZHHERED, SRothEARE.
MCP Server } Dify Tool SZiFNTIhsE

Thes Dify Tool MCP Server
HHAE 2 X5
RERAEEERAE F2Hs (RIRBAAISRERENED, -
EiiEa R ) 7
RERSTESHFED . .
&M 1D PN w5
(=
IR IR & FR A sk — -
R
FRENY B EE PN 52
ARG

FEEOREETEEMREEFE, BEHRE F=5.
MCP Server & Dify Tool BEBN=FHKFILHRIEBERS, & CIEFIKF FEFUNTIR:

"version": "2.0",
"statement": [
"effect":

"action": |

"cls:SearchLog",

—~ n

"cls:DescribeTopics",

cls:ChatCompletions"

IRIFRE: BR=IE (16F) BREEAR 5847 #55m


https://cloud.tencent.com/document/product/614/50922
https://cloud.tencent.com/document/product/614/68373

BEIRSS

"resource": |

LI ]

MCP Server
IR

1. &% Node.js , BiYEA LTS(long—-term support) kg2
2. £ MCP Server BB HHFMINTEE:

"mcpServers": {
"cls-mcp-server": {
"isActive": true,
"name": "cls-mcp-server",
"type": "stdio",
"registryUrl": "",
"command": "npx",
"args": [
"-y",
"cls—-mcp-server"
1,
"env": {
"TRANSPORT": "stdio",
"TENCENTCLOUD_SECRET_ID": "YOUR_TENCENT_SECRET_ID",
"TENCENTCLOUD_SECRET_KEY": "YOUR_TENCENT_SECRET_KEY",
"TENCENTCLOUD_API_BASE_HOST": "tencentcloudapi.com",
"MAX_LENGTH": "15000"

TRANSPORT: i#if, MCP {&iathi, Tik{E: stdio ({FfEEANEL ) 5% sse (IRSBBRIEEH) ,
ZME: stdios.

IRIFRE: BR=IE (16F) BREEAR 5548 H55%)



https://nodejs.org/zh-cn

O BHE

O TENCENTCLOUD_SECRET_ID: %18, Bifl=FHRF Secretld.
O TENCENTCLOUD_SECRET_KEY: #%i8, Bifl=FHPF SecretKey.
O TENCENTCLOUD_API_BASE_HOST: i&iH, EBiflz APl iERES.

O FERE:
MREHRSIRE 7 X geEE ARitbibiniEiERz= AP, EERRRIES
internal.tencentcloudapi.com.

O MAX_LENGTH: &, XiEE FFXIKERS, KEEHNSBMBASTREEXER,
O PORT: i&iH, X SSE EXBX, EERSmERKEA, BIAME: 3000,

fEFH1

LA Cherry Studio 735, i#7= CLS MCP Server BEE5:
1. FIRE > MCP S84 ig JSON BB, ARRERERFERE,

4R8JSON

v {
"mcpServers": {
"cls-mcp-server": {

"isActive": true,
"name": "cls-mcp-server",
"type": "stdio",
"registryuri": ""
‘'command": "npx",

1
2y
3y
4
5
6
7
8

"args": [
-yt
"cls-mcp-server"

1,

"env': {
"TENCENTCLOUD_SECRET_ID": "AKIDz. [ )L1kYgpow",
"TENCENTCLOUD_SECRET_KEY": "Ihréd | 3QqKtq",
"TENCENTCLOUD_API_BASE_HOST": "tencentcloudapi.com",
"MAX_LENGTH": "15000"

+

}

HRIEMCPARSSZRECERAIISONRKRR, RIFATIBEFRMRIETVIER

2. RFECER, BE cls-mcp-server > IR, MIREEEITRIRIIR, RBZREMID.

IRIFRE: BR=ItE (Ib5R) BRSEAR 5849 H55]
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O BAE
O BB Q EMCP EZMCP v A

D BiMER
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o0
9 O 1HRIRS
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@ [ McPmRBH
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% BMRE

88
{a
Em
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4 TRIEIEE
B BERE

® *F#M

3. ERVFhiRIFHRIEEF,

BRIABNF
RRFRE
RENGE
FhigER
MIRERE

MCP fR$538

cls-mcp-server 7
bl TH #rn &#R

AIATAR

> SearchLog fasilMKTtyRK3b7Irvktga

Search logs based on query parameters

> GetTopicinfoByName VemWPHEHZGSFP3CENVIPE

search topic info by topic name

> GetRegionCodeByName fmR8IEHJQAIX7GMwiXqrzr

search region parameter by region name

> GetCurrentTimestamp fMAkmas0QajlixIN9O26mr

get current timestamp in milliseconds

> TextToSearchLogQuery fliXegiaRnSeDFs51bxkO]

get cls SearchLog Query with natual language generated by user

IBSITRRE:

B

© [mums

RiRiE

HAEERID: 18cae058- -97d8eca2c86a
BREERMIE: ap-chongaing

ERBERNEOBREZAS, BHXEE.

Tokens: 57

[3
S
it

ERBEEEPEESEMNER (BRER Cherry Studio Bf, i57E Cherry Studio iREREPHREREER

%5):
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O BAT

BEiRSS

[ XN ]

© DeepSeek Reasoner

a

0.7 2

SRIABF
BRITRE -
BRIGE
BRIBE O
AREERE
o 0
MCP %588
BREE TopP ®
2B -
0
i5°¢-40)
0

K Token # ©

£ MCP BE353&+h/5H cls-mcp-server,

BRIABNF

ERTRE Mcp2E O
ERIZE cls-mcp-server
FRHE

FREEIRE

MCP BRZ5 8%

4. FRBRESERIAS.

50 75

TR

X

1188

«©

IRIRFRE: BiRAITE (165 BIRSEAS
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O BHE

'YX X ) [£) € Deepseek Chat | RERE Q = 8
9 B wa wE
()
© EUABF 1 il
Y /10201
<+
+ RmBF BHEAT T AEERE
@
- Tokens: 10
*a
ag ?gep]Séek Chat | SREXRE
Q9 GetCurrentTimestamp > @
O TextToSearchLogQuery i @
SearchLog 2 @
BB ERTRGRESRINEE, HEREWBURAITBEHERE,
MEHBERRX N BBEAERNERNE, HFRESWTENRILI159H (900000EH), RFRIEMIERLAT HEHEHIRE,
HBEMERNSQLEMIBERAIT ATHIRE, BWNEEEARKIEISOH (MUFIRIE1747657152698/HZ900000ZH) .
RIBEWER, 15D HANEEHEIRERN7.67%, XBHREANE17.67%H B EICRIHTTPIASIBATFEF400 (RRBFIHRSSHE
%) .
D @ % O = Tokens: 3107 13069 438
@)
%
& Do ® 3B e 4$ 8 15 % @

Dify Tool
£l

1. BE§EE Tencent Cloud cls — Dify Marketplace #A Dify Ti%, REBA=BERSEYE, Bal7E
Dify A EIZIEE “cls” .

2. BRRER, BEiZEY, BREERN.
3. IEEEIN=FHPF Secretld & SecretKey, HigERKATANBAEER,
4. BERFERIRHREREE.

{7
1. 1 Dify TrErheh QIS

. a Dify's Workspace v Q ®’E o ITEE B ®HRE T I8
B2 QBRBIF RAgent D XFER  Q Chatflow 83 TfER HoEs ©
BlERA - CLSEHZEEgESIR s BHFAE

0 elETEAmnA % Ltrd AGENT

BACLSEEN, AMEWEXNEE, Ha
B MRIREkReIE EE

) B DSLX#
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O BAT

RzFAZEEY%E Agent,

gliE=AMNA

prited vl ESid]
HEEM
6 @) =
WXBEF Agent
ERREETHERET LLM f3HE BEHESHTT HIERANEEEE
H2gA =
HEEFER
B) g
Chatflow TIER

SIFICICMERSEINELER EEEEE M IESHNRAE TR

2. EEHFHIRPFINER=ZEERS > CLS HEMRIH.

BEIRSS

AL RN
RFXALBESH Al BhF

@ oirvs workspace - ORR @ IfE ZNAE- CMRE T IA o o
@ . wHE {& Agent iR & [@' deepseek-chat CHAT E’i]
. e N
HEAS 7 * £ WSS )
AGENT
EXESHIETA, BT BAZE. BN BARTASR
B 4&HE
B 518 API
B A&ESHRE
@
= FiBtRE v BETIA..
0
\ e® wE BEX IR A %
ki + & 7¢& Audio hjlarry >
TREERPRARES NERISTGE, RTNSHERTARRHA (nout) < REmRS bity >
o mlE Bowen Liang >
SR +&m @ #E Dify >
EANSNAIREER EFX E BAEEERS aurora698 &
[ ¢Em] CLSAHREAH
ST 2R EBRE ABES Y BT
B MTTHMEY Dify > jamostr
I8 =] + # Marketplace F&EHES 7

@ tencentcloud_cls CLSHEIZESHT O

3. HA LAEEFECEANXER (BRERNTREZER) .
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O BAT

& Agent B8 [@' deepseek-chat CHAT Zé]

I B oitys workspace v QFR O IffE ZWAE- CMRE T I8
G . EH
e
*NHS i O vz BE
AGENT
@ deepseek-chat CHAT
EXEEMRIIRRE, BA{ BAZE, BN/ BARK.
B 4RHE S
1518] API BE —_—
B BESRE RAIRE —_—
@ Y Top P
Logprobs True
0
. Top Logprobs
L + SRS —
TREEBFWMARESIANRTEAFFEA, RAIUdHERRE S
B {{input}} oEER bprivie 3
HRE + iy STREHTER
BRI ASNENREEMER £ T
TUEIEEIR © BEv
IRO® 11 BA +
@ tencentcloud_cls CLSHSHZRAHT a
MABABR

4. ENEEPERABRESEIEE.
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O BHS

EZfA®K

AGENT
B 4HE
BJ 750E) API
B, BESinE

@ =N

@ HR:

o
-0

BEIRSS

{S Agent g & [@' deepseek-chat CHAT f—:i]

ik
{ N\
iR ¥ R
EXEERORTE, DAL BAZE. BN EAET..
0
& J
£ + i

LRLEFAPMARESINRTREEFER, RAMERERTES

A {{input}}

FREE
IEETASNFIREER ETFX
oI R

IR N EA

@ tencentcloud_cls CLSHEREDH

IRIFRE: BR=ItE (It ) BRSEATF

+ &

SR

ZRhost4tit TSR

@ IATRZRER host FITHABERED®H:

o test.2022.cls.cn: 1017 £HE
o test2.2022.test.cn: 781 &£ HE

MRBEH—DSOTHEMIRIE, B
!

FHNRABIR

(o Br=a

O

BHE >

ZAXENATEKBER RN AEESEZIN TR, EEOIFKRBRASHITERERK. NREF
ZB EAERBRENER MCP Server 5 BX5FH(i] o
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